Edvixd Komodiotptaxd Havemothuo Adnvov

Turuo Madnuotixoy

Merantuytoxo Hpdyeaupo otn Aoy xou Ocwpla Ahyoptiuwy xa Troloylouot

wIIAV

Mn Awahoyixd Yvotriuato Anddedng otny
Keuntoyepapla Zevypdtwyv xa Egopuoyveg
ot Opadixég YT roypapeg

AIITAQOMATIKH EPTAYIA

Ouwude Zoyoplog

EmupBiénwv: ‘Apng Hoayovetlnig, Enixougoc Kadnyntic E.M.IL

Adrva, ToOhog 2012






Abstract

In this thesis, we initially provide a general introduction to pairing-based cryp-
tography, consisting of the presentation of the established methods for construc-
ting and computing a pairing and some of the most fundamental pairing-based
schemes and protocols. We then focus on the analysis of the seminal Groth-Sahai
system for the construction of efficient non-interactive NIWI and NIZK proofs.
Finally, we examine the applications of the Groth-Sahai proof system to group
signature schemes and especially their contribution to achieving the required se-
curity properties without random oracles.

Keywords: pairing, bilinear map, pairing-based cryptography, Groth-Sahai

proof system, group signatures.

ITeptAndm

2NV mopoloo OITAWUATIXNY EPYAOLO, TOQEYOUUE apYLXd Uiol YEVIXY| EICUYWYT
otnVv xpurtoypapla CEVYUATOY, ATOTENOUUEVT Um0 THY TUEOUGIAoT) TwY XAEpWUE-
VoV UEDOOWY XaTAGHEVNG Xt UTOAOYIOUOU (EUYUATWY Xl UEPIXAOY EX TwV VUil
WOECTEQWY OYNUATWY %ot TEWTOXOMwY Tou BaciCovtar oe {ebypata. XTr cUVE-
YELL, EMXEVIPWVOUAOTE GTNV avdhuoT Tou emdpacTixol cuctiuatog Groth-Sahai
YLoL TNV XaTooxeuT| amodoTixwy un dtahoyixwy NIWI xou NIZK arnodetlewy. Tehnwe,
eletdaloude TG €QappoYés Tou cuoTiuatog anddeilne Groth-Sahai o oyfuota
OUABIXAY UTOYQUPWY X0l EWDOTERA TN GUUBOAY TOUC 6TV ER{TELEY TWY ATAUTOV-
HEVGY WOTATWY Ac@IReLag Ywels Tn yerion Tuyolwy YavTeiny.

AéZeic xAeldLd: pairing, Svypauuixy anexévior, pairing-based cryptography,
Groth-Sahai proof system, group signatures.






Euyopiotieg

Oa Hieha va euyaploThow Toug xanyntéc wou 6to MIIAA, ot omolot you mapeiyav
10 YVwoTxd undPadpo xau ue ewohyayav otny epeuvnuxt| pedodohoyla yio vo
avTaneéAw oTNV Tupolod EpYcia Xl CUYXEXPWEVOL ToL WEAT TNG TEtEAOUS e€e-
ToaoTinYg emttponic, xuploug Euotddio Zdyo, Ayyero Kuoyid xar Apn Ioryouetl,
yroth pe 1 Swaoxaiia Toug Heda oe Yvwptulo Ye To avTixeluevo TN xpuntoypaplog.
Ewwdtepa, euyopiotd tov xpto Llayouptlh, o omolog wg emPBrénwy xadnynthg
MO UE xoOBRYNOE ONUOYTIXG XATA T1) BLAEXEL CUYYRUPHC TNE Epyasiag. OEhw
TEMXWG Vo EXPRAOL TG EUYAPLOTIES Yo 0ToY xUplo Anurteio ONAUXO Yol TN EMLE-
EOT| TOU OTOV EMOTAUOVIXG TPOTO OXEPNS UOU XATA T1) DLAPXELN TWV TEOTTUYLAXWY

oL UETATTUYLAXWY LOYU GTOUDMV.
X






ITebhoyog

H olyypovn xpuntoypagia, xatd tnv e€éMiy tng, oweonoiton g epyoheio Ev-
VOLEC OO TO YWEO TWV UoUMUTIXGY %ot TN UTOAOYIoTiX ¢ TohuThoxotntog. To
levypata (pairings, bilinear maps), dnhod7 ot drypapuixés, un expuMoTXéC xou
amod0TXE UTOAOYIGIIES ATELXOVIGEL, EQPUPUOCTAXAY apYtXd ot PEVOBOUS XPUTTA-
V&huone yio cuoTAUATY Tou TpoPAAUaToc Tou Oekpitol Aoyapiipov [MOVI3),
[FR94] ndves o plo el ahhd omdvia, dnwe yeténerto anodetytnxe [BKIS|, xotn-
Yoplo EAAEITTIXOY XOUTUAGY. MTIC 0pYES TNG REPACUEVTS DEXUETIOG, TEWTOTOPOL
EPELVNTEC EXUETAMAEDTNXOY TIG LOIUTEPOTNTES AUTWY TWV XUUTUADY Y10l VO XUTOUCHEL-
doouv Cebypata mou opilloviol G GUVTOUO OVUTOQUCTAOWES OUAOES XaL Vo Tol
YETOWOTOIRCOUY GE XAVOURLES EQUOUOYES, YEVVOVTUS UE QUTOV TOV TROTO TOV
x\ddo g kpumtoypagias levypdror (pairing-based cryptography). Ou xahéc
w1oTNTEG TV (EuYudTwy BoRdncav oty entAucT avoly TGV TEOBANUATWY, 6TWS
N Ipepris avtaddayry kheidy oe éva yipo [Jou00] xou xvplwe n xatooxevy| Tou
TEWOTOU AELTOURYIXOU X0 ATOJEDELYUEVA acpalols oxTipatos kpuntoypdenons fd-
oet tavrotrjtwr (Identity-Based encryption Scheme) [BFO1]. H xpurntoypagia pd-
oea tavrotrjrwr (Identity-Based Cryptography - IBC) efvou o xotnyopla acly-
uetpne xpuntoypoagioc mou ewofyaye o A.Shamir [Sha85] ye umodouy| Swugope-
T e xhaowhc unodopric PKI (Public Key Infrastucture): pio mifpwe éumi-
ot Ievvijtpia [iwtikdy Kadwr (Private Key Generator - PKG) druoupyel
TIC TOQAPETEOUC TOU GUOTHUATOS XU XATEYEL EVAL UUCTIXG AeWl YEow Tou oToloy
Onutoveyel Ta LW TXE XA TwY YenoTtwy. TTupdhhnia, ta dnudcta xhetdid Tpoxt-
TTOLY Amd TNHY TOUTOTNTA TWY YENOTWY 1 %dnoto dhAo TEoowTixd Toug GTOoLYE.
To mpwtdéxodho avtodhayhic xAewiot Bdoet tautotitwy tou [SOKO00] Arav xat 1
amopyh NS xpunToypapiag (EUYUdTWY.

Meydho TARUOC XATNYORIDY CYNUATOY UTOYEAUPMY UE EVOLUPEQOVTI YULUXTTOL-
otxd BooiCovtar ota Lebypato. Mio and autég eivon xou ot opadikés vmoypapés
(group signatures), 6mou ta uékn uiog ouddac UTOPOVLY Yo UTOYEAPOUY ovEYUUL
ex Yépoug 1 ota mhadola autic. Ye mepintwon dapmviog, Evag dayelpioTns opdoag
(group manager) éyet Tny e€ouaia Vo amoxahOPeL TV TAUTOTHTO TOL UTOYEAPOVTOC.
O Tp®TES xo ONUOPLAEGTEPES OUABIXES UTOYRAUPES ambd TNV xpuTtoypagio (euy-
wdtwv mapgovotdotnxay ota [BBS04], [BS04], ue pixpd péyedoc unoypaprc xou
uhnA Ty 0TI UTOAOYIGHOY.

Ano v &k mheupd, o un owAoyikd ovotiuata anédeiéns (non-interactive
proof systems - NIPS), 6mou o enahndeutric netdetan yioe Ty ahrlera plag mpdtaomg
podatvovtag timota mépayv Tng anddelng mou Tou divetan, oploTnxay apyixd oTo

[BEMSS| xou éxtote xonhep@inxay otny xpuntoypapio Ye onuovTixéc eQupuoyeé,
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OTWS TY XATAGKEDT) Y NUATOS XPUTTOYPAPTONS ONuoctou xhewwol ye CCA aocpd-
hewo. To TpdTo CUGTAUATO XATAOXEUTS UT) DLUAOYIXWY ATODEILEWY UNOEVIKIS YV~
ong (non-interactive zero knowledge - NIZK) ue urodéoeic and mpofhiuarta g
xpurtoypogiuc {evypdtwy frav v [GOS06a], [GOS06b]. Enedy| duwe ot teyvixés
Toug efvon TOAUTAOXES, 1) EQapUOYT Toug 0dnyel ot oyeTd Bupid xpunToYPAPIXY
oyhdata oty TEdln, 6w To oyfuata opadixdy uroypapdy [BWO6], [Gro06).
Ynueio avagopds yia T obyyeovr €peuva anotehel To amodotixd cloTHU Ur Ota-
hoywwy anodeilewv Groth-Sahai [GSO§| yia ™V eTOANIELCLUOTNTA GUVOLOU ECL-
OWoEWY ToU TERIEY0uV (elyUaTa, Xat T0 0Tolo EQUPUOLETUL GTNY XATACKEUT OYT}-
pdtwv oto standard poviého.

H Sour| tng epyaotac €yel wg e€nig:

o Y10 Kegpdhao 1, mapéyeton to anapaitnto Yewpnuxd unoBaldpo wote va yi-
VOUV XUTOVOTTOL 0 0PIOUOC XL 0 TPOTOC UTOAOYICUO) TWY YVWOTWY UEYpL
orfjuepa Levypdtwy. To xegdioto xhetver e plor ohvToun avagopd ce vedTERX

OYETUY ATOTEAECUAUTAL.

e Y10 Kegdhowo 2, diveton 0 yevixdg oplonds tou (EUYUATOS TOU YN OHIOTOLE-
TUL OTIC EQUPUOYES XS ot OPIGUEVA OTUAVTIXG TROBAAUATA TV OTOlWY 1)
duoxoiia urotideTon ota mhalota e xpuntoypapiog Levypdtwy. Ilapoucid-
Covton tor Vepehddn oyfuata v [SOKO00|, [Jou00], [BFO1], [BLSO01] xou
AVaPEPOVTOL OL XUPLOTEPES ENEXTAGELS TOUC. ATO UETETELTA OYHUATA, UEAETE-
vtaw ot untoypagés tou [BB04c| oto standard povtédo.

e To Kegdhato 3, agiepwveton o yeydro Padud otny mAfern togousiacr tou
ovothpatog anodeline Groth-Sahai.  Awtuncyvovton exiong ot mpoomoutol-
UEVES EVVOLES YIXL TNV XATAVONGY) TOU, EVK 6T0 TEAOG Tapatilevtar OploUEVES

UETENELTA PEATIWOES OTNY ERIDOGY| TOU.

o Yy apyy| tou Kegodalou 4, meplypdpovTton To xURtOTERR HOVTEAN GUVTUENC
AL AOQINEING TWY OUAOIXDY UTOYRUPWY. LTI CUVEYEL, TEQLYPQPOVIUL OL
opodixéc umoypapéc [BBS04] xau [BS04|, pe acpdheia 6to povtédo tuyaiov
pavteiov (random oracle model - ROM). ¥t undhoino tou xe@ahaiou yeheTe-
vron o oy huata ogadixmy utoyeapy twv [BW06|, [Gro07], [LCSLO7|, [LV09],
[LPY12a| oo standard povtého. H epyacio ohoxinpdvetar ye xdmoles emt-
TAéov oyeTéc avagopéc oty Bihoypagio poll ue cUUTEPAGUOTA XL LOEES
YL TNV E0pUWCT) TWY OUABIXGY UTOYLAUPWY GTY| CUYYPOVT XQUTTOYpapldL.

H epyaoia ywpiletar oe €va yeEVind xou £va e0x6 UEPOS. Lx0TOC TwV U0 TEWTWY
xe@ahatewy elvor vo undpdel otny ednvixt| BiBhoypapla, €vo 660 To dUVITOY TEQLE-
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ATIXO XU YEVIXO OTUElD avaQopdc Yiol TOUg WEAETNTES TNG xpumToypaplag (euy-
péTwy. Yto ewind p€pog, mou mepthauSdvet to Vo teheuTafa xe@dAona, EmLyELREiTAL
plor EVIUECOUEVT GUALOYT TWV OTUAVTIXOTEQWY CYTUATWY OUUBIXWY UTOYQUPMY
mou otrpiloviar 6To clotnua andoelne Groth-Sahai.
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Kegpdiowo 1

Medooor KataoxeLng

ZEVLYUATWYV

O xahepwpéveg uévodot xataoxeunc Ceuyudtwy elvon ol amodotixol UToloyIGUo!
v Ceuypdtov Tate xou Weil, xar twv mapadlay®dyv Toug, Tavew O xaTdAAnia
ETAEYPEVEG EAAEITTIXEG xauTUAeC. [a v xatavéncy| Toug, amopaitnty elvon T
yYvor, dewplag Stonpetdy, otoryela Tng omolag mapatidevtal oe auTd TO XEPIANLO.
[o extevy) pyehétn g Yewplog TV EAAEITTIXGDY X0 YEVIXOTERY TWY UAYELOIX®Y
XOUTUADY, 0 avaryveoTne moparéuneton ota [Sil86], [Ste9d]. Emniéov, yiveton pio
olvTouT Tapouciucy Tou oplouol xal Tou TEOTOU UTohoYoUoY TwV (EUYUdT®Y
Tate xou Weil, eved avehutixdtepn meptypagr touc umopel vo Beedel oto [BSS05
§IX]. To xepdhono oroxhnpdvetal Ye {NTAUOT YEOVIXAC TONUTAOXOTNTAC, VEOTERES
TEOTAGELS YEVOOWY XATAOKEUTC XADDE X0 OPLOUEVA AVOLY Td EQOTAUATAL

1.1 EMewmtixég Koaundieg

O auotneog paldnuatinds oplopos g EAAEITTIXAS XoUTOANG TPOEQYETOL OO TN
Vewpla ahyeBpxdy xounmuhwy. XOugova Ue autdy, eAdarntikr) kapumidn eivon uio
TeoBohuxty ahyeBetnt| xouniAn Yévoug 1, epodlocuév ue éva axplBag e’ dmetpov
onueto, To [0 : 1 : 0] € P2 Ttnv xpuntoypapio yenoonoiton ouvhdng o

TOEUXATW ATAOS EVAARAXTINOS OPLOUOC GTO apix0 ETUTEDO.
Optopoc 1.1.1. 'Eotw oopa K xor K 1 adyeBoxd tou xhetotédtnto xou 06 N
eélowon
2 _ .3 2
ye 4+ arzy + azy = x° + anx” + aux + ag, (1.1)

OTOU a, (g, (3, (g, s, 0 € K. Mia eddartikry kaumiAn E elvon 1o 60volo twv

Leuydv tou agvixol emnédou A%(K) = K x K mou aroteholy Aoeic tne (1.1)
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polt ue éva onuelo O, mou ovoudleton en’ drepor onjieio.

Av aq, an, a3, a, as, 0 € K, T0TE Mue 6TL 1) ehheintind| xopumOhy opiletal vrepdre
tov K xou cupfoliletan E/K. Yuyvd to onueio O agrveton va evvoniel, ondte 1
xopumOAY yapaxtreiletar xou ovopatiCeTton and v avtiotoyn eéiowon. loodivaua,

n xounOAn E/K yapoxtneiletar and 10 TOAUGYUUO
flz,y) = v + arwy + oy — 2° — awa® — aur — ag € K[, y]
p€ow g edlowaorng
E: f(z,y) = 0.

H yevixt, e€iowon (1.1) xohelton eliowon Weierstrass xou pnopet va amhonowndet
AVIAOYQA PE TNV YAPAXTNPLOTIXY) TOU cwuaTog K, char(K), otig mopaxdte HOPYES
HE XOTIAANAT GhRAYT) CUVTETAYHEVWY:

Q). ¥+w=2*+ar+ B8Ry +ay=a2>+ax+ B, &dvchar(K)=2.

(ii). y¥* =2 +azx+ Bx +7, €dv char(K) = 3.

(iil). y* =2® + ax + B, €dv char(K) # 2,3.

Anoutolye 1 xaumOAn vo eivon un dlovoa (non-singular, smooth), dnhady ot
MEPLXES TaRAYWYOL (%) nou (%), OQICPEVEG OO TN PUOLXY) YEVIXEUST] UTO TO
R[z,y] otov Soxtiho moluwyiuwy tuydiov oduatoc Flz,y], dev undeviCovto
T TOY POV OE xavéva onuelo g F. Anodewvietar 6Tl €dv 1) eAAELTTXT| XAUTUAT
E/K : f(z,y) = 0 etvon un wéovoa, téte eivar avdywyn (irreducible), dnhody
0 YpdpeTal WS EVveon 800 UAYEREXMY XUUTUAWY TTou Vol YVAGCLY UROGUVOAY TS
[Kim07 Proposition 2]. T Aéyouc anhdtnrog, n avdhuor neplopiletar ato e€hg
oe urn widlovoec eEnhetntinéc xaunihes ye eliowon E: y? = 2° + ax + S.
Ipétaoyn 1.1.2. Eotw E/K: y* = 2* + ax + B. Ta akdlovda efvar wwodvvaua:

(1). H E eivar un 16dlovoa.
(i1). 4a® + 2767 # 0.
(iii). To moAvdvupo x® + ax + [ dev éyer moAanAés piles.

Andédaén. (i) < (it). 'Eotw P = (z9,yo) 0i1élov onueio tne E. "Eyouue

5 6 char
(—f) :(_f> 20(:)—335%—04:2340:0hg)¢2y0=0,a=—3x§®
or ) p oy ) p

srptarg+B=0 a=-323 < 4a® + 278 = 0.

(i) < (141). Edv x¢ etvar molhanh| ofla tou 2° + ax + (3, t6t€ 2 + axg + =0
xou (23 + ax + B) 4= 323 + a = 0. Enopévac 1o (20, 0) etvan &i18lov onueio tng
HOUUTUANG, COUQWYOL UE TIC TUQUTAVE [GOBUVIMLES.

14



Egantopeveg eudeieg xou onueia topns. Xe xde onueio P = (20, yo) plog

eMeintixfc xounvAng E 1 f(x,y) = 0, ol yepixéc mapdywyor (%)p xu (%) oev
P

unoeviCovtan tawtoypova agol N E eivon un wdlovoa. NUVER®S, 1) EQATTOUEVT
evdelo tng B oto P, Tp, opiCetar un TETRWHEVA WS

ro (&) ama+ () -mw-o. (12)

'Eotw topa evldeta L : ax + By +v = 0 < A*(K). H E ebva tpitou Paduod
xou 10 K efvar adyelownd xheoto, doa 1 L téuver v E oe tpla, byt %ot avdyxn
Sraxexpyéva, onueto. EEdou, 6nwe oto R?, étot xau o x&de agvixd eninedo d0o
otoexpLéva onueior opiCouv axpBos wa eudela. Ta mapandve xahotoby duvatd
TOV 0ploud alpoiouatos 500 oNUElDY Yag EAAELTTIXNAS XAUTUANG.

Optowode 1.1.3. (Kavovac yopdric epantouévne). Eotw edlewnuxh xouniin £
x P, Q) € E xou R 7o tpito onueto Tourg tng eudelag P_Q (E:(pomrépsvn oty E av
P =Q). Téte wc P+ Q opiletan 10 tpito oruelo Tourc tng evdetag OR.

Iewpetpwr eronteior Tou xavéva adpolopatog 1.1.3 oc xaumniin urepdvew Tou R
pofvETOL OTAL TOPAX TR dlarypduuaTa Yo TG TeptnTwoel P # @ xa P = Q. Ed®
¢ P+ @ Yewpeiton to onueio R

/

1. P#Q.
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Ocwenua 1.1.4. Mia clMartixr kaumidn E epodaouévn pe mpdén tov kavéva
Xopdns - epartouévns ovviotd APehavn oudoa.

Anddaén.  (i). (Trapén ovdérepov ororyeiov). Av P = O, 16t PQ = 0Q,
enopeveg to R ebvan to Tpito onuelo tounc tng 0Q xu doo 10 () elvon TO
Tp{to onueto Tourc g OR. [poxOmter 6T

P+Q=0+Q=0Q.
Ouolwg av @ = O nafpvouue
P+Q=P+0=P
(ii). (Yrmapén avrierov ovoryeiov). Eivoaw mpogavéc and tov opioud tou xavdva

ot P+ Q, R, O elvon T tpla onueta Touric tng eudeiog OR ue v E. Q¢

ex 1000V, oY VEL OTL

(P+Q)+R=0. (1.3)

H(1.3) yia Q = O yivetw (P+0)+R = 0 = R = —P, dnhadt| 10 avtideto
oTovyelo evog Tuyalou onuelou P ebvar To Tpito ornueio Toung g eudetog OP
pe v L.

(iii). (Hpooeraipronxérnra). H anddeiln etvou paxpooxelic Aoy meptntwogoloyiog
xoL 0 ovayveotne unopel va avoteéZel oto [Sil86 111.2.2.(e)].
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(iv). (Metatetikétnta). Anéd 10 yeyovic 6 o eudeieg PQ, QP tautilovron.
_|

‘Onwe o xdde tpocVetiny opdda, opllouye T0 m-00té moAAarAdoio evoc orueiou
P uemeZ wg
[m|[P=P+---+P,m>0
S
m QopES
[0]P =0
[-m|P = [m](—P), m < 0.

IMpétaoy 1.1.5. (AAyeBpikn éxppaon tov kavéva xoporis - epartopérns). Eotw
kauriAn E: y* = 2® + ax + 8 ka1 onueta P = (xp,yp), Q = (z0,yq) € E\{O}.
Téte mpoxvnrer 6t1 to onueio R = P + () divetar and tous napaxdtw timovs:

(1). Edv xp = xq tlte eite

(a). R =0 efre

(b). 2p =N —xp — 29, Yr=—ATr—U,
372 + o —23 + axp + 2

drov A= L — kaiv = P L B.
2yp 2yp
(ii). Edv xp # 1 tote 1p = N> —xp — g, Yr = —ATR —V,
— x —x
T —Tp T —Xp

Arnddaén. (1). xp =xg = yp = yé = yp = Tyg.

(a). yp = —yg, ETOUEVELC TO () €ivan TO GUUPETPIXG WS Tpog dZova 0z onueio
Tou P, dnhadr 1o tpito onucio tourg tng evdeiog OP ue v E. Amo 1o
Ocwpnua 1.1.4 éyouue 611 Q = —P < R = 0.

(b). yp = yg = P = Q. H egantéuevn evdeio Tp et eZiowon Az +v =y

OTOU , ,
35 + « —Tp +axrp + 2
A="2L """ yu v= L L ﬂ.

2yp 2yp

‘An6 tov Optopd 1.1.3 mpoxdnter 6L T0 R elvor 10 GUUUETEIXO WS TREOS
dZova Ox tou orueiou tounc e Tp ue v E. Ot cuvtetayuévee (T, Yr)
unohoyilovton

tr =N +1p— xQ

Yr = —ATR — V.
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(ii). xp # zg. Onwe xou otny nepintwaon (i4).(b) wévo tov avtl e Tp Yewpolye
™V euldela PQ: Az +v =y, 6mou

- x — X
T —Ip rQ —Xp

_|

Avtiototyot tOnol undpyouy xon yia T YevixY| tepintwor mou 1 F opiletoun and v
e€lowon (1.1) (Pr. [Sil86 I1I1.2.3]).

ITopiopa 1.1.6. Fotw eldartikn kaunidAn E. To otvodo
E(K) = (EnK* u{0O}
efvar vrooudoa tng E.

Anéoaén. Agol 1o K elvon ooy, ot utoloylopol otoug tonoug tne Ipdtaong
1.1.5 extehobvTon evtoc tou K.
_|

EXAeintinés xoauTOAES UTERAV®L TENEQACUEVOY COUATOV. LTNY XQUTTO-

yeaplo, o eMhetnTnég xounUAeg opilovTton UTERAVL TEMEPAOUEVWY cuudtwy I,
mtAfidoug ¢ = p", 6mou p ebvan 1 yapaxTNEeTIX Tou cwuatoc. ‘Onwe mpoavapEp-
e, Ya meproplotolye oty Tepintwon énou p # 2,3. H akyefount| xheiototn-
TOL EVOC TEMEQUOUEVOU OWUATOS EfVOL TO GOUL F = U@qui, 0 omolo dev elvar
nenepaopévo. Evtoltol, obuguva ye to Hopopa 1.1.6, to olvoro E(F,) anotelel
nenepacuévy oudda. H t8&n tne E(F,) dev unopel unopel vo ebvar peyahitepn ond
2q + 1, ouvunoloyiCovtag xa 10 O, agol yia xdlde x € Fy to moAd 6o Lelyn
TOU EQVIXOU eTUTESOL Umopolv Vo efvon AUoelg Tng y? =23 +axr+ B =0. Eva
AUOTNEOTERO PEAYHA DIVETAUL UTd TO ETOUEVO ONUAVTIXG VeWonuaL.

Oedpnua 1.1.7. (Oedpnua Hasse).

| #E(F,) —q—1[<2yq
Anddaén. [Sil86 V.1.1]. —
Oplopog 1.1.8. Eow t = ¢+ 1 — #E(F,). H elhernuxh xaunidn E xodeitou

vrepididlovoa (supersingular), €dv p | t. Awgopetd, 1 £ xaheltw ovriiing
(ordinary).
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H nocétta t ovoudleton fyros (trace) e £ xar and 1o Oewpnua 1.1.7 éyoupe ot
| t]< 2,/q- Ov urepldtdlovoeg xaunties etvan ufo Wiitepne onuactac xatrnyopia
EMEITTIXOY XAUTUADY, TOCO YId THY EAAEITTIXY xpuntToypagion 600 X Yl TNV
xpunToypapla (ebyuatog, 6mwe Yo SOUUE GE ETOUEVO XEGIAAULIL.

Mnopolue T®pa VoL BGOGOUUE €VoL UTONOYIGTIXG TUPABELYUA 60wV aVaPELUTXAY GE
auUTAY TNy evoTnTa, onuewwvovtag 6t yio xaundhes E/F, o xavévae odpolopotog
otepeitar YewueTpixng epunvelag ot amodidetar uévo aryefeixd and toug TOTOUG
¢ Ilpdtaonc 1.1.5.

TMopddevypo 1.1.9. 'Eotw edhewmtint| xourOhn E/Foz: y? = 2% + 2. H opdda
E(Fy3) ouviototon and o mopaxdte 24 onpelo:

0 0,00 | (1,5) | (L,18)
9,5 | (9,18) | (11,10) | (11,13)
(13,5) | (13,18) | (15,3) | (15,20)
(16,8) | (16,15) | (17,10) | (17,13)
(18,10) | (18,13) | (19,1) | (19,22)
(20,4) | (20,19) | (21,6) | (21,17)

IMTivaxag 1.1. H oudda E(Fas).

‘Eoww P = (1,5), Q = (9,18). Téte and touc tinoug g Hpbdtaorne 1.1.4
AN=(18-5)/(9—1)=13/8=13-3 = 16
v =(9-5-1-18)/(9 — 1) = 27/8 = 27-3 = 12

enopévwe 10 onuelo R = P 4+ Q = (g, yr) vrohoyileta

tp=N+1p—19=16"-1-9=3-10=-7=16
Yyp = —Arp—v=—16-16—-12 = —268 = —15 = 8
67])\0(87,] R = (16,8) EE(Fgg).

To tyvoc e Eetvan t = #E(F,) —q—1=24—-23—1 =0 xou guowxd 23 | 0,
onhaot| 1 £ elvon uneptdtdlovoa.

1.2 Pntéc Yuvaptriosic xou Alopeteg

Eotw E/K: f(x,y) = 0 xu {f(z,y)) = {g(z,y) - f(z,y) | 9(z,y) € K[z,y]}
10 xVpo WeWdeg Tou daxtuhiou Kz,y] mou mapdyetar and to f(z,y). $d oa-

kTOA0 ovrtetaypévor (coordinate ring) K[E| tne E opilouye tov SoxtiMo nnhixo
Kz, yl/{f(x,y)). H E eivar avdywyn, to onolo tooduvauel ue 6t a) 1o {f(x,y))
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elvon TpwTo 1dewdes xan b) o K[E] eivar axépona neptoyry [Kun05 Corollary 1.12].
Optletan hotnédv we ouvidwe to odua mAiko tou K[E], to onolo cuyBohileta
K(E). Evtehég nopduota opilovior o K[E] xow 1o K (E).

Ogtopdg 1.2.1. To odpa tniixo K (E) xohelito 10 odua ovvaptiioewr (function
field) e E. To otoyeia t1ou K(E) ovopdlovion pntés ouvaptices (rational
functions).

EZ opioyot, 6o pntéc ouvapThoELS g1/h1, g1/hs tawtilovton avv gihe = gohy.
Mia ent cuvdpTtnon etvon dialpeor) xhdoewv Looduvauiog

9(z,y) + {f(z,y))
h(z,y) +{f(x,y))’

enedh] ouwe oto onueior e xauniine £ n f(x,y) €€ opoyol undevileton, xd-

Ve xhdom r(z,y) + (f(z,y)) € K[E] opiler xahdc, p€ow T0U avIITpOomTOU TNg
r(x,y), pla tohvwvouxr cuvdptnon £ — K. Mropotue emouévng va Ypdpouue
Tt TOLYELL TOU Do TUAOU TOAUMYOUWY ¢ TOAUWYUIIXES GUVIOTNOELS XAl TIS PNTES
GUVAPTAHCELS WG TNAIXO TOAUWYOUWY.

Mio ) undeviny| pnth ouvdetnon r opiletar oto onueto P # O, av urnogel va
yoowet g r = g/h, g,h € K[E] pe h(P) # 0. Av n f dev épiletn o10 P,
Yedpouue f(P) = o0. O oproude e r oto O anawtel yvooelg Yewplag ahyeBpnmv
HOUTUAGY Tou Eegelyouy and Toug oxonols TNng mapoloug epyaciac. Amo xadupd
UTOAOYIGTIXY) OXOTId, €YOUUE OTL yiow xdde k € f([E] 1 e&lowon e xauniing F
eTUTEENEL AVTIXANOTOVTIG TOUG OPOUS v, neN UE TNV TUpdoTAON (333 +ax+p)",
VoL yeagel To k o€ kavovikl) poper) »¢

k(z,y) = S(x) + yT(z) € K[E].

Y1 ouvéyeta optleton wg Paduds Tou a 1 tocdTNTA

deg(k) = max{2 - deg,(S),3 + 2 - deg.(T)}. (1.4)
6mou deg,(S), deg,(T) ot Badyol twv mokuwvipwy S(z),T(x). Bdoet tou Poduot
evoc otolyelou Tou daxtuliou cuvteTayuévey opilouue Y Ty r = g/h

0, deg(g) < deg(h)
r(0) = Z—Z deg(g) = deg(h) (1.5)
w, deg(g) > deg(h)
OTOU Qyg, (v, OL GUVTEAEGTEG XUPLWY GPWY TWVY g, h GE xavovixr Lop).
IMopdderypo 1.2.2. Oewpolyue Ty xoapnihn E/Fr: y? = 23+ + 1 xau ) pnth
oLVAETNON
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2 4 22%y + 9y + 1
204+ 3y3 + 5

r=g/h= . AvixadiotdvTac Tov 6po y? pe 2® +x + 1 éyoupe

2%+ (P e+ 1) +1 (@ + 2P+ +2) 4+ y(22?)

200 4+ 3(z3 + 2+ Dy +5 (22* +5) + y(323 + 3z + 3)

‘Apa deg(g) = mazx{2-5,3+2-2} = 10 xau deg(h) = maz{2-4,34+2-3} = 9 xou
Tehxd and (1.5) naipvoupe 7(0) = oo.

IMeétaon 1.2.3. Fow f,g € K[E]. Ioyda éu
deg(f - g) = deg(f) + deg(g).

Andoaén. 'Eow f(x,y) = Sp(x) + yT(x) xu g(x,y) = S,(x) + yT,(x). Téte

fg=(S¢() +yTs(x)) - (Sg(x) + yT(x)) = Spe(x) + yTyq(2)
6mou avtixahotdvTag Tov dpo y? e 2¥ + ax + B youue

Spg(w) = Sp()Se(x) + (2% + ax + B)Ty(z)Ty(x) xou
Tyg(x) = Ty(x)Sg(x) + Ty(2) Sy (2)-

H (1.5) diver
deg(f - g) = max{2 - deg(Syr.y),3 +2-deg(Ty.4)}
‘Ouwe

deg(Sy.q) = max{deg(Sy) + deg(Sy),3 + deg(Ty) + deg(1,)}

1.6
deg(Ty,) = mazldeg(Ty) + deg(s,), deg(T,) + deg(S)} (0
Auaxpivoupe Tig e€Ng TEPITTWOELS:

(i). deg(f) =2-deg(Sy) xou deg(g) = 2 - deg(S,). Xuvend

3 + 2. deg(Tf) —
342 deg(T,)

2-deg(Sy) =
2 -deg(S,) =
2 (deg(Sy) + deg(S,)) = 2
deg(Sy) =
deg(Sy) =

- (3 + deg(Ty) + deg(T))
deg(T¥) =
d

deg(Sy) + deg(Sy) = 3 + deg(Ty) + deg(T,)
2 (deg(Sy) + deg(5y)) = (
2 - (deg(Sy) + deg(Sy)) = (

3+2-deg(Ty)) + 2 - deg(S,) )

3+2-deg(Sy)) +2-deg(T,)

AR\
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deg(Syg) = deg(Sy) + deg(S,) } ~
2-deg(Sy) +deg(Sy) =3 +2-deg(Ty.y)}
2-deg(Spy) =3+ 2-deg(Tt.y) =
deg(f - g) = 2-deg(Syg) = 2-deg(Sy) +2 - deg(Sy)) = deg(f) + deg(g).
Avddoya epyalduaoTe Yo TIC UTOAOITES TEQITTWOOELS:
(ii). deg(f) =2-deg(Sf) xou deg(g) = 3 + 2 - deg(T).
(iii). deg(f) =3+ 2-deg(Ty) xou deg(g) = 2 - deg(S,).
(iv). deg(f) =3 +2-deg(Ty) xu deg(g) = 3+ 2 - deg(T).
4

Optowde 1.2.4. 'Eva onueio P e E ovoudleton pila av f(P) = 0 xou médog o
f(P) = .

Opwouwog 1.2.5. Eow P € E. M pnth ouvdptnon u evon tapdpetpos opor-
opopeiag (uniformizing parameter, uniformizer) yiwo to onueio P av éyel tig €€rc

OOTNTES:
(i). u(P) = 0.
(ii). (Vfe K(E)\{0})(3d e Z,s e K(E)) : (s(P) # 0,00) A (f = u?-s).

T ouvopthoeic € K(E)\{0} pe f(P) # 0,00, tetpyupéva yedpouue f = u’ - f.
To Yedpnua mou axolouldel, e€acparilel Ty UTapln TAPUUETEOL OUOlOUOPQLIS Yia
x(&e onuelo pat ENAEITTIXAC XUUTOATG.

Ocwpenua 1.2.6. Eow P € E ka1 evlela L: v + py + v = 0 mov 6iépyetar and
0 P ka1 0ev epdrterar oty E. Téte n L efvar tapduetpos opoopoppias ya to

onueio P.
Arndoeién. [Men93 2.22]. —
Ilopwopa 1.2.7. Mia mapduetpog opoopopgias yia onueio P € E: 2° + ax + f3
efvair n ovrdptnon

(1). u(z,y) = x —xp, edv P = (zp,yp) # O ka1 n vdén wov P dev eivar 2.

(11). u(z,y) =y, edv n wién wv P eivar 2.
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(ii7). u(x,y) = z, edv P = 0.
Y

Arédeln. Ou dellouye TpwTA 6TL

rank(P) =2« [2]P =P+P=0&P =-P & yp = —yp < yp = 0. (1.7)

(i). Ayeoa éyovue u(P) = xp —xp = 0. And v (1.2), n epantouevn evdeio
Tp éye e€lowon

—(32% + axp) - (x —zp) + 2yp(y —yp) = 0

xoun ebvan tdpopn e & — xp = 0 agol (1.7) = yp # 0. Adyw tou Ocwpr-
potog 1.2.6, nu(x,y) = x — xp elvon napduetpog ouotopopgioc yio t0 onueio
P.

(ii). (1.7) = yp =0, dpa u(P) = yp = 0. Emniéoyv
Tp X —Xp = 0

Tou efvan Sidopn e u(z, y) = v, enopévee Aoyw tou Oewphipatoc 1.2.6, 1
u(z,y) =y elvou Topduetpoc ouotogoppiac yio to onueio P.

(iii). To 6n u(O) = 0 mpoxinter and tic (1.4), (1.5) xou and TO YEYOVOC TS
deg(x) = 2, deg(y) = 3. 'Eotw topa f = g/h € K(E)\{0} pe f(P) € {0, 0}
(un Tetpwuévn mepintwon). Ané (1.4) éyouue d = deg(f) — deg(g) # 0.
Egapuélovtac v Ipdtaon 1.2.3 npoxintel

deg(y"f) — deg(ag) = (deg(y”) + deg(f)) = (deg(x) + deg(g))
— 3d + deg(f) — 2d — deg(g)
=d—deg(f) —deg(g) # 0

ot Gipat [(%)df(x,y)]((f)) # 0. T'pdgouye v f oc

f= 0 1) )]

x 7’ 7 é ’
H u(z,y) = — elvou hotndv mopduetpos oyotopopeiog.
Y
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Opwopdg 1.2.8. 'Eow P € F xou u Tapduetpog ouotopop@lag yio To onucio P.
Optloupe tdén plac ouvdptnone f = g/h € K(E)\{0} xou ypdpoupe ordp(f) tov
aprduo d € Z wote

f = ud S,
6mou s € K(E) : s(P) ¢ {0,00}. Av 1o P eivar pila tnc f, t0T€ Aépe 6Tt T0 P éyer

moAvmAokdtnma ordp(f), evéd av 1o P eivar néhog e f, t61e héue 61t 0 P éyet
rohumhoxdtnta —ordp(f).

H erdpevn npdtacy amodeixviet 6Tt 0 Topamdve 0plonog etvar xohog.

IMpétaoy 1.2.9. (Movadikétnra tov apiipot d). ‘Eotw u, v tapduetpor opotopop-
plag y1a to onueto P € E ka1 f € K(E)\{0}.
Av f=ul-ska f=v" -t pes,te K(E):s(P),t(P) ¢ {0,00}, tére d = d'.

Anéoaén. Aol ov u, v elvon mapdueTtool opotopopplag utdpyouy o, B € Z xan pntég
ouvapthoe q,r € K(E): q(P),r(P) ¢ {0,0} @ote

u=0v"q
1.8
v=u’-r. (18)
O eCoddoee (1.8) divouy
w=u""" qp“.

Ebvar mpogavég ot ulo mopduetpog opoopopeiog 0ev umopel va elvon undevixt
oLVAETNOT), dEa UTEEYEL ONTY CUVAETNOM ul. Enopévwe toylet ot
W l.ogp*=1=a8=1
S dropopeTind Vo elyope [u=t - gp®](P) € {0,00}. Av a = 8 = —1 éyouue
u=v"'¢geuw=q=q(P)=u(lP)v(P)=0
Tou glvor dtomo and Ty emhoyy g ¢. TroypewTxd howmdy a = = 1 xou dpa
f=ut-s=v" t=(ug)? -t =u?(¢? -t) = ut? =q¥ ts .
Ané v emhoy?| TV ¢, s, t oy LEL g% -ts™t #0. Yuunepatvouye OTL
d—d =0<d=4d.
-

Awrdétoupe Aoy Oha Ta epyaheia WoTE va oplcoupe TNV Evvola Tou doupétn. H
opdda drpetdrr plag elentinhc xoaunving E, Div(E), eivar 1 ehedilepn afehovy
OB TOU TUPdYETOL Umd ToL oNuEldl TNG XAUTUANG.
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Optowde 1.2.10. 'Evac dipérns (divisor) D € Div(E) eivou éva Tutixéd ddpot-
ouo GNUElLY

D= ) np(P),

PeFE
7 14 ™ Ve 2. z
OTtOL TO TC)\T]@OQ TWY UN }.LT]()EVLX(OV np e 7 slvoun TEMEQUOUEVO.

To dipoiopa 5o Swupetidv oty Div(E) opileton we

dinp(P)+ > mp(P) = > (np +mp)(P).

PeFE PeFE PeFE

To oivoho supp(D) = {P € E | np # 0} ovoudleton popéag (support) tou D.
O Baduds tou D eivan 10 dipoloua
deg(D) = Z np.

PeFE

Ou droupétee undevixot Poduold ouvietoly utoopddo tne Div(E), 1 omofa ouy-
Bohiletow Div?(E).

Awoupéteg and pntéc cuvapthoes. Eotw f = g/h € K(FE). To mifdoc

TV el xaL TV TOhwY ¢ f etvar Tenepacpévo xadog ppdooeton and to TAHlog
0V pIOY TV ToAYOULY g(z,y), h(z,y). Autd onuaiver nwe to onuela drou 1)
[ €yer un undeviny) 14l elvon memepacuéva. Mnopolue enouévws va oplcouue To
dwapétn s f we to TuTnd dipotoua

div(f) = > ordp(f)(P). (1.9)

npek
Av u mapdueTpoc ouotopgopoiac vl Tuyado onueto P xon f = ul-s, g = u? - t,
tote f-g=ul . (st) xou f/g=u? - (s/t). Suvende

ordp(f - g) = ordp(f) + ordp(g)
ordp(f/g) = ordp(f) —ordp(g).
Egapuolovtag tig mapandvew oyéoelg oto dipotoua Ghwv twv onueiwy e E tou
0pLoUOU (1.9), TEOXOTTOUY Ol TUEUXATE YEHOUES OYECELS.
div(f - g) = div(f) + div(g)
div(f/g) = div(f) — div(f).
"Bvag dowpétne D € Div(E) v tov omolo undpyer f € K(FE) dote D = div(f)

(1.10)

ovoudletan kUpios.  Amnodewvieton [Sil86 I1.3.1] 6t xdie xbprog droupétne elvon
unoevixol Baduot. Ao dwupétec Dy, Dy xaholvian 1006Uvapior »wg mpog T oyéon
~, Qv 1 dlapopd Toug efvar xDElog BLALEETNS, ONhadH
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Dy ~ Dy < 3f € K(E) : Dy — Dy = div(f).

Hopatneotye 6t av Dy ~ D} xon Dy ~ Dy t6t€ Dy + Dy ~ D} + Dj. Yuvenag
10 6UVOhO Xhdoewy wooduvaptag Div(E)/ ~ yiveta ouddo av e@odlaoTel pe v
AUNDS OPLOPEVT) TEAET

[D1] ® [D2] = [D1 + Ds].

H opddo nnhixo Div(E)/ ~ xaheiton opdda Picard tne E xar oupgBoiileton Pic(E).
Q< oudda kAdoewy apetdv (divisor class group) tne E opilovye tnv ouddo

Pic’(E) = Div’(E)/ ~ .
Aqppa 1.2.11. H araixdvion

o: E— Pic’(E)
a(P) — [(P) = (0)]

efval opopopPIoOS OUdOwY.

Anddaén. 'Eoww P,Q € E, PQ =1(z,y) : A\x + py + v = 0 xou R 70 tpito onyeio
TOUNG NG PQ ue v E. H t6&n g ouvdptnone I(z,y) ebvar un undevix uovo
otuc pilec (to onueio Touric ye v E\{O}) xou touc moéloug e (to onpeio O).
Awaxplvoupe Tig €1 TEQIMTOOEL:

(i). p=0. Téte l(z,y) : Az + v =0 xau A # 0. Tt t0 onueio O éyoupe 6t
—2 2
by 3 2
Nty = (z) . (E) O ) = 2T
Y Y 3+ ar+ 3
xon ané to bpropa 1.2.7.(iii)
2\ 2
deg(\z® + va?) = deg(2® + ax + ) = 6 = [(;) l(z,y)](P) ¢ 0,00 =
= ordy(l) = —2.

Agol 7 m elvan xdetn otov dCova x, wylel 6Tt R = O xou dpo ot pileg
e [z, y) etvon axpiPide ta onueio P, Q. EZdAhou, yvopilouye 6Tt o Badude
tou div(l) eivar undév, dpa UTOYPEMTIXA

div(l):{( )+( )—2((9), P#Q



(ii). p # 0. Me napbpoto avdhuon xatakfyoupe 6Tt ordo(l) = —2 xou dpo

div(l) = (P)+(Q)+(R)—3(0), P#Q
2(P) + (R) = 3(0), P=0Q

Ye xdle meplntworn hotmdv uropolue va Ypddouue

dividz + py +v) = (P) + (Q) + (R) — 3(0)

Opoiwe yia Try eudeio OR : & — x5 = 0 naipvouye
div(x —xg) = (R) + (P + Q) — 2(0).
Agaigote xad péhn xou éyouye
divO\a + py + v) — div(z — 2g) = (P) + (Q) — (P + Q) — (0) '=
(P+Q)—(0) =(P)=(0) +(Q) = (0) —div(———) =

[(P+Q)=(0)]=[(P)- (0
[(P+Q) = (9)] = [(P) - (0)

Me Bdon o Afpua 1.2.11 arodexvieton To axohovdo Poaoctxd Jewonuo

Ocovpnpa 1.2.12. FEowo qapétns D = 3 p np(P) undevikod faduot. O D

efvar kUpio§ av kai udvo av
2.p,lnp]P = 0.

Andédaén. Oewpolpe Tov opopoppioud Tou Afupatoc 1.2.11 P+ [(P) — (0)].

Z [np|P =0 < O‘(Z [np|P) =0. < Z npo(P) = 0.

2, nel(P) = (0)]1 = 0. = [ np(P]O[ Y] np(0)] = 0. <

onhadr o D etvan x0plog.
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O Ogiopde 1.2.10 emexteiveton oe xde ahyeBpur) xopumOAn xou anoTehel o
exgppaot, Tou napétn Weil (Weil divisor) vy alyePpiéc mohhaniotnTeg. Ot ot-
atpéteg ebvon éva gpyodelo Ue ooyt o Uepixd amd To OTOUBMOTERA Vewpr|-
pota Tne Yewplag ahyeBEXOY XUUTUAGDY, UE YUQUXTNEIOTIXOTEQO (GWG TUPIDdELY U
10 Oecdpnua Riemann-Roch mou Aettoupyel wg GUVOETIXOE %pixog UETAEY TNG ahYE-
Bewric xon TN TomohoyIXhc Teocéyyione uioc xounving [Sted4 §4.3]. Edw datund-
VOUPE €va amoapaltnTo Vempnua Yo Tov oploud Ty (euyudteny Tate xon Weil, yvew-

0T6 xou WS vouog auopaistntag tov Weil.
Oewpnua 1.2.13. Eotww f,g€ K(F). Tére
fdiv(g)) = g(div(f)).

Andoeaién. [BSS05 IX.Appendix] xou [CCI0 §7]. —

1.3 To Cebypa Tate

O urnoloyioude tou Lebypatog Tate ndvw oe tenepacpéva ohUaTa, TEOTdUNXE and
toug G.Frey xoau H.G.Riick [FR94], [FMR99| . Apywxe divoude tov Yevixd opioud
tou Lebyuatoc Tate, 6nwe etoryoye o J. Tate [Tatd7], yioa ehheintinée xounilec.

Oewpolye el xounOAn E/Ky xon n € Z" oyetxd mpodto Ye TN yopo-
xtnewo Ty} Tou cwpatog Ky. Ia tuyalo copa I, étou Ky S F < K optlouye Tig
e&hc umoouddee tic E(F):

e H unoopdda twv onueiwr m-ovotpopris (m-torsion points) etvou
E(F)[m] = {P e E(F) | [m]P = 0}

dnhadn 1 utoopdda Twv otoyeiwy Tne E(F) mou 1 téd&n toug Soupel o m.
T F = K ypdooupe anhdre E[m].

o HmE(F) ={[m]P | Pe E(F)}.

e To alvoho tnhixo E(F)/mE(F) mou eivau oudda, ool n mE(F') eivon xavo-
Vit g LTooudda aSehaviic opddag.

Ocdpnua 1.3.1. FEow elearnuxni kauniAn E/F,, ¢ = p". Edv m € Z" :
ged(m, q) = 1 téte E[m] = Zpy X Ly = Loy ® ZLyy,. Edv m = p° tdte

E[¥] = {0}, unepmdrdlovoa L1
PI= Lye, ourniing :

28



Anddaén. [Sil86 3.6.4, 5.3.1]. —

Optlouye t0 60VOAO TwY N-00TGV Pldy Tne wovédag U, = {u € K | u™ = 1} xou
K = Ky(U,) v enéxtaon tou K mou mapdyetan and to U,. Opilouye enlong tnv
unoopdda (K*)* = {u" | u e K*} tne nohhamhaotaotixic opddac K.

Av ot gogeic Tou droupétn pnthc cuvdptnong f xou evoc Slugétn D = Y b p np(P)
undevinol Baduol etvar Eévor petadd Toug, opiCouye TV TOGOHTNTA

foy= ] fre. (1.12)

Pesupp(D)

Adfppa 1.3.2. Eotw D € Div®(E), f € K(E): supp(div(f)) n supp(D) = &.
Tére yia kdle g =c- f, ce K*

f(D) = g(D).

Anéoaén. lIoyber 6u supp(div(f)) = supp(div(g)) xou emouévee opiletar N nocod-
e g(D). Av D =Y pnp(P) 10T Y pepnp = ZPESupp(D) np = 0 xa dpa

gD)= 1] o= 11 (c- @)™ =czremmmre. [T f(p)e

Pesupp(D) Pesupp(D) Pesupp(D)

—& [ #eye = f(D),

Pesupp(D)

_|

Optopde 1.3.3. Eow P € E(K)[n] xu f € K(E) wote div(f) = n(P) —
n(0). 'Eotw enlone Q € E(K) xau dwpétne D € Div’(E) wote D ~ (Q) — (0)
xou supp(div(f)) n supp(D) = &. Q¢ Lebyua Tate (Tate pairing) opilouue v
ATELXOVIOT
Gom = B(K)[n] x E(K)/nE(K) — K*/(K*)"
(P, Q) = [(D).

Oa detZoupe Ty opddtnTa Tou Optoyot 1.3.3. Ta Q, f(D) evar avunpbownol
0V ouunhoxwyv Q + nE(K) e E(K)/nE(K) xa f(D) - (K*)" e K*/(K*)" avrti-
otoryo. H Omapén enthc ouvdptnone dote div(f) = n(P) — n(0) egaoparileta
arnd 1o 61 P e E(K)[n| < [n]P = 0 = [n]O. EEdhhou, évac dunpétne undevixol
Baduol D ye Tic oTNTES TOV Oplouol unopel va Bpedel ebxoha emAEyovTag onueto
S ¢{0,—Q,P,P— Q} o opilovtac D = (Q + 5) — (5): t61€ deg(D) = 0 xau
oo to Oewpnua 1.2.12

D-Q+0=0<(D)~(Q)-(9)
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Emnéov éyouvue supp(div(f)) nsupp(D) = {Q + S, S} n{P, 0} = ¢, erouévuc

ioy= ] sy =925

£0= f(D)e K*.
Pesupp(D) f(S)

Afppa 1.3.4. Ta 6Yo onowadrimote onueia P e E(K)[n|,Q € E(K) n axdva
(P, Q)y, b¢cv ekaptdrar ané tny emroyrj wv f, D.

Anéoaén. 'Eotww fi, fa xoau Dy, Dy mou mhnpotv ¢ npolnodéceic tou Opiouol
1.3.3. ©a deiZouye 6tL ot f1(D1) xan fo(Ds) elvar avuimpdownot Tou {Blou cuumhéxou
g ouddac mnAixo K*/(K*)", Snhodn 6t undpyer r € K* ¢ fi(Dy) = fo( Dy)r™.
Mo xémota otodepd c € K, fo = ¢+ fi1, apol

. . 110)
div(f1) = div(fs) = n(P) — n(0) S div(f1/f>) = 0,
Onhadth 1 fi/f2 ebvan otadeph. And to Afuua 1.3.2 éyoupe f1(D1) = fa(D1) xou
fi(Ds) = fa(Ds) xou umopolue howndy va emhéZouue f = f1 | f = fo yopic va
ennpeactel 10 anotéheopa. Av Dy ~ Dy ~ (Q) — (O) xou ov gopeic v Dy, Dy
etvan Zévol ue tov popéa tou dianpétn Tne f, TOTE Y1 xdmowa g € K (E) éyouue

Dy =Dy+div(g) = Y. np(P)= > np(P)+ > nh(P).

supp(D1) supp(Da) supp(div(g))

supp(div(g)) < supp(D1) v supp(D2) = supp(div(g)) n supp(div(f)) = &,
GUVETUOC

f(D1) = f(Dy + div(g)) = H f(P)"r =

Pesupp(D2+div(g))

- 1 swye- 1 serh-

Pesupp(D2) Pesupp(div(g))
= f(Dy) - f(div(g)) "E? f(Ds) - g(div(f)) =
B 9(P) .\,
= f(D2) - 9(n(P) =n(0)) = £(Da) - ()"
g(P)

Agol P, 0O ¢ supp(g) éyoupe 6Tt € K*. Ynuewdvoupe eniong v ovoryxono-

9(0)
™A TS YeHoNg Tou vopou apoBaotntoc Tou Weil otny anddely twv mapandve
ICOTHTWY.

_|

30



To LeLypa Tate unepdvew nenepacpévev copdtev. Eow E/F,, ¢ ="

Téte K = F,(U,) eivar menepaoyévn enéxtaon tou Ko. O uixpdrepoc axéponog k
wote F = K ovoudletoa aduds eupdrnrions (embedding degree) tng E ¢ mpog
n. Ané tn Yewplo TETEPACUEVODY CLUATLY Eyouue 6TL 0 Baduds euBdntiong k etvan
0 UXPOTEROC AXEPAUOC WOTE

nlg-—1= #F o . (1.13)
Yuverwe 1o Lelypa Tate unepdvw Tou Tenepacuévou owpdtoc F, opiletan we

(on s E(Fg)[n] x E(Fg)/nE(Fx) — FZk/(sz)na

(P,Q) 5 f(D).
Enpoavtxd nopatienon eivon towg 1 exdva (P, @), = f(D) dev eivan yia cuyxexpt-
pévn tr ok xhdom woduvapiac oty opdda Fr./(Fr,)", xdrt yevixwg avem-
Yuprto ot epapuoyés. To mpoPhnua Eemepvdtar LPOYOVTIC TNV EXOVAL GTNY
(1’“7_;1_0(_5#] SOvapn: av P, Py € E(Fx)[n] xou Q1,Q2 € E(F)/nE(F ) dote
(P1,Q1)n, (P2, Q2)n va elvar avumpbownot g (Biag xhdong, tdte yio xdmoto oTa-
Vepd c € IF;‘k (P, Q1yn = (P2, Qo) - €. Enopévec

-1

L = ((Py, Q)a)

-1 | "

(P, Q)T = ((Py, Q2dn - )5 = ((Po, Qo))

Euyvd ot BiBhoypagia, opiletar evodhaxtixd to avnyuévo Levyua Tate (reduced
Tate pairing) unepdvw tou F,

qk—l
tn(Pv Q) = <P7 Q>7LT
Ocedenua 1.3.5. Fow E/F,, axépaos n € Z dove ged(char(F,),n) = 1 ka

éotw F o = Fy(U,). Tdre to Lelypa Tate ikavonoel Tis €£1js 1610TnTeg:

(1). Apappuxétnra (Bilinearity):
yia kdbe P, P, Py € E(Fu)[n] ka1 Q,Q1,Q2 € E(F)/nE(F ) :

(Pt Poy Qo = (Pr, Q)nl Py, Q)
(P, Q1+ Qopn = (P, Qun(P, Q2)n-
(i1). Mn exgpuliopnds (Non-degeneracy):
(VP e E(Fg)[n\{0})(BQ € E(Fg)/nE(Fqp)) : (P,Qpn # 1 xat
(VQ € [E(F g )/nEF ) NnEF)}EP € E(K)[n]) : (P,Q)n # 1.
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Anddaén. (i). 'Eoww P = P+ Py xou g, f1, fo dote

(P3) —(0) = (P1) = (0) + (P») — (0) + div(g)
div(f1) = n(P1) —n(O)
div(fz) = n(P,) — n(0).
Tdhovovtag Ty medTN WGOTNTA 0T N-00TH dUVOUY X0 TEOCVETOVTAC XATA UERT
€Y OUUE

div(fy- fo-g") = n(Ps) —n(O).
‘Eotww dtougétne D ~ (Q) — (0) : supp(D) n{Py, P2, P5,0} = &. Tére

(Pr+ Py, Qpn = (P3,Qn = [f1- f2- g"1(D) = f1(D) - fo(D) - g(D)"

10 onofo ebvor 16odlvapo pe (P, @)y - (P, @n, 0ol g(D)" € (Fr)".

‘Eotww Q3 = Q1 + Q2 xau Swnpétec Dy ~ (Q1) — (0), Dy ~ (Q2) — (). Tore
Dy + Dy ~ (Q1) = (0) + (Q2) — (O) ~ (Q1 + Q2) = (0) ~ (Q3) — (O) xou agod
supp(Dy + Ds) = supp(Dy) v supp(Ds), éyoupe ott av yia tuyoia f opiletan 7
wh f(D1 + Ds), téte opilovton xou ot f(Dy), f(Ds) emopévec

(P, Q1+ Qo)n = (P, Qs)n = (D1 + D2) = f(D1) - f(D2)
0 omnofo eivor 10oduVauo e (P, Q1) - (P, Q2 -

(ii). [FR94 Proposition 2.1] xot [Hess04 Theorem 3].
_|

To tpononowmuévo Lebypa Tate. H widtnta tou pn exguiiopol tou (edy-
watog Tate eZaogoriler Ty Unopln evog onueiov Q € (E(K)/nE(K))\{nE(K)}
0ote (P, Q)n, # 1 (xou avtiotoya yia 0 deltepo bptopa). Autd eivar apxetd and

podnUoTiXC OXOTES, OTNY TEALT, OUWS EVOLUPECOUAOTE XAt Yol TNV £0pECT EVOS
tétoou onpeiou. [ 10 Adyo autd, cuyvd AopPdvetar pLor TUQUANXYUEVT EXDOYTH
TOU XAUGIX0U 0pLoH0U, Ywelc QUOIXA Vo ydveTal 1) WLOTNHTA TNG OtypauuxdtnTog. H
uédodog mou Yo napoucidooupe ogeiletar otov Verheul [Ver0l] xou ypnowpornorel
TOQAHORPWTIXES ATENOVIOEL.

Oplopog 1.3.6. 'Eotww edMewntixd) xounohn E/Fy, ¢ = p", ne Z : ged(p,n) = 1
xou P e E(F,)[n]. Mia mapapoppwriksy anaixévion (distortion map) w¢ npog P
elvan €vag evdouoppioude ¢ € End(E) mou anewédwiler to P oe éva onuelo ¢(P)
YeouX®s aveldotnTto Tou P.

o évay evdopoppiond ¢ toybouy ta e€Hc:
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e Agotl 1 ¢ elvon opopoppioude toyler 6t ¢(0) = O, enopévwe N ¢ dev uropel
VoL EEVOL TUPOOPQWTIXY ATELXOVIOT) ¢ o O.

e ¢(E[n]|) < E|n], on\adry ¢ € End(E[n]). Xuvendc ¢(P) € E[n].

o And 1o Oetpnuo 1.3.1, n E[n] mopdyetoar and 800 ypouuixde aveldotnta
onuela e xon pia Bdorn e etvon 1 {P, ¢(P)}. 'Etoi, edv E[n] ¢ E(F,),
t61€ 1 etxéva ¢(P) dev avixel oty E(F,). Emnéov, n opdda E(F,)[n] eivo
w2 Evag YEVVHTORAS TN efvar To P.

Y210 en6UEVO AP TaadETOUUE EVaY LGOBUVOHO YAQAXTNRIOHO TV UTERWDLALOUCKY
AAUTUAGDY.

Aqppa 1.3.7. Mia eAantikn kauridn efvar vrepioidlovoa av kair pdvo av o
daxtiAiog Twy evdopoppioudy End(E) elvar un peradetikds.

Anddaén. [Sil86 V.3.1& I11.9.4]. =

IIpétaoyn 1.3.8. Eotw owning eAdantxn) kaunidn E/F, ¢ = p", n € Z :
ged(p,n) = 1 ka1t P € E(F,)[n]. Edv E[n] € E(F,), téte dev vndpyer napapop-
pwTIKI) areikévion ws mpos P.

Anddetn. 'Eotw 6t undpyet mopapopontixf anexdévion we tpoc P, ¢ xaw ¢(P) =
Q ¢ EF,), agol E[n] € E(F,). Oewpolye tov evdopoppioud Frobenius otny
q-00TH dOvon
Fy (2, y) — (2% y7),

o onofog otadeponotel T anpeia tov Fy. Ilpdypate, (27,y?) = (z,y) © 2?7 —x = 0,
y? —y = 0 xou to moAvodvwua 24 —x = 0, y? —y = 0 €youv T0 TOA) ¢ pilec eved
x&e orotyelo I, ebvan pila Toug amd To Yewprua touv Euler. Yuurepaivouye 61t ol
otadepd onueia Tng Fy eivan axpiBac 1o Lebyn (7, y) € Fr. Enopévac

Fy(¢(P)) = Fy(Q) # @ = ¢(P) = ¢(Fy(P)) = Fyo ¢ # o F

xou dpa 0 End(E) etvon un yetadetixde, mou eivan dromo and to Afupa 1.3.7.
_|

Yougova ye v Lpdtacn 1.3.8, yio pio ueydhn xAdor cuvilwy xauTuAOY BV
uTdpyEl TapaopPwTnY anewovion. Avtideta, o E.Verheul €deile 6Tt yia 6heg Tig
UTERLOLALOVGES HAUTUAES UTTOPOLY TaVTA Vo Boedoly TUpauop@wTIXES AMEXOVIOELS
w¢ mpog Tor onueia Tne ouddac Eln|, 6mou n mpdtog xou n # p [Ver04 Theorem 5.
Auté ebvon éva amd Tar TAEOVEXTAYOTA TNE YPTOTS UTERLOLI OUCMY XAUTUAWY GTNV
npuntoypagla (euypdtwy, alid byl To oToUdOTEPO, 6TwS Vo avel 6TV EVOTNHTA
1.5.
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Ye plo xoaumOdn E/F,, v tny onolo undpyer Tapoop@mTixy anexévion ¢ og
Tpoc Ohat o onuelo e extde tou O, o Tpomomonuévo Leyua Tate, (modified
Tate pairing) opileton wg

(P.Q)y = (P, o(Q)n-

Oevenua 1.3.9. Eoww E/F,, n npdros doten f ¢ —1 ka1 P € E(F,)[n]\{O}.
Av opiletar tpomomomnuévo Levyua Tate otny kauriAn E, téte

(P,P)? # 1.

Anéoaén. Apob n | q—1 o Padudg euPdntiong k tng E etvon peyoaidtepog tou 1
onéte Fy & (Fyr). Enedn 1o Fie ebvor 1o wixpdtepo ooua nou mepiéyet ta Fy, Un,
éyouue 6Tt Fy < (Fr)". Emnhéov, n E xa to onueio P opilovtor unepdve tou Iy,
eMOUEVLS amd Tov optopo 1.3.3 €youue 6T

(P,P), €F, = (P,P), = 1.

Eivar ebxoho va detZouye nwg xdve ovunhoxo E(Fr)/nE(F ) tepiéyet éva onueio
R € E[n] [Sco02|. Eotw howndv tuyaio @ € F i xou R € E[n] nou avixel oo Bo
clumhoxo e 1o Q. Trdpyel enouévag R € Fpi dote Q = R+ nR'. T'vopillouue
101 6T o€ x4l tepinTwon 1o oivoro { P, ¢(P)} elvan pio Bdon tou Eln]. Xuvende
undpyouv A, € {0,1,...,n— 1} dote R = [A]P + [u]¢(P) dpa

(PR = (P, Ry = (P, R') = (P, [A]P + [p]$(P))n =
= (P Pya) - ((P.o(P)ya)" = (P, ¢(P))n)",

6mou 1 teitn wdHTNTO TPOXUTTEL Moy Srypauuxétntac. H (1.14) cuvendyetou ot

(1.14)

av (P, P, ={P,¢(P)), = 1 t6te 10 Lebypa Tate elvon expuliotind, droTo.
_|

Evalhaxtixd TV TOpalop@e TNy ATEXOVICEWY, UTORPOUUE VO YPTOUOTOLRCOUUE

v aneikdvion tyvouvg (trace map):

Tr: E(Fux) — E(F,)

k-1

Tr((z,y) = > (27,y").

i=0

To ddporopa cupforiCer mpdlelc otnv E(Fqk) xou dpo 1 amewxovion yvoug ei-
var ouopop@londs.  Me mapduota avdhucn mpoxOnTEL OTL av n TpwTog X () €
E(F ) [n\E(Fq)[n] dote Tr(Q) # O, tote (I'r(Q),Q)n # 1. H pédodog auth
umopel vo egopuootel xou o ouvidelc eletnuxée xauniies (Bh. [BSS05 IX.7.4]).
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Y rohoyiwopds tou Ledypatog Tate. O V.Miller [Mil86] topovsiace évav ah-

YopLipo yia Tov anodotixd urohoylopd tou Lebyuatoc Weil (BA. §1.4), ue ) yerion
ENTWY CUYVIPTACEWY f TV omoiwy ol dlanpéteg efvon Tne Lopghc

div(f) = i(P) — ([i]P) — (i — 1)(0), ieN.

H armif double-and-add teyvixr mou eqapuéler unopet va yenoylonomdet yia tov
umohoytopo Tou avrypévou (etyupatog Tate. H opdotnta tou ahyoplduou otnpetle-
TOL GTO EMOUEVO AU

Afppa 1.3.10. Eoww P € EJF, ka1 oikoyévaa ovvaptijocwr F = (f;)ier dote
div(f;) = i(P) — ([i]P) — (it — 1)(O). Ot (fi)ier txavonowty ug €€nig 0idtnreg:
(1). H fi eivar otaepr].

(i1). Av 1 = [i|P[j]P xa1 v €ivar o1 evleieg mov ypnoiponowdyvtar ovo ddpoiopa
[{]P + [F]1P = [i + j] P, tdre

Jivig = fi [ (Z/U)-

Anéoaén. H (i) ebvor mpogavric vy @ = 1. T wny (ii) éyouye 6nwe xon oty
amodelln tou Afupatog 1.2.11 6nt

div(l/v) = div(l) — div(v) =
= (([11P) + (I71P) + (Ryy) = (30)) — ((RByj) + ([i + j1P) = (20)) =
= ([i1P) + (U1P) = ([ + 51P) = (0),

orou R;; to tplto onpeto tourc g eulelag [ Yuvenng

div(fi- f; - (/v)) = ((P) = ([i]P) = (0 = 1)(0)) + (G(P) = (F]1P) = G = D(O)+
+(([11P) + ([71P) — ([i + 71P) = (0)) =
= (0 +7)(P) = (li +j1P) = (i + § = 1)(0) = div(fisy)-
_|

O aiyopripog Miller eqapuéler 1o Adupa 1.3.10 exaveviag and to onueio P xo
™ owdptnon fi = 1 Gote va unohoylotoly tehxd T [n]|P, f,(D) = (P, Q).
Enéyouue S, D = (Q+S5)—(S5) ~ (Q) — (O) xon expetodievdyaote Ty 181N
1.3.9.(ii), wote vo umoloyilouvye tc evdiduesee Twée fi+;(D). H emdoyh tou
S pmopel va ylver tuyaia, undpyouv duwe xou VIETEPUIVICTIXEC pEYodOL ETLAOYTS
[BSS05 §IX.8]. Emtornpaivetar 6t edv P € En], tote div(f,) = n(P) — n(0).

35



O aiyéprdpog Miller yia to Lebyua Tate
Eioodog: P,Q € E(K), P t4&ne n.

Btodog: tu(P,Q) = (P,Qdn" .
Awddele xatddhnho S € E(K).
Q «—Q+5S.
T «—— P.
m «—— |log(n) — 1|, f «— 1.
'‘Ocom = 0:
Trohoyloe 1 evdeies [, v tou adpolopatoc T+ T = [2]T.
T — [2]T.
o 1@)(s)
=@y

Ed&v 10 m-ooté bit tou n elvar 0 ToTE:

Rl B A

10. Troldyioe tig eudeieg [, v Tou adpoiouatog T' + P.
11. T«——T+ P.
!
12. fe—f- —Z(Q,)“(S).
v(Q)I(S)
13. m<«—m — 1.
14. Enicvpede f.

H xapdid tou alyopiduou Peioxeton otov xlplo Bedyyo tou (yeauués 5-13), o
omofog xoheiton Bpdyyos Miller (Miller loop). Ta Bt utoloyiopol extehodvio
UE TPOTO Topbuoto Tou ahyopiduou Eravadapfavipervov Tetpaywviopot (Repeated
Squaring) yw Udwon duvduewy modulo m. O aprude exteldéowy tou Bedyyou
etvan log(n) xon tne npboveons otic ypauuée 10-12 6c0¢ xon o Thidog Twv wovidwy
ot dvadif avanopdotaoy, (Bdpos Hamming) tou n. Xuvende, o alyoprduog
Miller efvouw moAuwyuuIx0) yebdvou.

1.4 To Cebypa Weil

To Lebyua Weil npoxintel and tov evahhaxtixd oplopd Tou apyixol oploUuol Tou
ewofyaye o A.Weil [Sil86 §II1.8], hoyw tng SuvatdTnTag UTOROYIOHOD TOU TEOGPEREL
o mpwtoc. Mio anddeiln tne ouoyétione wwy 800 optoumy divetar oto [CCI0 §10].

Optowdc 1.4.1. 'Eoww E/Kj, n € Z oyetxd TpdTOC UE TNV YAURUXTNRIOTIXT TOU
Koy xou P,Q € E[n]. 'Eotw enione dwupétec D ~ (P) — (0), D' ~ (Q) — (O) pe
Eévoug gopelc xau pntéc ouvapthoes f, g wote div(f) = nD xa div(g) = nD'. To
levypa Weil (Weil pairing) opiletat ¢
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en :E|n] x E[n] — U,

en(P? Q) =

H Orapln xatdhhnhwy cuvapthoeny f, g eCacparileto and to Ocdprnua 1.2.12 xau
NV TopaThenoT OTL

P,Q € Eln] = [n]P — [n]0 = [n]Q — [n]O = O.

Oa detoupe Twpa 6Tt 0 Oplouds 1.4.1 elvan xohog.

Ocedpnua 1.4.2. To lebyua Weil éyer ws medio nipdv to U,, ka1 n uurj e, (P, Q)
etvar avekdptnTn s emroynis wv D, D', f, g.

Anéoaén. And 1o vouo apoBardtntog Tou Weil €youue

n (FDON"  f(nD')  f(div(g))  g(div(f)) g(nD)
(en(P Q)" = (g(D)> “gmD)  gmD) _ gwmD) gwmD)

Emméoy, av D" ~ (Q) — O, elvou Swnpétne wote supp(D”) n supp(D) = &, tote

undpyet et ouvapthon r wote D" = D' + div(r) 'Eow tdpa pnth cuvapthon b
1.3.2

ue div(h) = nD". Téte div(h) = div(nD' + ndiv(r)) = div(g - ") = h(D) =
[g - r"](D) %ot dpa

fD") _ fD) - fldiv(r)) _ fD') - fdiv(r)) _ f(D) -r(div(f)) _ f(D')

D) — lg-i(D)  g(D)-(D) g(D) -r(nD) g9(D)

Evtehdc avdhoya anodewvieTon xon 1 ave€aptnota emhoyric wg mpog D, f.
_|

Ocedpnua 1.4.3. Fow E/K,, n € Z oxetkd npdtos e Ty XapakTtnpioTik)
tov Ky. To Levyua Weil ikavoroiel Tig €£1¢ 1016t TeG:

(1). Aypauuxétnta: ya kdde P, P',Q, Q" € E[n],
en(P + P, Q) = en(P,Q) - en(F', Q),
en(P,Q + Q') = en(P,Q) - en(P, Q).
(11). Mn expulionds: edv P # O, tére vndpyer Q € E[n] dove e, (P, Q) = 1.
(111). EvaAAdooovoa (Alternating): e, (P, Q) = e,(Q, P)~1.
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Anédaén. (i). 'Eow D ~ (P)—(0), D" ~ (P")—(0) xou D" ~ (Q)—(0O) droupéreg
oote supp(D) n supp(D”) = & xou supp(D') n supp(D”") = . Téte and to
AMuua 1.2.11 = D+ D' ~ (P) + (P') — (O) % supp(D + D') n supp(D") = &.
‘Eotw eniong pntf ouvdptnon h wote div(h) = nD+nD’. Av f, f' oL suvoptioeic
Tou emhéyovtor Yo 1o e, (P, Q) xu e,(P’,Q), t6te div(h) = div(f - f) = S
WD) = [f - 1(D) % dga

N 10 W VAV -G W o et
D= D) T g0) (D) gD (D)
= en(P,Q) - en(P, Q).

Avédloya amodetviETaL Xat 1) YROUIXOTNTA ¢ Teog To ().

(ii). 'Bow P € E[n]: (YQ € E[n]) : e,(P,Q) =1 xu S ¢ {0, P,—Q, P — Q}.
Téte D = (P =5) = (=5) ~ (P) = (0) xe D" = (Q + 5) = (5) ~ (Q) = (9),
ETOUEVLS Yol XATAAATAES [ g

fQ+5S5)—(5)  fQ+29))

(¢ R ) B (5 R
Aot e, (P, Q) = 1 éyoupe 6Tt
F((Q+5)) =g(D) - £((5)). (1.15)

Ano v avelaptnota emthoyhic Tou onueiou S yia Ty Tun e, (P, Q), uropolue va
emhéZovue Q + S avti yia S. Exxwvévtag and ty (1.15) %o ye enoywyr oto n

TEOXUTTEL OTL
f([MQ +5)) =g"(D)- f((5)) "= g¢"(D)=1. (1.16)

And tic (1.15) %o (1.16) oupnepaivouue 6Tt (VQ € Eln]) : f*((Q+S5)) = f((9)).
H f" nopoyéver otadepy| yia petatonioec xatd @ € Eln|, enoyévwe and yvootd
Vewpnuo [Sil86 111.4.10], i xdmowe h € K(E) : f* = ho[n], émou [n] eivor o
rolhamhaotooués P — [n] P, nou eivat cLVaETNOT ETtL WS U1 OTAVERHS HOPPLOUOS
[Sil86 11.2.3 & 111.4.2.(a)]. Ilpog amaywy? oe dtomo, vnodétouye nwe 1 h Eyel
oila R o éotww R - [n]R = R. Téte Moyw e (1.16), 1 h o [n] undeviletou oe
6ho 1o olvoro {[n](R' + Q) | Q € E[n]}. Opwe and my Ilpdtaon 1.2.3 €youpe
div(h o [n]) = div(f™) = n- div(f) = n*(P) —n*(0), dpa 1 h o [n] éyer we udvn
oiCa 1o onueio P. Enouévwe 1 h etvan otadepy| xon dpa

div(ho[n]) =0=n*(P) —n*(0)=0= P = 0.
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(iii). H Srypapuixdtnta yoag Siver

en(P + QaP + Q) = en(P7 P) : en(Pa Q) : 6n(Q7P) ’ en(QaQ)v
apxel hotndv va Sef€ouye 6t yio tuyaio onueio R € En] woylet ot e, (R, R) = 1.
Eoww D, D ~ (R) — (0) dote supp(D) n supp(D') = & xa pntéc ouvapTtioels
[, f' e div(f) = nD xou div(f') = nD’. Téte undpyet pnth GUVOETHON I GOTE
D' = D + div(r). "Eyouue 6Tt

div(f") =nD + n-div(r) = div(f -r") S f'(D)=[f-r"|(D).
LUVETOS
er(R. R) = oy o rwy o (o) f(D) 1.213
o fpy o)D) f1(D)-r(nD)  f(D)-r(div(f))
/(D) /(D) f(D) - f'(D

_ _ _ D) S(D) _
- (D) f(div(r)) — f(D)- f(D'=D)  f(D)- f(D) -

‘Eva mohd onuavtind {ATrua Tou eVOLUPEREL GTIC XPUTTOYRAPIXES EQUPUOYES, Elvall
10 péyedog tou mediou opiouol tou Lelypatog Weil, dnhadh noéco ueydhn eivon 7
eNdylotn enéxtoon tou Fy dote va neptéyet 1o E[n]. H andvtnon divetar and toug
R.Balasubramanian xou N.Koblitz [BK98] oto enduevo dedpnuo.

Oedpnua 1.4.4. Eoww E/F, ka n mpdrog dote n | #EF,) kaan f q¢— 1.
Tére E[n] < E(Fp) avwvn | ¢F — 1.

Anddaén. [BK98 Theorem 1] xou Oedpnua 1.3.1. —

Or mpobroéceg Tou Oeswpruotog 1.4.4 aroteholy TOA) GUY VA xEtTHplo ETLAOYHC
TOPAUUETPWY %aTd To Setup €voc oyAUaTog 0TV xeunToypapla (EVYHATWY, TS
Yo B00UE GTO XEPIANO 2.

To tpononoumnpévo Levypo Weil. 'Eotw elhentind| xounviy E/Fy, ¢ = p"

xu n # p ntpwtoc. ‘Eotw enlong 6t yia umdpyel Rapauop@wTixny| anEovior ¢ wg
mpoc xde P e E(F,)[n|\{O}. Téte 1o tpomoronomnuérvo Lebyua Weil (modified
Weil pairing) opileton wg

e2(P,Q) = e, (P, 9(Q)).

‘Onwg xaw oty mepintwor tou Lebypatog Tate, xatadfyouue oTo axdrovdo Vempnuo:

Ocedenua 1.4.5. Eow E/F,, n mpdrog kar P € E(F,)[n]. Av opilerar vo
tpomonoiuévo Levypa Weil otny kauriAn E, téte

e?(P,P) # 1.
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Anddeatn. Kodde to obvoro {P,¢(P)} eivon Bdorn tne ouddac E[n], €xoupe ot
v toyaio R € E[n] undpyouv A\, p € {0,...,n — 1} dote R = [A]P + [u]¢(P).
Emopgveg

1.4.3.(iid)

en(P, R) = en(P, [\ P + [1]6(P)) = en(P, P)* - en(P, 6(P))" cn (P, P)".

Ané 7o audaipeto tne emhoyrhc Tou onuelou R, mpoxinter 6t av el (P, P)* = 1,
TOTE 1) €, Ebval EXQUALGTIXY, dTOTO.
_|

Ebvar mpogavéc ue tnyv €wg Todpa avalucT OTL 1) anexovior by voug uropet va yenot-
ponotndel xar yio to Lelypo Weil.

Yrohoyiwopds Tou Ledypatog Weil.  To 1986, o V.Miller [Mil86| napoucioce

evay ahyopriuo o orolog e elcodo wa aryeBpue xoundin C yévoug g, onueio

P e C xou dwnpétn D undevixot Baduol, emotpépel wg €€odo pnth ouvdptnon f
wote div(f) = D + g(P) — D', émou D' Sunpétng Poduot g xaw D' = g(P) avy
o D eivon x0poc. H mpadytn egoppoyt) tou alyopliduou Htoy 0 UTOAOYIOHOS TOU
Cebypotoc Weil yia ehhetntinée xaunUiec 6mou g = 1.

Tw P,Q € E[n], Q # P!, endéyovim S,T € E wote o PP+ 5,Q,Q+ T
va efvan StopopeTind petall toug. ©étoupe dupéteg Dp = (P + 5) — (5) xou
Do =(Q+T)—(T). Ecwoay f,p, fng Gote div(f,p) =n(P+S)—n(S) xu
div(fng) =n(Q +T) —n(T). To Lebyua Weil urnohoyileton wg

_ fop(Dq) _ fap(Q@+T)— (1) _ for(@+T)fna(S)
fn@(Dp)  fao((P+9)=(9)  fa(P+8)fur(T)

o tov unohoytoud tou f, p(Dg) Snuloupyeiton adpolotixr ahucido, eZapTOUEYY

en(P, Q)

and TN BLAdIXT AVATARACTAGT] TOU N, and CUVIPTAGELS (fi p)ief] WOTE

(Vi <t): div(fip) =i(P+S) —i(S) — ([{]P) + (0),

ot omofeg Thnpolv Ty BTt (ii) Tou Adupartoc 1.3.10. Aot P € E[n], npoxinter
ot div(fn,p) = n(P) —n(0) = nDp. Tt ouvdptnon exxiviorne fi toydet ot
v @+T) UT)

hurDe) =G ury

omou [, v ot evdeieg mou yenowootvtou oto ddgotopa P+ S. Ot evdtdueces Tiuég
fi.p(Dg) vrohoyilovtaw énwe goivetar and tov axéhoudo akyodprduo:

Lywa P = Q tetpyuuéva woyter en (P, Q) = 1
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O aiydéprdpog Miller yia to Lebypa Weil

Eivodos: P,Q,€ E[n], S,T € E.

Eéodos: fnp(n(Q+T)—n(T)), 6nou div(fnp) =n(P +S)—n(S).
1. Tnoéroyioe g evdeteg [, v Tou adpoloyatog P+ S.

v(@+T) KT)
2. R P, f— Q+T) 'U(T)’fl‘_f'
3. m «—— |log(n) —1].

4. 'Oco m = 0:

Tréhoyoe Tig eudeleg [, v Tou adpoiopatoc R + R = [2]R.
R — [2]R.

5)
6
© pep M@ )
8
9

v(@+T) UT)
Edv 10 m-octd bit tou n clvar 0 ToTE:
Trohéyroe tic evleteg [, v tou adpolopatoc R+ P.

10. R«— R+ P.

Q+T) o)
1L P 1 Sasn wry

12 me—m-—1.
13. Enlotpede f.

Avéhoya unoroyiloupe xar v tury f,, o(Dp).

1.5 Xpovixr, [ToAunthoxdtnta xaw BeAtiddoeig

Hapatneomviag toug aryopiduouc Tou TapoucdcTnxay 6T evotTnTeg 1.4 xou 1.5,
yivetar eugavéc 6t To Lebypa Tate umeptepel tou (elypatog Weil and dmodn
Ty UTnTog utoloytopol. Tho ocuyexpwéva, o ahyopruoc Miller extedeitar 600
popég Yoo to Celyuwo Weil, xaddog anoutelton 1 ebpeorn dU0 xatdhhnhwy ontov
ouvapTACEWY.  AuTé amodexviETHL Xou UoUNUOTIXG, Aol GUYVA 1 BLypouuLxy
anewovion Weil urohoyiletar and tn oyéon

_(PQ
<Q7 P>” 7

6mou 1 (; )n Yt Ledyog (Q, P) € E(F1)[n] x E(F,)[n] opileton mapbuow ye tov

en(P, Q)

Optoud 1.3.3. JUVETKS, 0 AVOPEVOUEVOS YPOVOS EXTENEDTS elvon mepimou OLmhd-
olog and ot yio o Cedypa Tate, yio dedopévn xaumidn E xon axépoo n. O
S.Galbraith, K.Harrison xou D.Soldera |[GHS02] emonuaivouy nwe 1 Stapopd etvou
OXOUT) HEYUAUTERY AOYW TOU TEQLOCOTEQOU YPOVOU TOU YPEWILETOL YIol TOV UTOAOYL-
oué6 e tuhe (Q, Py, and v (P, @), (o E.Brown, E.Errthum xot D.Fu [BEFO03]
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evtoniCouv mepauaTiny SLopopd & 70%). To peovéxtnua tou (ebyuatog Weil dev
umopel va avtiotoduoTel 00te and Ty emniéov Ohwor o dhvaun Tou yeeldleTal
yior oy TEM%O unoloyloud tou (ebyuatog Tate.

Mia dueorn Bektiowon tng xhacixric yedddou utoloyiouol yia to (ebypa Tate etvou
n avuxatdotaon e f otov akybéprduo Miller and fi, fo Gote f = fi/fa. ¢
AmOTENEOUA, ATOPEYYOVTUL OL YPOVOPBOREC EVOLIUECES DIPETELS. LTS YPuUpES 8, 12
ou fi1, fa vnoloyllovtar ywpetotd xou 1 f mpoxUntel and uio tednt| dadpeon. O
P.Barretto x.4. [BKLS02|, [BLS03a] anédet&av ot yio ypapuxoe aveldotnta P, Q
Loy Vel

-1 gk -1
P.Qn" = fQ) = .
Enopévoc, ot tocétnteg I(S), v(S) unopolv va mopakerptoldy xon ot ypouuée 8,12

VOl ATAOUGTEUTOUY TEQIOCOTEROD OTIC
8. fi = fIl(Q) xu fo = f0(Q).
12, fy = Q) xu fo = [30(Q).

o meplocbTEPEC ANERTOUERELES OYETIXG UE TOL TOPATAVe Taponéunoupe oto [BSS05
§IX.14].
Kopndheg xatdhiAnies yia Lebypota (Pairing-friendly Curves). O unolo-

Yiou6g evog (ebypatog elvar TiC TEPLOGOTERES POPES 1) Two ERiTOVY) dtadixacia GTig
eQappoYES TN xpuntoypapluc (evyudtwy. H emhoy plog xoumiing pe topauétooug
TOL TNV ETLTAY UVOUY Efval avo@oBTNTo To AmaEaiTnTO TEWTO BHUN OTNY XATACKEUT
ATOBOTIXOV OYNUATWY. AVUPECOUUE EV GUVTOUIN XATOLL YEVIXA XPLTHELOL Vit XG0
TOEAUETEO!

o O wxépuog n mpénetl va elvon apxeTd YEYIAOC OOTE TO TMPEPANuUa Srakpitol
Aoyapiduov oe eMerntikny kaumiAn (ECDLP) otic unoouddeg T4ENe n TG
E/F, 6Tou optleton to Lebyya, vo mapauével dUoxolo Yo emléoels uevdoou
Pollard-rho (BAéne [Sti06 6.2.2]). Emniéov mpotiudvton axépotot n younho
Bdpoug Hamming cote va neploptotoly ol tpoc¥EoElc 0T0 ECMWTEPIXO TOU

Bpoyyou Miller.

e Ot emdéoeic MOV/FR [MOV93], [FR94] avdyouv 1o ECDLP ce opdda tou
nedlou optopol tou Lebypatoc ato mpdfAnua diakpitol Aoyapidpov (DLP) oe
UTOOUAdA TOL TEdloL TWKY Tou. Enouévwe, o Baduog euBdntiong k xou To
mAfdog otoyelwy g mpénel va ebvon apxetd peydha wote o DLP oty Fpx
var opapével Shoxoho yia emdéoec uedodou Index Calculus (Bréne [Sti06
6.2.4]). Evtoltow, pixpéc tiwés tou k efvar avayxaies xadoe Oheg ot mpdlerg
exteholvTon 670 F ok, ToU efvan xan To WxpdTERo oWUA TOU TEPLEYEL TIC N-00TES
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eilec tne povddag. Evoewtinés tpés vy aopdieia 128-bit etvan n ~ 2256 5o
" ~ 23072

O mpddTeg xAUTUAES TOU YENOWOTOUNXAY 0TV XpUTTOYpapio (EUYUATKY HTay oL
ureptdidilovoeg eMenTixég xopmiies e€artiog Tou wixpol Baduol eufdnTiong Touc.

Oewpenua 1.5.1. O1 duvatés tués tov Babuol eupdrrions piag vrepioidlovoag
eAamnikng kauniAns efvar 1,2, 3,4, 6.

Anddaén. [MOVI3 4.Table 1]. —|

Apyind To TpWTOXOA %o GYAPATA TOU TOROUGLACTAXAY OTNelyUnxay GE auThY
TNV XAT YOl XAUTUAGDY, @0l yior TUyaio ETIAEYPEVY) EAAEITTIXNT XOUTOAY) XAt TR-
T0 P T0 eVBEYOUEVO 0 Batude eufdntione va efvan wixpdc eivor Told ondvio [BK9S
Theorem 2]. H avdyxn opwc yio Yeyohbtepn ao@deta xou TayUTtepn UAOTOiNo,
00hYNoE TOUG EPELVNTES var avalnTACOLY WWES cuvilels eEAAEmTnéC XaumOAES
OANG xa ahyEBpéc xaumUAeg peyahitepou yévous. Ot A Miyaji, M.Nakabayashi
xon S.Takano [MNTO1] x.&. ue tn yphon wwv CM-yeddédwy (BA. [BSS99 §VIII])
YL TV XATACKEUT] XUUTUAGDY DEDOUEVWY YEVOUC g xat (yvoug ¢, TpdTeEvaY TpdTOUg
eMAOYRC oUVATWY EAEITTIXGY XAUTUAGY TpWTNG TdEng ue b = 3,4, 6 xau g mpwTo.
To anoteréopatd toug otnelydnxay 6to axdrouto Vewprnua, OTOU BLITUTMVOVTAL
o Yvwotd MNT-kpitipa.

Oedpnua 1.5.2. Fow owning elanuxr) kaurnidn E/F, dove #E(F,) =
g+ 1—1 va elvar tpadtog. Téte o mapakdtew mivakag mepiéyel GAeg TIS OUVATES

tepintaoes yia ta Levyn tpdy (q,t) érav k € {3,4,6}, [ € Z.

k q t

3] 1212-1 —1+6[

41 P+1+1|-1hl+1

6 412 41 1421
ITivaxocg 1.2.

Arnédeién. [MNTO1 Theorems 2,3,4]. —

Ov MNT-pédodol yeriyopa yevixéutnxay yia TWES Tou k ddpopes twv 3,4,6
Statnewvtag to ¢ mpoto [DEMO02], [BLS03b|. Ou pédodor mou mpoavopépinoy
dEyovian ws elcodo pla emduunty) T v To b xon €va xdtw @edyuo 1oyt TV
UnapEn uToouddAC TAZNG TEMTOU T XAl EROTEEYOLY TEWTo ¢ ot xaunOin E/F,
ToL TANEOLY T TEoUTOVESEL;. Ot xaumiAeg TOU XUTACAEVALOVTUL UTOXEVTAUL GTOV
TEPLOPLOUO

p=1log(q)/log(r) <2< r < /g,
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ONUIOUPYOVTAC ETOL Vo OYETIXG YoUNAG dve @pdyUa YLt TNV TEEN TS UTOoUddaC.
‘Orwe Aoy hoyod, 1 eEAATTWwoT Tou AOYOoU p anoTéAECE XEVTELXO TEDIO EPEUVIS GTNY
xpurmtoypapia Tor cxcdhouda yedvia. Idoavixd Yo Y€hayue eniong 1 td&n tng xounding
va ebvon TewTog aprdude, dnhady| 1 {nroluevr utooudda va etvar 1) (Bt 1) xauTOAY).
Ynoudoio amotedéopata 66UNxay and toug P.Barreto xow M.Noehrig [BNO5], ot
ornofol TpoTEWVAY EVay AmAG AAYORWIUO YId XATACKEUT] EAAEITTIXWY XUUTUADY TRO-
e TdENg xan k = 12. Ot BN-kaumiAes, 6Twe ovoudotnxay, anotehody €wg ofUepa
oo TIC XAAOTEPES EMAOYES OTIC EQPAPUOYES TOCO AOYW TS TAYUTNTUC UTOAOYIOUOU
Toug, 600 xau twv standard acgakeiag mou emtuyydvouy (BA. §2.6). Emmiéov,
oto [BNO5| avahbeton uédodoc nov odnyel oe twée p ~ r/(r — 1), v k = 2r xou
r tewTo. Idwaitepo evdiagépoy Tagouctdler xan 1 epyacio Twv D.Freeman, M.Scott
xou E.Teske [FSTO06] , 6mou neprypdpovton xon adlohoyolvta ot xuptdtepes uédodol
TOL VAT TOUNXAY €EWE TOTE VLol XATACKEVT| EAAEITTIXDY XAUTVAGDY XATIAANALY VLot
Celbypota, xon tpoteivovial xoumOAeg Ue emtdupntd yopuxtnelotxd yia k < 50.

Mia emoTruovix, Stopdyr, 1 omolo agrvel avotyté apxeTd epmThuaTa, ebvon xatd
TOGOV 1) YPNOT| XUUTLAWY UEYUAVTEQOU YEVOUG, XAl IOLUTEQWS TWY UTELEANELTTIXWY
AOUTUA®Y, UTopel Vo Eyel EpgovT TACoVEXTRUATY OTIC EQapuoYes. Mia umepeAder-
mtikn) kaumiAn C' yévoug g etvan uior ahyePouxr xoumiAn ye eiowon

C:y? + h(z)y = (),

omou h(z), f(xz) € Fylz] ouvfdwe emhéyoviar dote deg(f(x)) = 29 + 1 xou
deg(h(z)) < g. loapatnpolye 6t yi g = 1 €yovye Vv eldn| mepintwon g
eMemtinrc xoumiing. O mpoovéoeig ueTall onueinwy xon UeTald SlonpeTmy ULag
UTEQEAAEITTIXTG XOUTUANG UT0poUY VO 0pIOTOUY XAAMS, EMOPEVGS Efval BUVITY 1)
avanTulr unepehhetntixic xpuntoypaplag (edyuoatog. ‘Eva and ta omoududtepa
TAEOVEXTUOTA Efvon To peYorUTERO €lpog TV Tou Poduol euBdntiong kb plag
uneptdtdlovoog uneperetntixic xauniAne (BA. [Gal0l Definition 2] yia tov oploud
¢ uneptdtdloucag ahyeBpxhc xounving). O S.Galbraith [Gal01] tpootibpioe éva
dve gpdypa k(g) yio to k eoptiduevo pévo and yévog tne xopmvine. Evdewtixée

TIEC OfvovToL GTOV ENOUEVO Ttivaxa.

g [1[2]3]4]5 ] 6
k(g) [6]12]30] 60 120] 210

TTivoxoc 1.3.

E&dhhou, yio Ty oudda xhdoewy dtoupetedv tng C' oy del ot #Pic]%q (C) ~ ¢9, dpu
Yo vor €youpe oudda ueyéVoug m bits apxel va ypnowonotoouye ooy m/g bits.
Evtoltolg otny npdln, ol UTEREAAEITTIXES XOUTUAES, AV XL £Y0OUY EVOLUPEPOVUCES
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WOIOTNTEG, OEV LemePVOlY YEVIXWS GE Tay TNt uToloylopol Tig erkentinég. O
Aoyog p mou mhéoy oplleTon e

p = log(q?)/log(n) = glog(q)/log(n),

OeV €yel axdud TEOCEYYIoEL TIC THES TOU QPTAVOUV Ol EAREITTIXEC XOUTOAES. XTO
IKTO08] emttuyydveton 3 < p < 4 yioo avdalpetn wuh tou k, evéd oto [GV1]]
TopouUGLlovTaL OWOYEVEIES XOUTUAMY PE 2.25 < p < 4, @pdoocovTag OUWS T
k € [5,35]. Ané 600 yvopiloupe, Tée Tou p < 2 Bev éyouv yiver axdun eixtéc.
Av cuvurnoloyicoupe ot TNV TANUOEA ATOTEAEGUATIXWY TEYVIXDY TOU UTHQYOUV
Y10 XOTACKEVT| XATIAANAWY EAAEITTIXNDY XAUTUAGDY, YiveTan xatavonty 1 duomiotio
NG XPUTLTOYEAPLXAS XOWVOTNTAS, TOUAAYIGTOV UE TA ONUEQIVA DEDOUEVA, ATEVOVTL
ot yefon UTEREAAEITTIXGY XouTUAGY. Mio Toh) xatatomotxt o0yxElor xou all-
OMOYTIOY) TV TAEOVEXTNRATWY TWY EANEITTIXWY X0l UTEQEAAELTTINGWY XAUTUAGDY Oive-
oL 0T TEAX T TwY oAy twv S.Galbraith, F.Hess xou F.Vercauteren [GHV07]
ota mhatota tou cuvedplou PAIRING 2007.  Awtun@vovion emiong onuovTtixd
avoly té Teofifuata xar tapatideton extevic oyeTin Bihoypaglia.

To Lebypa Ate. To 2006, ot F.Hess, N.Smart xoar F.Vercauteren [HSVO06],
axohoudotog to Phuata twv P.Barreto x.4. [BGhS04] oty avalitmor véwy peds-

0wV unohoytouol (euypdtwy, ewofyayav 1o (ebyua Ate, meplopiCovtag o medio
optopol tou Lelyuatog Tate oe Woydeoug Tou evdouopyiouot Frobenius.

Optowde 1.5.3. 'Eow elhewntxt, xounviy E/F,, xou n npdroc r | #E(F,).
Bow enlone T' =t — 1, 6nou t 7o {yvoc e E xau F, : (z,y) —> (2%,9%) o
evdopopgiopde Frobenius oty -0t d0voun. o @ € Gy = Elr|nKer(F,—[q]),
P e Gy = E[rlnKer(F;—[1]]), Snhadh F,(Q) = [¢]Q xon Fy(P) = P. Emhéyoupe
onth ouvdptnon fro wote div(frg) = T(Q) — ([T1Q) — (T — 1)(0). To Ledyua
Ate elvon 1 amewovion

Gy x Gy —> F/(F )"
ar(Q, P) = fro(P).
ITpotaom 1.5.4. To Lebyua Ate ikavornoiel Tig €€n)g 1010TnTeG:
(1). H a, etvar drypapjukn.
(ii). Av k o Baduds eppdirnions tng E, N = ged(T*—1,¢"—1) ket T*—1 = mN,

TOTE
(Q, Py)™ = an(Q, P)t =0/N,
rov ¢ = Y TF1=igt = kg mod ().

45



(111). Av r f m, tte n a, elvar un ekpuAIOTIKT.
Andoeién. [HSV06] Theorem 1. —

And v 1.5.4.(i1) e€dyoupe o arnyuévo Letyua Ate, 4, = a,(Q, P)4" /" e U,.
Hoapddhnia opiCeton xan pla SrapopeTixt| exdoyr Tou Lebyuatog Ate, To oureotpau-
pévo Letypa Ate (twisted Ate pairing). H ovoupacio mpoépyetar and uior eduxt
XTI Yopiol loOUop@LoP®OY METAZ) wag elelntixic xouniAng B unepdve ehayt-
oTNC w¢ Tpog To Badud eméxtacrng Tou cwuatog Fy xa g B mou xoholvTal
twists xou emttpénouy To ornueio @ va Anglel and pa SiaopeTint| utooudda g F,
amodOTUXOTERA aVToRUoTAoT ard Ty Ga.

Hapatnpolue 6Tt 0 ypovog extéheone Miller twv 800 (evyudtwy eCuptdtar Théoy
and o yvoc t = ¢+ 1 — #E(F,) e xauniing, to onolo dev tuyydver mdvta
wxp6. ‘Evo xdte gedyua yio 1o mAifdog exteréoeny tou Pedyyou Miller etvar to
log(r)/o(k), 6mou ¢(k) o Badudc Tou k-00T00 XUXNOTOUXOD TONIWYIUOU

Op(z) = [ (@ —w).

ureUg

KourmOheg otic onoleg 1o {etyua Ate urohoyileton xovtd oe autd 10 QEdyua €Youv
byvog t = rl/#®) o xdmotec uropodv va Beedoly ota [BLS03b], [DCCO5] . To -
vtiotorya {ebypata Tou TpoxiTTouy ovoudotrxay and tov F.Vercauteren pédtiota
(optimal) [Verl0]. Xtnv (S epyaotia divetor ahybprduoc cuotnpatixfic topaywyhc
Béhtiotwy Ate (euyudtwy xar 1 epapuoyr Tou ot gupelor AMoto xaTdAANAwyY EAAEL-
i@V xaumuAwy. To Béktiota {ebypota epupavilouv TEpaUaTind X0pUPALES ETLOG-
oewg xon winoav Wadtepa Ty npdogotn Epeuva (BA. Ilivoxog 1.4).

Yie obVTOUO Yoo dudoTnua teoTdinxay tapahhayes Téve oTov apyxd Optouod
1.5.4 ye oxomob VoL AV TYETWTIOTOLY xdmoteg aduvapies mou epgavilet. Ot S.Matsuda
x.4. [MKHOO7] mpétewvay tn Yedpnon oxepaiou S = ¢ mod (m), r = 5, avtl tou
T =1t—1 %o o Topduota ahhayy) 0TOV 0pIoUd TOU GUVEGTRAUUEVOU (ebYUaTOg
Ate. Ta BeAniotomomnuéva (optimised) Cebyuata mou mpoxinTouv urohoyilovTal
TOUAdYloTOY 600 Ypryopd 660 1o avtiotoiyo (eUyua Tate, eved @ravoly va ef-
v €w¢ 000 @opég tayltepa. M yevixeuor tou oplouol cuuPaiver av hdBoupe
T, = (t—-1)"=¢mod(r), 0 < i <k, avtl yia T, onéte opileton 10 Lely-
pa Ate;: a;,(Q,P) = fr,o(P) |[ZZHO07]. To xépdoc eivon 6t 10 Lebyua Ate;
umopel vau umohoyiotel emtuyydvovtag to Béhtioto T ~ ri/ok) oe TEQPLOGOTEQRES
OWOYEVELEC XATIAMNADY EMNEITTIXGDY xouTVAGY . To mAcovéxTrua autd enauidve-
Tou 6TV TEpaTEPW Yevixeuon tou (ebyuatog Ate;, To {eyua R-ate, To omoio opile-
ton avotned oto [LLP0S|. Evoc mo anhég opopds mou ypnowonoeiton cuvidng
0TOUC UTOAOYLOUOUS Elvar 0 e€¥¢:
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Rap(Q, P) = fop10(P)" - [1,0(P) - Gappo(P),
omouv A, B a,be Z: A= aB +bxou Guppg pnth ouvdptnon Gote

div(Gapp) = ([aB]Q) + ([0]Q) = ([¢B + b]Q) = (0).
Ioylel 6Tt
div(fap @) = (aB)(Q) = ([¢B]Q) = (aB = 1)(0) =
a(B(Q) = ([B]Q) = (B —=1)(0))+
+(a(|B]Q) — ([eB]Q) = (a = 1)(0)) =
= a-div(fpo) + div(faB10)-
Eropevec fupq = fBo - falBlQ REXPL oTadepds, dou

fa.0(P) = fap+0.0(P) = fap.o(P) - fuo(P) - Gappo(P) =

= [3.0(P) - faiB1o(P) - fo(P) - Guppo(P) =

= fp(P)" - Rap(Q, P),
6mou 1) deltepn) wobtTa mpoxdnTel omd to Afpua 1.3.10. Tw A = ¢' xu B = r
éyoupe 61t T; = (t — 1)" = bmod (r) dpa

Jio(P) = far0.0(P) = faro(P) - foo(P) = [Lo(P) - fr.o(P) =
= a,(Q,P) = R, .(Q, P).

Hpdyuat howndy 1o Ledyua Ate; amotehel edwt| mepintwon tou {ebypatog R-ate.
Téhog, agiler va avagépoupe 6Tt 0 oplouds tou (elyuatog Ate emextelvetar oe
UTEREAELTTIXEC XOUUTUAES bTou, dTwe anodewxvieton oto [GHOT07], 1 emdva uno-
Aoyileton ameudelag oo U, yweic va exteleltar vy cuviing el GPwon ot dhvaun.
AvtioTorya optleton xou 10 vrepedrarntind Lelyua R-ate.

IMaporrayés touv Levypatoc Weil. To 2008, o F.Hess [Hes08| eiofiyaye pio

véa owoyévewr (euyudtov 1 onola oyetiletar dueca pe to Lebyuya Weil. Ytuy-
HOTUTIOL TNG OIXOYEVELIS APTVOUY UTOGYECELS Yol 0XOUd ATOBOTIXOTERES UEVOOOUG
xotaoxeuric CEUYUdTWY, 0pod TEOGPECOVTOL YL TUPGAANAO UTOAOYLIOUG.

Oedpnua 1.5.5. Eotww ourrjing eAeirtikny kaunodn E/F, pe k =2 kair =5
tpatog tapdyovas tns #E(F,) Ocwpolue tpwtapyikn k-ootr pida s = 1 mod(r?),
h(z) = Z?:o hia' € Z]z] - h(S) = 0mod(r), R € E(F)[r] xai tn povaducr povikn

pntn owvdptnon fspr, OOTE

(Fann) = D hi(([TR) = (0)).



Edv k | #Aut(E), téve vndpyer w € Fy N Ue k.. (2,0) 90T€ N ameikérion

E(F i )[r] x E(Fp)[r] — U,.

fs h P(Q)
€s, Pv Q =w- ;a
+5Q) fsn(P)
va efvar drypaupukn. Emmdéov, e, sy efvar un expuhiotikn avy h(s) # 0 mod(r?).
Ioyva 6
er,s,h(Pa Q) = er(Pv Q)h(S)/T'
Anéddaén. [Hes08 Theorem 1]. =

Hpbogata, ov D.Aranha x.d. [AKMRHI11], emiéyovtac mopauétpoue mpoooup-
wooévec oe BN-xaunOhec xaw ho(z) = (22 + 1) + (62* + 22)x, hg(z) = (62 +
2) +x—a?+a3 2 e Z, bprooy ta Lebypara a Weil xon § Weil xon édeilav 6t
uTERTEROVY OE Ty OTNTA TWV BEATIOTWY (euyUdTtwy Ate g UAOTOIACELS UE EXTELEDT)
8 threads avd nuphva. To yeyovdg autd 6e cuYdLACUS UE TNV TdoT TPog Peddd0Ug
TopdAAnAnhou uTohoYiouol Twy (euyudtwy xohotd miavy Ty é€odo Tou Lely-
potog Weil amd 1o ggeuvnuixd meprdwpto mou efye Bpelel, xadde ot nepiocdTepol
pehetntég elyav emxevipwiel o teyvixéc mou agopoloay 1o (ebyua Ate xou Tig
ToEAhAAYES TOU.

OhoxANp@OYOUPE TNY EVOTNTO TORUETOVTAS XATOIES ATO TIC XOPUYPAES ETIOOOELS
unohoytopol CEUYUdTeY Tou onuelwdnxay to teheutala ypovia. o o To amoTe-
Aeopdta Eyouy emheydel BN-xoumiieg mou mhfgouv ta standards acgdieiag 1wy
128-bits.

Epyaota Eidoc Lebypatog | Kixhot unohoyioyol | Enelepyactvc
- [HMS08| R-ate 107 single core
- [NNS10] PéhtioTo Ate 4.38 x 108 single core
" [BGDM*10] Péltioto Ate 2.33 x 10° single core
- JAKL*11] PéhtioTo Ate 1.573 x 108 single core
TKKMRHH] BéhtioTo Ate 1.107 x 10° 8 threads/core
[AKMRH11] a Weil 0.936 x 10° 8 threads,/core
' [AKMRH11] 5 Weil 0.84 x 108 8 threads/core

TTivoxoc 1.4.

1.6 XUvodn Kegaraiou

Hapodéoaue otoyela tng Vewplag eAAEITTIXGY XAUTVAGY xou NG Vewplaug Ot
AMEETGY Tou efval amapafTnTA Ylol TN SLATUTWOY TWY OPICUMY Xl TNV om6dEET
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TV WOTHTLY twv (euypdtwy Tate xon Weil. Meletioaue tpomonofoec Toug
TOL yenotuonoloLyTal oty xpunToypapio xat Tov akyoptiuo Miller yio Tov uro-
AoyYloud Toug. TN CUVEYELR, oToXoE OE xdmota Poaoixd onuelo Tou apopoly
TNV Ypovix?) TolumhoxotnTd tou adyopiluou Miller xou oto xpitriplor emAoYHg
oG xaUmOATS XA TIAANANE Yiot TNV xaTaoxeun) (EuYHdTwY. AVapépaue Ta XUpLOTERA
oyeTxd amoteréopoTa UEyel xan Ty xadiécnaon Twv BN-xounuiov. Eviélel, nept-
Yedpope tic mapahhayég twv Leuyudtwy Tate xan Weil, Ate, R-Ate, o Weil xon
Weil, noageyovtac emimiéov plo Moo 0plouévmy ex Twv Ty UTEPWY YEOVKY UTOAO-

Yiouo) TouC.
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Kegpdiowo 2

ITowTtOoxoA A, yruaTo »al
Epyoaieia

Zebyyota epgovioTnxay TewTn Qopd ot EPUPUOYEC TN xpunTtoypagioc To 1993,
6tav ot A.Menezes, T.Okamoto xot S.Vanstone [MOV93| é€detZav 61t to ECDLP
uropel péow tou Lebyuatog Weil va avaydel oe mpdBAnua doxpttol Aoyapiduou
(DLP) o€ nenepaouéva owpata. ‘Eva ypdvo apydtepa, ov G.Frey xou H.G.Rick
[FR94] mpdrewvay pio napdpota entdeon yenowonotwvras to Levypo Tate. T ap-
AETO %Apb, ot YO TUEATAVE PUEVODOOL XPURTAVIAUCTS HTaY Tol WOV Belypota yor|-
one TV (EUYUATOV GTNV XpUTTOYPApla, EV UEPEL DIOTL ATUTOUGAY PEYTAO YpOVO
utohoyiouot yia ta dedopéva tng enoyrc. H xatdotaon dihale pilixd to 2000,
ue tic epyaotec wwv R. Sakai, K. Ohgishi xo M. Kasahara [SOKO00] xou tou
A Joux [Jou00], ondte xou mopoucIdoTNXAY OYAUATA UTOYRUPHS XUl TEWTOXOA-
Ao avtodhayric xAewdol Baocwopéva oe Cebyuata.  ‘Hrtav 1 apynh wog eviatixdg
EPELVITIXTC DPAUCTNELOTNTAS MEYPEL TA PECH TEP{mOU TN MEPUOUEVNG DexaeTiag, To
amoteréopato tng omolag €Vecay ta Vepéhia Tng xpuntoypapiog (EUYUATDY Xl
amotehoVY pEypet orfjuepa xlpta ornuela avagopds v Toug epeuvntéc.  Eléyouca
Véon xatéyer 1o Xynua Kpvrroypdgnons Bioer Tavtotitwr (Identity-Based En-
cryption Scheme - IBE-Scheme) twv D.Boneh xou M.Franklin [BF01] , to onofo
€dwoe Thfer amdvtnoT oTo eml ypovia avolyTd ot URaping €vog TETOLOU
amodeetyUéva hettoupyxol oyfuatoc and tov [Sha85|. Yto xegdhouo teprypdgpovton
optopéva amd Tol BactXOTERA TPWTOXOMAA ot Oy AUATA GTNY xpurToypapia (euy-
wdtwy, axohouddvrag xuping tn por) tou [BSS05 §X], ue avagopés ot oyetixt
BBhoypagio 6mou etvar avayxaio.
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2.1 To {ebypota wg «podpd XOUTLA»

To mpornyoluevo xepdhato agpiepndinxe o Véuata Tou apopoty oTr iCT ot ToV
UTOAOYIGUO TV XUPLOTEPWY (EUYUATWY ToU elval YvwoTd €w¢ topa. Evioltol,
UTERY 0LV %ATOLWL XOVY ETLIUUTTY YORUXTNELOTIXG. T OTO{0l ETLTEETOUY VAL AV TUIETR-
milouye o€ eninedo epapuoyng Tor Le0YUATO HoXPOGHOTIXE, DNAUOT WE AMEXOVIOELS
HETAC) OUABWY UE CUYHEXPWEVES LOLOTNTES, YwpiC VoL EVOLUGEREL 1] TPOEAEUGY| TOUC.
ITo cuyxexpuuéva, meplopiCouue 10 TEdlo OPIOUOU OTO XAPTEGIAVO YIVOUEVO XU-
XXV 0pddwy TdEne r, (P) = Gy x Gy = (@), émou P, Q xatdhinho emheyuéva
onueta g xaumiing. To medlo TV, omwe €youue Oct, elvar ot T-00Tég pileg
¢ povddag tou Fok, dtav yenowonowolue to (ebyua Weil A 1o aviypévo C(ebyua
Tate. Emniéov, edv anouteiton 1o Lebdyoc (P, P) vo uny anewoviletar otn govd-
oo, Teomomololpe Ta Cedypata 6mws ot evotnteg 1.3 xan 1.4, H wavornoinon
TV ouVINX®Y Tou Ocwphuatog 1.4.4, 1 duvatdTnTa TPOTOTOMENG TwWV (EUYUATLY
xo TOMAES UEVODOL XATACHEUNC XATAAANAWDY EALEITTIXWY XAUTUADY TpoUToVETOUY
ot G1,Gg, Gy va elvor mpwtng Td&ng, xdtt mou oto e€rig Yo evvoeltan extdg €dv
OnAmveETL dtapopeTnd. Telxws 0dnyoluacTe oTov axdroudo oploud:

Opwopdg 2.1.1. 'Eow Gy, Gy mpooletinée xuxhixés opddeg tdéng r xou Gr
TOMNVATAACLUGTIXT xUXAXT opddo TaENe 7, 6Tou 1 mpwTog. Mio anexdvion

e: Gy x Gy — Gp
xohelton {edyua (pairing, bilinear map) €dv wxoavonotel Tic e€hg 1B16TNTES:
(i). Anpappuxénra: ya xde P, P € Gy, Q, Q' € Gy
e(P+P',Q)=e(P.Q)-e(F,Q),
e(P,Q+ Q) =e(P,Q) - e(P,Q).
(ii). Mn expuhiouds: av P, Q civon yevvhtopes twv Gy, Gy avtiotorya tdte
e(P,Q) # 1.

(iii). H e, unoloyiletar amodotixd.

And v 2.1.1.(1) éyoupe o e([a] P, [B]Q) = e(P, Q)*", eve and tny 2.1.1.(ii) xou
a9ol #Gr = r, nexdva e(P, Q) eivar yevwitopas tne Gr. Edv Gy = G, o Lebypa
nohelton oUpETPIRG, DlapopeTind xaheiton aoUpetpo. Ta cuppetoixd (ebyyota
unohoyilovtal oe UTEPIOLICOUCES XOUTUAES UECK TOQOUOPPWTIXWY ATEIXOVICEWY,
eve To aovppeTpa o ouvidels. Ta aclpuetpo Cebypota ywpiCoviar o dU0 UTO-
XATNYOPIES, AVANOY A UE TO AV UTHRYEL ATOBOTIXE UTOAOYIOWOC LGOUORPIGUOC UETAEY
Twv Gy x Gy, Yuvenog pmopotue va Staxplvouue TEES BLapopeTx00¢ TUTOUSG
CeuyudTwy:
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o Turog 1. Gy = Go.

o TUnog 2. Gy # Gy xan umdpyet toouopyiouds ¢ : Gy — Gy mou unoloyiletan

ATOB0TIXAL.

o TUnog 3. Gy # Gy xou Sev umdpyet wouoppiouds ¢ @ Gy — Gy mou uro-
hoyiletar amodotixd.

o éva Cedypa e TOmou 2 dewpolue 611 dev undpyel amodotixd unoloyiowog
wwopoplonds P 1 Gy — Ga, dtagopeTind To e unopel va epunveuTtel 1oodivIUA WS
w0 Torou 1 Lebypa €' @ (P, P') — e(P,(F")). Qc wopoppiouss ¢ : Gy — Gy
umopel va Angiel n arewxdvion tyvoug tepopiopevy otn Go. Ilapatnpodue otL €va
Lebypo Tomou 1 ebvon petadetind, dnhady| e(P, Q) = e(Q, P).

H ag” udnhol dedpnomn twv (euyudtwy tou tpoxintel and tov Opoud 2.1.1 topa-
HEUTTEL TIC QUG TNEES LoITUOTIXEG AETTOUEQELES, AAAS TouTOY pOVaL xPUPEL X0t TOAKES
LOLUTEPOTNTES ECUPTWUEVES amd Tal yapaxtnelotixd touc. Ot S.Galbraith, K.Pa-
terson xou N.Smart [GPS08] entonuaivouv mec 1 euxokia unohoytopol, 1 ohvioun
avamopdoTacT) 1wy oTotyelwy 1wv G, Gy xa 1 duvatdtnta hashing otic Gy, Gy dev
elvan TavTaL EPXTd G OAoUE Toug TUToug Cevypdtwy. lapadétouv eniong cuvornTind
oV Bodud duoxoag ULag OELRdS CNUOVTIXGY TEYVIX®Y (NTRUdT®Y Yio xdde TOTO
Lebyporog, Y ao@dheta 80 xou 256 bits [GPS08 Table 3. Tevixde woylet 6t ta
acluueTpa (ebypata e enineda ac@dietag 256 bits €youv cUviopes avamapaoTd-
oeic xan exteréoelc adpoloswy otic Gy, Go, eved ewixd ta Lebypata Tonou 3 elvan
umohoyilovtar TayUTERY, AdTL TOU TA XUNGTY TEOTWOTEQY OTIS CUYYPOVES EQUO-
HOYEC.

2.2  IlpoBArpata Baciopéva o Ledypota

H acgdieia oty xpurntoypaplia (euypdtwy Baciletor o utodéoelg utoloyioTixig
BUOXOMAS HITOLLY VEWY TEOBANUdTLY TTou 0pilovTol Thve OTIC OUADES 0ptopol 1
TV evog Ledypatoc. Ta meplocdtepa and autd elval ETEXTAOEC TOU UTOAOYI-
otkoU mpopAruaros Diffie Hellman (CDH) xou tou mpopAruatos anépaons Diffie
Hellman (DDH). YTreviuuilouye xdnotec anapoltntes EVVolEC ot oLUBOMOUOUC.

Opwopog 2.2.1. M ouvdptnon € : N — R xoheiton apeAntéa edv
1
(Vee N)(3n. s N)(Vn > n.) : |e(n)| < —.
nc
Heprypapixd, héye ot yio ouvdptnon € elvon apentéa €dv €(n) = o(Poly(n)). ¢
avtitado (adversary) xohoVue xdle non-uniform mdavotikd ohydptdyo TOAUG-
oot yeovou (PPT), {Ar}ren, 610U k 1 mopduetpog ac@detag tou oy fipatoc.
Yuyvé, étav 1 TopdueTeog ao@dhetag utovoettar, Yo yedgouue amhag A.
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Oplopog 2.2.2. Alo owoyéveee toyoiov PetoBANTey (T.w.) {Up}nen, {Vitnen
ovoudlovtar vroAoywtikd un dwkpioipes (computationally indistinguishable),
edv yioe xde PPT aybprduo D xon xdde mohuGYLUO p, UTHEYEL T dEXETA UEYIAOU
PAXOUC WOTE

| Pr|D(U,) = 1] — Pr[D(V,) =1] |< —.
Yopgwva pe tov Optopd 2.2.2, 800 un dloaxplclueg oxOYEVEIES T.U.  ETBIAAOUY
apeintéa dlagopd oty TeEAxT| andgact evog PPT aiyopituou.

Opwouog 2.2.3. 'Eva vroloyiotuxd mpoBhnua Iy ye {ntoduevo tny wur tng
ewovoe f(x1,. .., z,) Vewpeltan 6borodo edv yia xdde avtinoaro A undpyer opelntéa

GLVAPTNOT) €4 WOTE
Pr[‘A(xla <oy I,y 1k) = f('rh s uxn)] < E.A(k)'

Eva npdfBinua andgaone g ue {ntolduevo tov éheyyo e oyéone R(xy,...,x,)
Vewpeltar dUokoko €dv ot eloodol (21, ...,2,) € R xa ot tuyaies eloodot eiva un
OLOXPIGLUES OXOYEVELES T.[. WG TEOC TNV TaRAETE0 acpdhetag k. Ot mavotnteg
AopBdvovtar Thve oe GAE TIC E06B0US xan TiC pidels voplopatog Tou A.
Treviupilouue o mopoxdte xahepwuévo meohAuate Tng xpurtoypupiag dnud-
otou xhewdo yia Todomhaotxéct wuxhiée ouddeg td<ng n:
ITpb6BAnua tou draxprtod Aoyapiduwouv otnv G (DLP(G)): dedopevwy YEVVA-
Topa g xai g° € G va urohoyioTel T0 T € Zy,.

Troloyiotixd npoPinua Diffie-Hellman otnv G (CDH(G)): 6edouévwy yev-
vitopa g xot g%, g¥ € G va utoloyiotel o g™ € G.

To npbéBinua andégacng Diffie-Hellman otnv G (DDH(G)): 0cdopévwy Yev-
viTopa g xat g%, g%, u € G va anogaciotel edy u = g*Y.
Eivar yvooth 1 nopaxdtw olucida ToAovVUIXdY (<p) avayoyoy:
DDH(G) <p CDH(G) <p DLP(G).
Eouowva ye tov Optoud 2.2.3, n urnddeon DDH(G) anatel ot oixoyéveieg T.u.
$ X xT
{(n.G) < §(1*); 2,y < Z : (97, 9, ™) b 10
$ xT z
{(n,G) < §(1); 2,y < Zn : (9%, 9" )b

elvon pn drooeploweg. O cupfoliouds & onAwveL Tuyata emAoyY oTouyelwy xou 1 G
elvou yevvritpla g opddac G, xou dpa #G = n = Poly(k).

'H enavodiatinwon tov Tapandve TeoPAnudtov v adpoioTinéc utoouddec mdvew o eAELTTIXéC

xounOheg yivetar ebxola pe tny Bordeta tov Baduwtod yivouévou.
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Y ouvéyela topadétouue Tpla Veuehiddr mpofAfpata oty xpuntoypapia (euy-
HETWY xou TS OYECEIC TOU UTERYouY T600 UETAZ) TOUC, 600 Xl UE TO TUQATAVE
reoPBhfuata. ‘Eotw (edyua e : Gy x Gy —> Gr. Opllouvye ta eric:

Yroloyiotixd Avypoppixd IMeéBAnua Diffie-Hellman (Computational Bi-
linear Diffie-Hellman - CBDH): 8edouévev yevwntopwyv P, Q wwv Gy, Gy avri-
otorya xou [a] P, [B]P, [8]Q, [7]Q, va uvroroyiotet o e(P, Q) € Gr.

Ynueiworn. To BCDHP(Gq, G2) opiletar ouyvéd oe ouppetpixd Lebypota yioo P =
Q, ondte {ntetton 1) A e, (P, P)*9.

Avypappind tpdfAnpa andgacng Diffie-Hellman (Decisional Bilinear Diffie-
Hellman - DBDH): Sedoyévwy yevwntopwy P, Q v Gq, Gy avtictotya xou [a] P,
[B]1P, [8]Q, [7]Q, u € Gr, va amogaciotet edv u = e(P, Q).

To culeuxtixd nebéBinua CDH (co-CDH): 8edopévwy yevwntdpwy P, Q twv
G1, Gy avtiotorya xau [a] P, [B]Q, va utoroyiotel to [afB]P € Gy.

Ilpbtaom 2.2.4. IoyUouvr o1 €61 moAvwvupikés kar miarotinég ToOAVwYUUIKES

(<gp) avaywyés:

(i). DLP(G,) <gp DLP(Gr) ka1 DLP(Gs) <pp DLP(Gr).

(ii). DDH(G,) <p DBDH, DDH(G») <pp DBDH xai DBDH <p DDH(Gr).
(iii). CBDH <p CDH(G,), CBDH <p CDH(G,) xa1 CBDH <p CDH(Gr).
(iv). CBDH <p co-CDH.

(v). DBDH <p CBDH.
Anéoaén. Ou anodeilouye ta (i),(iil). Avdhoya armodewviovtor ta (ii),(iv),(v).

(i). Eotw PPT odyéprduoc Ar yia to DLP(Gr). Oewpolue tov ahydprduo
A1 (P, S = [a]P) :

1. AudheZe Tuyaio yevvitopa Q e Go.

2. u—-e(P,Q), v—e(S,Q).

3. Eniotpede(Ar(u,v)).

To u ebvon yevhtopag v v Gr xouw v = u®. Enouévwg Ar(u,v) = a xa
doo 0 Ay emiler 1o DLP(Gq). ‘Opowa douketoupe yio 1o DLP(G2) (Avayowyt
MOV /Frey-Riick).

(iii). "Eotw PPT akybprduoc Ar yioa to CDH(Gr). Oewpolyue tov alydprdyo
AP, Q, S =[a] P, R = [B]P, R = []Q,T = [7]Q) :

95



L. u—e(P,Q), ve—2e(S,Q), w—e(R,T).
2. Exiotpede(Ar(u,v,w)).

Ioyter 6t v = u®, w = w7, dpa A(P,Q, S, R, R, T) = e(P,Q)*, drhod# o A,
emiel o DDH(Gy).

Edv undpyer PPT ahybprduoc Aq yia to CDH(G,), téte unohoyilouye ebxola
e(‘Al(Pv S, R)aT) = e([aﬁ]Pv [V]Q) = G(P, Q)aﬁ’y'

Téhog, dedoyévou PPT akyopiduou Ay yio to CDH(G2) unopolue vo emhlcouye
0o CBDH and v e€iowor

e(8,A2(Q, R, T)) = e([a] P, [87]Q) = (P, Q)™

_|

Ouddeg ydopatog Diffie-Hellman. To npopAiuata ydopatos (gap problems)

elvon pla xatnyopia tpoBinudtwy nou eworyayav ot T.Okamoto xou D.Pointcheval
|OP01], 6mou {ntetton 1 enthuon evéc umoloytotixol mpoBifuatoc ye tn Bordeia
evog yavteiou Yo To avtiototyo TedPAnua anégacrs. Ewdwotepa, yia 1o tpoBit-
pota Diffie-Hellman opiletan to €€¥¢ véo mpoSinua.
IMp6BAnua ydopatog Diffie Hellman otnv G (GDH(G)): dedopévwy YEVVA-
Topa g xu g%, g¥ € G va unohoylotel 1o g™ € G ye ) BoRdeia yavteiou DDH(G).
Eivar gavepd 611 to GDH(G) napouctdler evdiogpépoy o€ ouddes 6touv 1o CDH(G)
Vewpeiton dVoxoro alkd to DDH(G) eivan edxoho. Opddeg mou €youv auth v
ot Ta ovoudloviar opddes ydoparos Diffie-Hellman (GDH Groups) xat uropo0y
Vo, yenotponotndoly Ge oy HUUTH UTOYRAPRY OTWS ToQUXATw:

Yxnua Troypaposy GDH

‘Eotw opdda ydouatog Diffie-Hellman G xau g évag yevvitopds tng. Eotw enfong
ouvdptnon hash H : {0,1}* — G*. T va oteider 0o A éva tuyaio phvupa
M € {0, 1}* unoyeypoppévo otov B exteholvton ta e€ric Priartas

1. O A emhéyer puotxd xhewi s € Z; xon vnodoyilevm = H(M), tyyv unoypaot
o = m’ xo 10 dnpoolo xhewt h = ¢°. Amootélkel otov B tny Tpidda
(h, M, o).

2. O B unohoyilet m = H(M) xo anodéyeton avv DDH(G)(g, h, m,0) = 1.
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H eyxupdtnTo g umoypapric amodevieTal VX0 APos

thgg(m) — mlOgg(h) =m’ = o.

Emnniéov, CDH(G)(g, h,m) = o, dpa 1 duvatdtnta TAaoToYpdenone avayeton ot
Suoxohia enfhuong tou CDH(G).

YNy ENOUEVY) TPOTAUOTY) ATODEWYUETAL OTL 0L Opddeg Tou TEdiOL oplouoy evog Leby-
potog Unopolv va dewpnboly und tpoittodécelg opddeg ydouatog Diffie-Hellman.

IMpétaocy 2.2.5. FEow (dyua e : Gy x Gy — Gp. To DDH(G4) efvar evikodo
av 1o e etvar Torov 1 ka1 o DDH(Gy) €lvar ebkodo av o e efvar TUmov 2.

Anddaén. Av 1o e eivar TOmou 1, té1e Y xdle eloodo P, S = [a]|P, R = [5]P,T
tou DDH(G;) ehéyyouue oe mohuwvuuxd yeovo ot

[aB]P =T < ¢e(S,R) =e(P,T).

Emuniéov, av 1o e etvar TOnou 2 xat ¢ : Gy — Gy anodotinde toouopploude, ToTe
v xdde eiocodo Q, S = [o]Q, R = [B]Q,T tou DDH(G;) ndht o moluwvuuixd
YEOVO EAEYYOUUE OTL

[af]Q = T < e(6(5), R) = e(¢(Q), T).

2.3 To Mn Awxroyxd Xynuo Atavouns Kieoio)

Bdoel Tavtotitwyv twv Sakai-Ohgishi-Kasahara

To 2000, ou R.Sakai, K.Ohgishi xae M.Kasahara [SOKO00|, [SOKO01] yenowomnoi-
noay (ebyuato yior VoL TUpdEouy Oy AUNTA UTOYRUPHC, OLVOUNS XAEWDIO0 %ot xEU-
TToYedgnors Bdoet tautothTwy. To €oyo TOUg AV XA KEYIXE TULUY VWEICUEVO,
ewpeiton ofiuepa 1 amapy” g xpurtoypaplas (euyudtwy. Ewwotepa 10 Mn
Awadoyiké Xynpa Awavouris Kxadwi Bdoer Tavtotrjtwr (Identity-Based Non-
Interactive Key Distribution Scheme - IB-NIKDS) nou Ya neptypdpouye unriple
OTUOYTIXT ETLEEOT| Yol TO TEOTUTO GY AN XPUTTOYRAPNOTS BAoEL TAVTOTHTOY TWwV
D.Boneh xou M.Franklin [BFO1] .

Yty xpuntoypagio Bdoer Tavtothtwy (IBC), énwe tv opoyatiotnxe o A.Shamir
[Sha85|, uio I'evvritpia Iiwtikdy Khadidy (Private Keu Generator - PKG) dnut-
OLPYEL TIC TUPUUETPOUS TOU CUCTAUATOS XAt XUTEYEL EVA HUOTIXG XAEWl YEow TOU
onofou TopdyEl To WWTIXE XAEWWd TV yenotwy. IlapdAinia, To Srudoia xAe-
OLd TEOXUTTOLY AT6 TNV TOUTOTATA TWY YENOTOV 1 XAT0W0 JALO TEOCWTIXO TOUG

otoyyeio. Yto SOKO00 ID-Based NIKDS, n PKG dnuoupyel Tic mapauétpoug
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(r,G1,Gr, €) evég ouppetpol Lebypatog e @ Gy x G — Gp xodde xar pia
ouvdptnon hash H; : {0,1}* — Gy xou emhéyel puouxd xhewi s € Z%. To
WwTxd xon Onuooto xAewi evog yerotn A ue tovtdétnta I Dy ebvan ta sky =
[s|H1(IDa), pka = H1(ID4) avtictorya. Ouoing yio ypotn B éyoupe skp =
[s]|H1(IDg), pkp = Hi(IDg). Ot A, B cupgwvolv 610 x0tv6 xhewdl

Kap = e(ska,pkp) = e([s]H(ID4), Hi(IDg))
_ ¢(pka, skp) — e(Hy(ID), [s|H(IDg)) = e(Hy(ID.), Hy(IDp))".

Epyaléuevor aveldptnta, oo R.Dupont xar A.Enge [DEO02] ETUVONCAV EVAL TARO-
polo oyfue v actupetpa {edypata to onofo yevixevelr To SOK00. H anddeln
acgdietag Tou DE02 mpocapuéleton evxolo oto SOKO0 dnwe otny emduevn npod-

TaoT):

Ilpbtaom 2.3.1. H aopdraa tov SOK00 ID-Based NIKDS avdyezar ot dvoko-
Afa tov CBDH.

Anéoaén. 'BEotw emtiiéuevog £ mou unopel va napoxohoudel to xavdha Stavouris
B TIXWY XAy xot €otw PPT alybprduoc A nou emddel to BCDH. O E eZdye
and to xavéh Levyoc (P, [s]P), xouw unohoyilet 1o Kap ¢

A(P, H\(ID,) = [2]P,[s]P, Ho(IDp) = [y]P) = e(P, P)* = K 4p.

_|

‘Eva 1oyupdtepo amotéheoua yio Ty acpdieia tou DEO2 efvar 611 o oyrua sbvo
wwodtvopo pe 1o CBDH [DP02 Proposition 1&Theorem 2]. H onédeiln yivetou
oto povtého tuyaiov pavteiov (random oracle model - ROM) [BR93|, 6mou ot
ouvopthoelc hash Yewpolvtar Tuyaies e Ty évvola 6t yio xdle dptopa (epdTrua)
x 1 exova (amdvinon) H(z) emhéyetar aveldptnto xat Ogotdpop@o and 1o Tedio
TIHOV, TAPUUEVOVTOC OPKSG CTAVERY| VLol UETETEITA EQWTHUATI T.

2.4 To Tpwepeég IlpwtdxorAo Avtariayric KAeldiol

Evég I'dpou tou Joux

IToh xovtd ypovixd ye touc R.Sakai, K.Ohgishi xow M.Kasahara, o A.Joux
[Jou00] mpdrewve €va mpwtdx0Aho avtodlayhic xAewdtod evoc YOpoL Tou UTopel va
exhngiel wg To TpWEPES avdroyo tou xhactxol tpwTtoxdiiou Diffie-Hellman. o
Vol T0 TETUYEL, EXUETOMEOTNXE TN SrypauuixotnTa Tou Lebypatoc Weil.

‘Eotw hownév cbotnua pe mopapétpous (1, G1, Gr, e, P,Q), 6mou P, Q ypouuixds
aveldotntot yevwhtopes g Gy = Z, ®Z,. Teewg yprioteg Tou ouothuatog A, B, C
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mou emtdupoly va emovwYAoouy emAEYouy TWES o, B,y € ZF avtictorya. O
A amootéhhet ta ([o P, [o]Q) otoue B,C xa bpowr ot B,C anoctéhhouy o
([B1P, 18]Q), ([7]P, [7]Q) otouc dhhoug do yperotec. Kot o tpeic nhedpec ouy-

PLVOUY 010 X0 XAELDL

Kapc = e([B]P, [1]Q)* = e([a]P, [7]Q)” = e([a] P, [5]Q)" = (P, Q)*™.

Anapattntn npolinédeon yio Tn Acttoupyia Tou TE®TOXOMOU eivon va 1oy UeL OTL
e(P, Q) # 1, to onofo e€acgoileton and tny aveaptnoia twv P, Q. O E.Verheul
[Ver01] oty epyaota mou availer ) uédodo tpononoinone Leuyudtwy yéow topo-
HOPYOTIXWY ATEXOVIoEWY, BekTiwvel 10 TpwTtdxohho Joull yenotuotoldvIag Lova-
06 yevvitopa P oe tpononownuévo Lebypa Weil, €. To anotéheoya elvon va neplo-
proToOV oL arautrioelg o bandwidth xatd o Auicu xadog cuvolnd aroctElhovTal
wovo 1o [a] P, [B]P, [v]P. To xowéd xhewdl ebvar 10 Kape = é(P, P)*, énou
é(P, P) # 1 an6 to Oehpnuo 1.4.4 .

H acgdieia tou ousthuatoc otnplleton oto CBDH, agol xdie emitedéuevog €é-
YL 0T Oddecr) Tou CTIYMOTUTA Tou €V AdYw TpoPAfuatog. Elvou eugavég ot
10 TEewTOxoAo Joul0, énwe xo 10 tpwtéxorho Diffie-Hellman, etvor eudhwto oe
embéoeis evordpeoov mpoodnov (man-in-the-middle attacks) (GB08 11.1.5]. ITpdy-
HoTL, €vag EVERYE ouPPETEY WY emtidéuevos unopel va emhéel ([a] P, [a]Q) xou va
oLUPWVHOEL OE xoWd xAewl pe Toug B, C mopamhaveoviag toug 6Tl ebvar o A. O
S.Al-Riyami xat K.Paterson [ARP02] avtyetdnioay anoteheopotixd 1o tpéBhnuo
AmOYEVYOVTAS T1) YPHOT UTOYRUPHS VIl TIC AMOCTEANOUEVES THIES Xou €BEICay OTL 1)
audevTixonoinon tou TewtoxdArou Joull cTepel 0TOLOOATOTE TACOVEXTNUA EVAVTL
TV xohepwuévey towtoxohhwy pe MACs. Tlepottéon avapopéc otn BiBAoypapio
Beloxovtar ato [BSS05 X.6.2].

2.5 To XyAua Keuntoyedynong Pdoer Tauvtothtwv

TwyY Boneh-Franklin

H epyaoio twv D.Boneh xou M.Franklin [BFO1]| cuvéBole, iowe neptocdtepo and
OTOLONTOTE GAAY), OTr parySadar avdnTuln Tne xpuntoypagiog (euyudtwy. Ot déeg
ot [SOK00], [SOK01] otepotvion auotnefic Yepewong poviéAwy ao@dAeas, eV
10 mpwtéxolho [Joul0] avtiuetwriotnxe udhhov ooy evitapépouoa TapaThenon
TORA oAy UTOGYOUEYY EpapuoYr. Avtileta, 1 dnuocieuoy Tou TEKOTOU YENoTIX0Y
xou amodederypéva acgorole IBE-oyfuatoc ? xadiépwoe ta Lebypata wg epyaheio
NG AOUUPETENG xpuntToypapiag. XTo [BFO1| avanticoovtor dGo IBE-oyfuata,

2 Apyérepa anoxahtntnxe 6t o C.Cocks [Coc01] egpnipe éva IBE-oyfua extéc tne xpuntoypeopioc

Ceuypdrwy vwpitepa tou [BFO1|, ywplc wotdoo va to dnuociedoer tpdoc.
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6mou To mpwto oyfua Basicldent hertoupyel we Bdon Y o TAfpE and dmodm
AEITOLRYIXOTNTAC %ot ao@dhetag dedtepo oyfua Fullldent .

To IBE-oyfua Basicldent. To oyfua cuviototon amd toug ahyoplduoug Setup,

Egztract, Encrypt, Decrypt w¢ e&hc:
Setup(lk): omwe oty unodour tou SOKO00, n PKG pe rapductpo aopdreioc k

eTAEYEL TPWTO T, YUOTIXNO XAEW! s € ZF xan mogdyet Cevyua e : G x Gy — G,
6mou Gy = (P), Py = [s]P xaw Hy : {0,1}* — Gy, Hy : Gy —> {0, 1}" cuvopth-
oeig hash, 6mou n 1o PAxog unvuudtwy. Ot ONUOCIES TUPYUETEOL TOU GUGTHUATOS
eivar ot (1, Gy, Gr,e,n, P, Py, Hy, Hy).

Extract(s, ID): yw tuyaia toutétya ID € {0,1}*, unohoyiletar 10 buwtind
xhewi dip = [s]H1(ID).

Encrypt(M,ID4): o yphotne B yia va xpuntoypaghioet ufivuua M npoc tov A,
emthéyel tuyaio t € Z7 xou unohoyilet To xpunToXEiuEVO

C = {[t]P, M @ Hy(e(H.(ID,), Py)"))).
Decrypt(C,dip,): o A anoxpurntoypagel 1o C' = (U, V) anéd 1 oyéon
M = V@HQ(e(dIDA,U)).

H xpuntoypdgnon xa anoxpuntoypdgpnor evoc unvipatog amoutel cuvoiixd 600
umohoytopolg mhve oto (ebyua e. H opddtnta Tou oy UaTog TapEyEToL Ao T
OLYPOUUULXOTNTAL TOU € XA TIG AXOAOUVES LOOTNTES.

V@ Ha(e(dip,, U)) = M@ Hy(e(H(ID4), Po)") © Ha(e(dip,, [1]1P)) =
= M @ Ha(e(H\(IDa), [s]P)") ® Hy(e([s|Hi(IDa), [t]P)) =
— M@ Hy(e(H,(IDA), P)*) ® Hy(e(H\(ID4), P)*) = M.

Efvar €ixoho va dolue oe meprypapind eninedo mwg, OTWE Xl 6TO TEWTOXOAAO
Joux00, €dv deytotue 1o ROM, 1 acgdieia tou Basicldent eaptdtar ané v Sucixo-
Mo tou BCDHP(Gy, G2). "Eyouye 611 yia xdmow x € ZF : [s|H1(IDy) = [z]P
xou dpor évog emtiléuevog mou tapaxoloudel Ty xivnon yetald Twy yenoTay, oyl
OUWE XL TO XUVIAL DAVOURC TWV IWTIXWOY XAEWWY, Eyel oTr dddeor Tou Ta
P, [s]P, [t] P, [x] P. Enopévwe, av unopel va uroloyioet to e( P, P)** = e(dip,,U),
apxel va Oéoer oo pavteio 1o epdtnua Hay(e(dip,, U)).

ot vou DI TUTCOUPE QUG TNEOTEQ TO TUPATAVW, Y PELUCOUATTE UOVTEAN ACPINELNS
TEOCUPUOCUEVO GTNY XPUTTOYpAPLat BAGEL TAUTOTHTOY. AVaxahoUUE TEMTA XATOLOUG
amapafTNTOUS OPIGUOUE HOVTEAWY AOPIAELIS Yiol TNV XAAOWT| XPUTTOYPaPio ONU6-
olou *AEWL00.
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Oplopog 2.5.1. 'Eotw oyfjua xpurtoypdenone dnudaiou xhewot C= (G, €, D),
6mou G 1 YEVWA T WD TIXGY xat dNUOCIwY XAEWLOY xat €, D ot akydprduol xpu-
TTOYRAPNOTG XA ATOXEUTTOYRAPTONS. Ocwpolue o axohovdo malyvio yetalh Tou
mpokadotrtos (challenger) € xou tou avtindhouv A = (A, As):

Matyvio My Awaxpiowétntoc (Indistinguishability Game):
1. O € ye nopduetpo acgdietac k extehel Tov § xou e€dyel (ebyog xhewwwy sk, pk.

2. O A extehel tov A; ye eloodo pk xou emotpépet unvopata My, My xou Thnpo-
popla s.

3. O Ceméyer tuyoaio bit b e {0, 1} xar unoloyiler To xpuntoxeiuevo

C= S(Mb,p/{:).

4. O A extedel tov Ay ye eloodo (C, pk, s) xar emotpépet bit b € {0, 1}.

O A xepdiler av b = b. Q¢ mieovéxtnua tou A 070 malyvio un SlaxployldTnTag
optletar 1) Too6TNTA
1

2|'

Edv o avtitohoc A dev €yel mpboPoor o pavzeio aroxpuntoypdenons (decryp-

AdviNP =| Pr[b = b] —

tion oracle) t6te Mue 61 extelel enifleon emroyrs unvuudtwr (chosen plaintext
attack - CPA). Edv yévo o Ay éyel TpboPact, oe uavielo anoxpuTTOYEAPNoNG
t6t€ 0 A extelel enfleon un mpooapuooérns emAoyrs kpuntokeipévwy (non-
adaptive chosen plaintext attack - CCAI). Téloc, eav xou ot 800 ahydprduol
Aq, Az €youv mpoofact oe pavrelo anoxpuntoypdgnong, 10te o A extehel enflleon
npooapuoouérns emroyns kpuntokeuévwr (adaptive chosen plaintext attack -
CCA2). Yy tehevtafa mepintwon, dev emtpéneton otov A vo 9éoel epdTrua
ATOXPUTTOYEAPNOTS Yio TO xpuTToXelpevo Tedxhnong C.

Optopde 2.5.2. To oyfua xpurntoypdynorne dnuociou xdewol C= (G, &, D)
éyer aopdheia IND-CPA/CCA1/CCA2 €dv dev undpyet avtinohog nou xepdilet
TO oY VIO UY) BLOXPIOWOTNTIG UE UN) AUEANTEO TASOVEXTNUA EXTEAWVTAS avTioTOL X
CPA/CCA1/CCA2.

Ebvar gavepd 611 10 Mo 10YVLpo ETUNMEDD ACPIAEING TOQEYETAL ATO TO UOVIEAO
IND-CCAZ2, 7o onofo anotehel To mAéov amodextéd standard acgdhetag. To IND-
CCA2 anodewvieton 100d0vauo ue ta povtéia SS-CCA2 xoar NM-CCA2 mou opt-
Covtar p€ow 500 BLUPOPETIXOY TPOTEYYICEWY TNG AGPIAELNS XPUTTOCUCTNULTOY,
¢ (semantic) xou tne (non-malleable) ac@dlelac, mov ouns de Yo enextadoiue
nepartépw (Bh. [BDPRIS|, [WSI03)).
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Yy xpumtoypagia Bdoel tautothTwy, Eva IBE-oyfua povtehonoteltan and pia
tetpddo Crp= (8, X, €, D), dnou G 1 yevvrtpld TV TOPUUETEOY TOU GUGTAUITOC,
X o ahyberduog eCaywyhc WwTinol xAewiol xau €, D ot alydprduot xpuntoyedyn-
OT¢ %A ATOXPUTTOYPAPNGNS, OTwS ot Setup ,Extact, Encrypt, Decrypt oto Basic-
Ident. ¥to [BFO1] opileton éva xatvolpylo maiyvio Tou anoTun@Vver €vo peahtoTixd
oevdplo entdeong yia o Crp.

Optowdc 2.5.3. 'Eoww IBE-oyfua Cip= (8,X, €, D). Ocwpolye 10 axdroudo
Talyvio yetagd tou mpoxahotvtog € xou Tou avtimdhou A:
ITaiyvio Mn Awaxpiowpdtniac Emdécewg Emieyuévoyv Kpuntoxeiué-

vov Bdoet Tavtothtwy (Indistinguishability under Identity-Based Chosen Ci-
phertext Attack - IND-ID-CCA):

1. Setup: o C emhéyer mapduETEO AcPalelag k xou EXTEAEL TOV 8 ONULOUPYTWVTAS
TIc dnudoleg mapaUéTEouS, TIC onoleg divel otov A, xar To x0plo (el s Tou

AEATY LUOTIXO.
2. ®dom 1: 0o A VETel EpOTAPATA G1, - . . , Gy, OTOU TO @; UTOPEL VoL EfvouL:

o Epdtnua efaywynis idiwtikol kA€ot (ID;) : o € extehel Tov X xat anovtd
amooTEANNOVTAS TO avTioTol o WIwTd xAewi d; otov A.

o Epdtnua anoxpurtoypdenons (ID;,C;) = o € extekel toug X, D vy va
anoxpurToYpapricoel To xpunToxeluevo C; Ue To W Tind xhewi d; xou amavtd
ATOOTEANOVTAS TO AVTIOTOLYO U YUUOL

To epadtrua ¢; unopel vo tietal TPOCUQUOCUEVO GTIC ATUVTACELS TWV 1, - - . , i1

3. Hpoxinon: o A emdéyer tavtdétnra ID ¢ {IDs,..., 1Dy} xa pnvipoto
Moy, My xar o anootéddet otov €. O € emhéyer tuyalo bit b € {0,1} xo
unohoyilet to xpuntoxeipyevo C' = E(My, ID), ye to onolo mpoxahel tov A.

4. ®dom 2: o A Vétel VEA EQOTAUATA (i, - - -, Gn OTWC 0Ty Pdon 1 ye Tov
neptoptoud (ID;) # 1D xou {(ID;,C;) # {ID,C).

5. Andxpion: o A pavteter bit b’ € {0, 1} xaw xepdiler av O’ = b.
Q¢ mheovéxtnua Tou A optleton 1 TocéTNTA
1
Adv'P=CC4 =| Pr[t = b] — 3 |

To xpuntoctotnua Crp éyel aopdraa IND-ID-CCA €dv Sev undpyel avtimoahog
mou xepdilel to mafyvio IND-ID-CCA pe un apehntéo mheovéxtnua. Edv to Cip
OVTICTEXETAL O AVTITGAOUG TTOU BEV EYOUV T1 BLYVATOTNTA Vo VETOUY EpWTAUITA

amoxpunTOYEdYNoNS, ToTE Mue 6Tt T0 Crp €yet aopddaa IND-ID-CPA.
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To yovtéha acgdheiag IND-ID-CPA xou IND-ID-CCA enexteivouv guoxd ta
povtéro IND-CPA xon IND-CCA2 avtiotoya. T to oyfue Basicldent oy et to
axohovdo Yewenuo.

Oewpenua 2.5.4. Eoww 6t o1 Hy, Hy efvar tuyaia pavteia. Av to oynua Basic-
Ident dev éyer aopdreia IND-ID-CPA, téte vndpyet PPT akydpifuog B mov emidver
o OBDH e un aueAntéo mheovéktnua.

Anddaén. [BF03 Theorem 4.1]. =

To IBE-oyfuo Fullldent. Eivar hoyixd va dewpricouvue 6Tt To Basicldent ome-

yet and 1o emduuntd enineda ac@dhetag. Tia autd T0 AOYO UETATEERETAL GTO
oyfua Fullldent axolouvdamvtag tny tey ik uppioikng kpvrtoypdenons Fujisaki-
Okamoto [FO99| wote va emteuy el ac@dietoa IND-ID-CCA urodétovtag tn buoxo-
Ao Tou CBDH.

Oedpnua 2.5.5. Eoww kpurtoototnua onuooiov kiedwv Cpy, = (G, €, D).
Me &, (M;r) ouuporilovpe tny kpurtoypdenon tov unviuatog M vrd to dnpdaio
kAedi pk dtav o aAydpiduog € ypnooroiel ta tuyaia bits r. Eotw enions oynja
ngf omov n kpurroypdenon tov M opiletar wg

&y (M) = (&y(os H(o, M), G(0) ® M),

omov 0 katdAAnAo tuyaio string ka1 H, G katdAAnAes tuyaies ovvaptioes hash.
Av 1o Cpyy éxer aopdreia IND-CPA, tote to C‘gffg éxer aopdieia IND-CCA2.

Arndoeién. [FO99 Theorem 12]. —|

Q¢ ex toUTOL, T0 oy Fullldent xoopileton and toug ahyoplduoug Setup, Ex-
tract, Encrypt, Decrypt w¢ e&c:

Setup(1*): 6nwc xo oto Basicldent, mapdyovion or drudoies TopdueTpol Tou
ovothuatog (r,Gy, Gr, e, n, P, Py, Hy, Hy) xou eminpocdétwe ot ouvapthioelc hash
Hs : {0,1}" x {0, 1}* —> ZZ, H, : {0,1}" —> {0, 1}
Extract(s, ID): vy tuyaia tautétnro 1D € {0,1}*, unoroyiletar 10 W81t
xhedt dip = [s|H1(ID).
Encrypt(M,ID4): o yeriotne B yio va xpuntoypagrioet ufvopa M yio tov A
emhéyel tuyaio o € Z¥, ¥éter t = Hs(o, M) xar unohoyilet to xpuntoxeiyevo

C = {[t]P,oc ® Hy(e(H,(ID,), Py)"), M ® Hy(c))).
Decrypt(C,dp,): o A anoxpuntoypaget 1o C' = (U, V, W) unohoyilovtac o’ =
V@ Hale(drp,,U)), M' = W @ Hy(o") xou t' = Hs(o', M"). Edv U = [t']| P, 161
anoxpurntoypapel 10 C wg M, Siopopetind anopplnTetl.
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Enextdoeig tou IBE-oy¥patog Fullldent . To Fullldent tou uéiic neprypd-

dope unogel va tpocupuooTel ebxoha WoTE Vo UTooTNEICEL TN YEHOT) TEPLOCOTERWY
amo wla éumiotwy apyoy PKG, 1600 ot 0plldvtio 660 xou o dioduiouévo eninedo.
Oa peheToOLUE XL TI 000 EXDOYEC.

H ypfon nodamhev PKG oto (B0 eninedo yivetar ye guowxd tpomo. Kdlde apy
TA;, © = 1...,n xpatd WuoTxd To xVE10 XAEWL TNG S; XL OL ONUOCLES TUPAUETEOL
eivan ot (r, Gy, Gy, e, P, [s1]|P, ..., |sn| P, Hi, Ho, H3, Hy). To buwuxd xhedi xdde
yerotn A urohoyiletar g

n

da =) [si|Hi(ID4) = [Z si|Hi(IDy).

i=1

H xpurtoypdgnor evog unvouatog M yia tov A mapdyel to xpuntoxeiuevo
C = {[Hs(o, M)|P, 0 @ Hy(e(H,(ID,) Z Y, M@ Hy(0))).

H mapandve Stadwdola unopel vo enextadel neputépw o€ €va oxnua katwgAiol
Shamir (Shamir threshold scheme) pe t-out-of-n peoeyyinon kiadov (key es-
crow) yiot 1o x0pto xhewl s xou xat’ eméxtaoy yio 1o dg (Bh. [Sti06 §13.1],[BFO1
§5). T ONUOCLL YVWOTES TWES Ty, . . ., T, UTONOYILETAL TO YOVAOIXG TOAUGYUUO D
Baduol t — 1 wote p(zg) = s xu p(x;) = s, i = 1...,n. O A emdéyel t dumoteg
apyés TAyqy, i = 1...,t houPBdver tor yepd WwTnd XAedid [So ()| H1(1D4) xon o
A unohoyilel To WBWTIXO Tou XAEW! K¢

t
dy = Z )\i,t[sa(i)]Hl (IDA),

i=1
x x
s t g 0 7 s )
6mou i = [Ty i oD 70, avtioToryot ouvieheotéc Lagrange. Emniéoy,

TN 240 = Ta(i
o A unopel vo evronioer wa avévtun opyn TA, (i) ehéyyovtog anhd

e([so [ H1(ID4), P) = e(Hi(IDa), [s,(1)] P),

Ydern oty euxorio tou DDH(Gq). Egopuoyéc tou oyfuatoc Fullldent pe mnoh-
hamiéc PKG oivovton yetold dhhev ota [CHSS02], [MPBO03).

To npdto hettoupyxd epapyikd IBE-oxhua (hierarchical IBE- HIBE) emnwor0nxe
and touc C.Gentry xou A.Silverberg [GS02| ue v évta€n xdde ovtomtac tou
oyhuatog ot éva eninedo wepopyioc, omou N unTeikn apxn (root authority) Beloxe-
tou 070 eninedo 0. Kdde ovtotnta A emnédou t > 0 opiletar and Tic TAUTOTH-
TEC <ID£, ., IDY) xou €YEL WG AVOTEPES TOU TN) PNTEWXT apyY| XAl TIC OVTOTNTES
(IDY,....,I1D%), 0 <i<t. H A uropel va nopdyet xhetdid, yiot ovidintes emmédou
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t + 1, omwe opilel to oyfpa FullHIBE, o omoio cuvictata and toug e€ric mévte
alyopituoug:

RootSetup: énwc xaw oto Fullldent, n unteum| apy?) onuioupyel o x0plo xAewdi
50 %0l TIC ONUOOLES TUPAUETOOUS TOU CUCTAUNTOS

(T’, G17 GTJ €, P07 QO = [SO]P(Ja H17 HQ; H37 H4)

LowerLevelSetup: pio oviotnta emnédou ¢ emAEYEL JUOTIXO XAEWL 54 € Z7.
Extract: to diwuxd xhewdl pioc oviétnroc By = (IDy,...,1D;), unohoyileto
ATO TOV YOVEX TNG {IDs,...,ID;_1), o onoiog extehel To axdrouda Bruar:

1. Trohoyiletaw 1o P, = Hi(IDy,...,IDy).

2. Trohoyileton 10 WWwTINS (AWl Sy = Sy + 51 FP; %o anooTENAETHL ACPANGDS
oty E;. Optletan Sy = 1g,.

3. Abvovtar oty By ov iée Q; = [s:] P, 1 <i < t.
Encrypt: vy v xpuntoyedgnon unvouatog M vy v E; emiéyetoa Tuyaio o €

{0, 1}* %o vnohoyilovton o P, = Hy(IDy,...,ID;), 1 <i <t xor = Hs(o,M).
To xpurtoxeiuevo etvon to

C ={[r|Py,[r]Ps,....[r]P..o ® Ha(e(Qo, 1)), M & Hy(0))).

Decrypt: n E; anoxpurtoypogei 10 C' = Uy, Us, ..., U, V, W) extehdvtog toug
ax6hovoug UTOAOYIGUOUG:

6(U07 St)
[T e(Qir, Us)
Edv Encrypt((IDs,...,IDy, M';r") = (U, Us,..., U, V), emotpéper M', oi-
APORETIXY ATOPP(TTEL.

o' =V @ Hy ), M =W@H(0), = Hy(o', M),

H napédewdn e nocdtnrac [r] P xatd tny xpuntoypdgnon dev yivetar tuyaio
xo00¢ 1 Yvwor tne Yo enétpene ot évay emTVEUEVO Vo uTtohoYioel Ty udoxa

Hy(e(Qo, P1)") = Ha(e(Qo, [r]F1)).

H xpuntoypdgnon aratel évoy utohoytoud Cedypatog, ahhd T0 UAXOC TWY XQUTTO-
AEWEVWY UEYUA®VEL 600 awidvel to t. H anoxpuntoypdgpnor tou C anottel ¢ uro-
Aoylopolg Cebydatog xon etvar €@ty yio xdde mpdyovo tng F; and tny e€lowor

(U, 55) V=o'
5:2 e(Qifb Ul)

V @ Hy
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2.6 To YXyfua YTroypapwyv twyv Boneh-Lynn-Shacham

Y0vtopa petd T dnuooicuon tou [BEFOL], epgaviotnxay didpopo oyfuata uto-
YPUPGY TOU EXUETAMAEUTNXAY TNV uTodour| Twv Basicldent xat Fullldent. Emdpa-
OoTXOTERO OhWY UTTHREE TO oy ua cUVTOUWY LUToYEup®yY Twv D.Boneh, B.Lynn xa
H.Shacham [BLSO01], ot omolot otnpiydnxav exionc oto oyfua vroypapny GDH
(BA. §2.2) xou oty Tapoxdte yevixr topatipnon and tov M.Naor [BFO1 §5].

H ropathpnon touv Naor. Kdve IBE-oyfua Cip= (8, X, &, D) unopef va peta-

Tpanel elxoha oe oyfuc uroypaphc DS we edrc:
o To Wiwtind xhewt Tou DS elvar to x0plo xhewt s tou Cyp.
e To dnudoio xhewi tou DS eivon ol drudoieg napductpor tou Crp.
o H unoypagr evoc unviuatoc M = ID eivor 1o xhewdi [s]M.

e H enoirideucn tng umoypapnc YIVETUL PE TNV XEUTTOYEAPNOY EVOS Tuyaiou
unvouatog M’ pe 1o xhewdi 1D xon 6T GUVEYELXL TOV EAEY YO TNG LOOTNTAS

D(E(M’,ID),[s]ID) = M’
Yy neplntwor omou 1o IBE-oyfua elvor to Basicldent to oyrjua vroypagiis

BLS cuvicTtata and toug €€he ahyopiduouc:

Keygen(1%): dnuoupyodvion 1o Biwtixd xAewdl s xou 10 dnpdoto xhedt
pk = (r,Gy,Gr,e,n, P,[s]|P, H), 6mouv H : {0,1}* — G;.

Sign(s, M): n urnoypagtr; evoc unviuatoc M eivaw n o = [s|H(M).
Verify (pk, M, 0): 1 ETUAHUEUGT| TNG UTOYRAPNC YIVETOL UE TOV EAEY YO TNG LOOTNTAS
e(o, P) = e(H(M), [s]P).

H arodotixdtnta tou adyopiduov Veri fy npoxintet and tny euxolio tou DDH(G,)
o€ Lebypa Tomou 1. Ta tnyv acgdheia tou oyfuatog BLS ypetalbpacte 10V enoOUEVO
0PLOUO JOVTEAOU ACQIAELNS YIo Oy AUATA UTOYQPUPHC

Optowde 2.6.1. 'Eotw oyfua urtoypapey DS= (X, 8,V). Oewpolue 10 axdhou-
Yo mafyvio uetah tou mpoxaholviog € xan Tou avtindiou A :
ITaiyvio Tropdraxng Mn I actoyedpnons eviviia oe Enideorn Eniiey-

wévev Mnvupdrtwv (Existential Unforgeability against Chosen-Message At-
tacks - EUF-CMA):

1. O € extehel tov K napdyet Lebyog wimTinol xou 0npoctou xhewiol pk, sk xo
oivel to pk otov A.
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2. O A ¥étel epothpata unoypaghc yio unvopata My, i = 1,...,m tng emhoyng
Tou xat o € anavtd avtiototya o; = 8(sk, M;).

3. O A e&ayer Lebyog (M, o), 6mov M # M;, i =1,...,m xa xepdilet edv

V(pk, M,o) = 1.

{2¢ mheovéxtnuo Tou A opiletar 1 tocHTNTA
AdvBEUF=CMA — Py[V(pk, M, o) = 1| (M, o) «— AR (pk): (pk, sk) —— K],

6mou 0 cuuPoioude ASCR) (pk) dnhdver Ty extéheon Tou alyopiduou A pe eicodo
pk xou oupPoudéc and yavteio 8 pe eicodo sk. To DS éyel aopddeia EUF-CMA
€dv Oev umdpyet avtinahog mou xepdiler 1o malyvio EUF-CMA pe pn ouyekntéo
TAEOVEXTTUOL.

Ilpbtaom 2.6.2. To oyniua vroypagwy BLS éyea aopddeia EUF-CMA edv n H
Dewpniel tuyaio pavteio, dedopévou éti to CDH(Gy) eivar Sbokolo.

Anddaén. [BLSO1 Lemma 5]. =

To urxog piac vnoypagrc BLS eCaptdtar anoxieiotind anéd to uéyedog avamopd-
otaorng e Gi < E(IF,) xa etvon nepinou log(q) bits. Baowr| npolinddeon eivon to
DLP(E(F,)) vo napoyéver d0oxoro axoun xou ot emtdéoeic MOV [MOVI3| uéow
Tou Lebypatoc e. 'Etol og mpddtn avdiuor, 1 yehon utepdldlouowy EAAELTTINWY
XoUTUAGOY U Bodud euBdntione 6 (xou emopévwe yopaxtnpotxic 3, and [Men93
Table 5.2]) gaivetoar enapxic yio ao@dheta 80 bit. Xe autd 1o eninedo emttuyyd-
vovtow unoypagés BLS ufxoug ~ 160 bits, apxetd uxpdtepeg twv 1024-bit RSA
xou 320-bit DSA.

Evtottowc, oto mifpec paper [BLS03c| emonuaivetar 6Tt v Unapln ewdixcdv ahyo-
plduwy yio enthuon Tou DLP og copata pxphc yapoxtnetotinis xahoTd Tig uRo-
Yeapéc BLS mo eudhwteg oe olyxpton Ye toug avtaywvioté toug. Ot D.Boneh,
B.Lynn xot H.Shacham, dewpolv wg Aion tny elpeon xaunuiay pe Poadud eud-
tuong = 10 xau E(F,) TEWTNG TAENGS, €va TEOPBATUA TOU TOPEUEIVE AVOLYTO WUEé-
yer v avaxdiudn twv BN-xauruldv and toug P.Barreto xaw M.Naehrig [BN05].
Aedouévng ulag tétotag erheinTinfc xopumOAng, to oyrfua BLS mpoocopuoleton oc
acvupetea Cedypata Tonou 2 wg e€hg:

Keygen(1%): dnuoupyodvion 1o Biwtixd xAewdl s xou 10 dnpdoto xhedi
pk = (r,G1,G2, Gy, e, P, [s| P2, H), émou P, yevwhtopag g Go.
Sign(s, M): n urnoypagt; evoc unviuatoc M eivaw 0 o = [s|H(M).
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Verify(params, M, o): n enolideuon tne unoypaghic YIVETAL UE TOV EAEYYO IS
looTNTOC

?

e(o, o) = e(H(M), [s]P).

H aogdieia Tou tpomonoinuévou oyfpatog BLS eaptdtor mhedy and 1n ducxohio
tou co-CDH ot Gy, Gy Yewpnvtag v H oto ROM. H Uroapérn anodotixod 10o-
wopoouol ¥ : Gy — Gy ebvan amapoityy oty anédeln ([BLSO3 §4.2&Theorem
3.2] ).

Enextdoeig Tou oyfpatog unoypapeyv BLS. [loAld oyfuata utoypupmy ue

EVOLUPEPOUOES IOLOTNTES BacloTNXAY G TPOTOTOCELS TwV UToYypapwy BLS . Xapa-
ATNEIoTIXE Topodelypota ebvon ot multt vmoypagés, threshold vroypagpés xon Tu-
pAés vnoypapés (blind signatures) g A.Boldyreva [Bol02], ot prozy vroypagés
v F.Zhang, R.Safavi xar C.Lin [ZSNLO3|] xou 10 oyrjua xpuvrtumoypdenons
(signcryption scheme) twv B.Libert xat J.Quisiquater [LQO4|, éva epyaheio 6mou
xpUTTOYRAYTIOT Mo 1) LToYEApT YiveTon Tautoypova ot ula evépyela. Ov Stanfield
x.4. [SBWPO3| enexteivovtag to oyfua vrnoypapdv BLS emvéoncoay tic univer-
sal designated-verifier vroypagés, 6mou o ypRotng B unogel va enaindedoet tny
UTOYPAPY-TIoTOTOUINTIXG Tou A, Bev Unopel duwe vo teloel xdmotov dhhov yeHoTr
Yoo TNV eYxwpoTnTd Tng.  Eva dhho ol evdlagépov epyaielo etvar ou alipoio-
nkés vroypapés (aggregate signatures), ot onofec mopouctdotrxay pall ue oyf-
atar unoypap®y daxtukiou (ring signatures) xou verifiably encrypted uToypaQ®V
oty epyaoia twv D.Boneh x.4. [BGLS03| . Ot adpototixéc unoypagéc e€ehicoouy
Tic multi urnoypagés ye Ty évvota 6Tl €va GOVORO N YEAGY UTopel va utoypdipel
GLYOALXS OMuLoUEYWVTAS Wia GUVTOUYN UTOYPAYTY, ETUEXT WOTE Vo TECEL Yia 7
CUUPETOY T OhwV TwY Yerwy oty dadtxacto. Tao BAuata mou exterolviar eivon To
axohouda:

o Y doxexpiuéva unvoota M;, @ = 1,...,m houPdvovtar and Oha Tor UEAT
vroypagéc BLS o, = H(M;) . To dnudoto xhetdi eivor o

(T, G17G27GT7 67P27 [81]P27 ERRI) [Sm]P27 H)

e O 0; adpoiloviar otny ouvolixt, unoypagh o = Y 0; € G.

e H enoileuon yiveton ue tov €deyyo e tobTTog

e(o, P) ;ﬁe Si| Ps).

=1

To matyvio acpdielag v tig adpoloTixég unoypagés etvon mapouolo ye o EUF-
CMA pe 1 dwgopd 61t 610 Téhog o aviinahog A mopdyer n — 1 véa xAewdid

68



pka, ..., Dk, xou x€pBIlEL EGV ONUIOUPYACEL EYXUPT) GUVORIXTH UROYEAQT) 0 o ToL UY)-
vopota My, ..., M, ue dnuooto xhetdld pk, pks, . . ., pky,. H acgpdheia Tou oyfuatog
omantel Tor unvopato va etvon Stoxexpuéva [BGLS03 §3.2]. O neploplopéc autodg
apyotepa agarpédnxe ond touc M.Bellare, C.Namprempre xat G.Neven [BNNOG].

2.7 Kpuntoypagia Anudciouv Kiedrod Xwplg

ITictomowmnTixd

H evtatu épeuva oe IBC egapuoyéc mou axdhoudnoe 1 dnuooteuor tou [BFO1],
odfynoe oe wa oelpd IB-oynudtov xpurntoyedynone [Lyn02], [MSKO02], [CHKO03],
unoypapav [Hes02], [Pat02b], [LQO3], [CCO3| xar avtarhayhc xAewdiol [Smal2],
AVATOPEUXTA OULS Xt STV avalTNOT TwY TERITTOoEwY Tou 1) IBC etvar onuoavtixd
TEOTOTERY TNe xAaoxic xpurtoypapiac dnuociou xewdol (PKC). Avagépouue
xdmota Poowxd onuela oOyxplong xou topanéurtouye oto [Pat02al yia avahutixdtepn
TEOGEYYLOY) TOU VEUATOC.

Avdevtixdtnra Hoapapétpwy Suvothpatog: 1600 oty IBC 600 xau oty
PKC, onowadrnote xax6Boulrn ahholwor TV TapauéTemy T0U GUOTAUNTOS UTopEl
VO TPOXUAEGEL XAt TNV ONLXT XATAPPEUGT] TOVL.

Avavoph Idtwtixdy Khewdiodv: otny IBC, 1 anwheta ohxod ehéyyou evoc yer-
OT1 0TO WIWTXO Tou xAeWi dnutovpyel TNy anaitnon Uropdng acParoie xavahlol
petall yerotn xaw PKG. Amd v dhhn dev undipyel 1 avdyxr umodourc Stavourhs
xhewtwy omwg otny PKC.

Meoeyyinon Kiewdwot: n PKG ot éva IB-clotnua €yel mivien oyl ndvew oTtoug
YPNOTES, UE TNV EVVOLX OTL UTOREL VO ATOXQUTTOYRUPHOEL XPUTTOXELUEVA TIOU TOUG
apopoOY AhAd X VoL TAACTOYApTioEL UTOYpupESC Toug. Kdtt téTolo dev efvan duvatd
oty PKC nopd pévo ue cupgpmvio yetald ypnotov xou apxns mioTtomointikay
(certificate authority - CA). H yeoeyyinon xhewdiol unopel vo ovTiueTwnioTel e
™ Ypron torhamiawv PKG.

Avdxinom: oty IBC undpyet wiaitepn duoxohior otny avdxhnon tou dnPOcLou
AhEWV eVOC YehoTn xadog TpoxdTTEL xdvovTog hashing otny tavtotntd Tou. H
e0xohn Aoon yenowonoinone Aninmeddeouwy TauToTATWY GTEREL amd TO Gy ud TOV
IB yapaxtipa Tou.

Avayeipion Kogouv Kiewdioh: 1 eCao@dhior ¢ WUoTOTNToS Tou x0plou
xhewrot and v PKG eivon Cwtinfc onuaoctag yia éva IB-obotnua. Autéd xadiotd
v PKG Bacixéd o160 entdeone xon emouévwe tidevton {ntrpata doyeiotorng xi-
otou xhewdot. H ouyvh addory| Tou x0plou xhedtod dev efvon mdvta cuveTh Adom
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xdog emPBoaplvel To GUGTAPO UE TNHY EVNUEQKCT] TWYV TOLUUETEWY XL TWV ONUOCUY
AAELDIDY TWV YONOTOV.

Avuvvatétna Awebpuvene: 1 PKG, oe avildeon pe v CA oty PKC odev
eTUPUPUVETAL UE TOV EAEYYO TWV TUGTOTONTXWY, EYEL OUwS TNV ELDUVY EYYEUPIS
xow ONUOVEYIAS WLTIXOY XAEWIWY TwY Yenotwy. O @bépTog epyaciog unopel va
empeplotel oe neptocdtepec PKG ue ) yerior evocg tepapyixot IB-oyfuatog, 6mwg
oto |GS02] .

Moali pe to mponyoUueva TEETEL Vo GUVUTOAOYIGOUUE THY XANEPOUEVT) EUTIOTOCUVY
mou undpyet oty PKC Aoyw tne uwaxpdypovne yerione PKC-cuotruatay, odld
AL TOUG TEPLOPLOUOUS Tou emBaAouy dLdgopol xavoviouol xat vopoleoieg. T
Tapdderypo, olupwva ue v odnyia 1999/93/EC e Evpwnaixfc "Evwone o ypt-
OTNG TEETEL VO EYEL ATOXAELOTIXG EAEY YO TOU IOLWTXO0 TOU XAELDIOU WOTE VAL EVIO-
milovtar TuyoUoEC ahhay€S oTo DEDOMEVA UE T OTOl GUVOEETUL 1) MAEXTPOVIXT
umoypagy| Tou. I'evixdtepa, 1 IBC galvetar npoBinuatind ot eQuouoyEéc Tou evOla-
@éper n un ardprnon (non-repudiation) evépyelac and évo yeRoTn xot, TAPOAO
ToL OlETEL (dmota GNUAVTIXG TAEOVEXTAUATA, OEV UTOPEL VO AV TIXATACTACEL TNV
xhaow) xpurtoypapia €€ ohoxifipou. Aviideta, n emhoyt| evog IB-oyruatog Véhe
wiaktepn entl T00TOU UEAETY AVANOYU UE TIC UVAYXES TNG EXUCTOTE EQPUPUOYTS.

Axohoudmvtoc Ty mapandve avdiuon, ot A.Al-Riyami xat K.Paterson [ARPO3]
emvonoay Uil véa exdoyr xpuntoypapiog dnuociou xAewo), 6Tou dev amouToOVIAL
ToToTomN T ahhd xon Oev ugictaton TO TEOPANpA pecEYYUNoNG xAewwol. To
uPptowd eldog xpUTTOYRAPlag TOU ATOPEVYEL Tol TARUTAVG EYYEVY| TEOPARUATA TG
PKC xo IBC avtiotorya ovoudotnxe Kpuntoypapia Anudoiov KAedwd ywpls
Ilovoromuixd (Certificateless Public-Key Cryptography - CL-PKC) xot mpoo-

otopilTton amd TNV TopaxdTe UTOdOUT:

o Mio éumoty tpitn apyr nou xokeiton Kévtpo Ilapaywyris Kiabidv (Key Gen-
erating Center - KGC), nopéyel uéow aopaholc xavahol o€ ua ovioTnTo
A €va uepird 101wTikd kAe1dt d 4, 10 omolo umohoyilel and Y TAVTOTATA TOU
A, ID 4, xan va x0p10 xherdl.

o H A cuvoudlovtac 10 da pe xdmota pUuoTt| TN TANRopopia TapdYEL To TEaY-
HOTIXO WITNG NG XAEW! Sa.

e To dnpooo xhewt Py g A unohoyileton and tnv puotixy| g mAnpogopia
A TIC ONUOCIEG TUPUUETOOUC TOU GUCTAUATOC

O Baowxég drapopés pe v urodopr; g IBC ebvar epgaveic: n KGC dev €yel
TEOOBACT, OTA WIWTIXE KAEWIL TV UEAWY TOU CUCTAUNTOS Xo TA ONUOCLAL XAEL-
otd dev xadopiCovtan povadixd amd T ToUTOTNTES Toug. e eninedo aopIleLog,
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7 epmoTtoolvr mou urdpyet KGC mhnodler v avtictoryn otnv CA oty PKC.
Ocwpotiye dnhadt 6Tt 1 KGC propel vo mapoxohoudel tny emixovwvia xon vo Y€Tel
EPWTAUATO ATOXPUTTOYRAPNONG, O)l OUMS %ol VO OAKOLOVEL TA ONUOCLY XAELDLLL.
Aoyw éhherhne motonomuixwy npénet vo unodéooude 6Tl éva CL-PKC-oyfua ei-
VoI AGQAAEG aXOUY] Ao ATEVAVTL OE AVTITIAOUG TOU UTopolv, EXTOG TOU Vo VETOUY
epwThuaTa EZoYWYTC (LEPIXDY) IBIWTIXOY XAEBIOY Xl ATOXPURTOYEAPNONS OT-
w¢ oto nafyvio IND-ID-CCA, va avtixahotoly 10 dnudcto xhewdi wag oviotr-
Tag PE xAewid g emAoyrc toug. ¢ mpwto delypo CL-PKC-custhuatog, ol
A.Al-Riyami xou K.Paterson napouctacayv éva CL-PKC-oyfua xpurntoypdgpnors
10 ornofo Paciletar oto Basicldent xadopileton and toug e entd ahyoplduoug:

Setup(1%): 6nwc xu oto Setup tou Basicldent, 1 KGC eméyer xlpo xhetdt
5 € 7y xon OnuLoupYEel TIC TUPAUETPOUS TOU CUCTAHUNTOS

(T, GlaGTa e,n,P, PO) Hla HQ)

PartialPrivateKeyExtract(s, /D4): n KGC unoloyilet yia tov ypfiotn A e
TowtoTnTe D4 10 Pepind WiwTind xhewi da = [s|H (I D4).

SetSecretValue(:): o A emhéyer puotint| TAnpogopia x4 € Z.

SetPrivateKey(da, r4): 0 A unohoyilet to WDiwtxd xhewi tou wg
Sa = |zalda = [xas|H1(ID4,).
SetPublicKey(z4): o A urnoloy{let o dnudoto xhedl tou og
Py =(Xa,Ya) = ([£a] P, [24] ).

Encrypt(M, Pa,ID4): yio tny xpurtoypdenon unvipotoc M € {0,1}" yio to
yeriotn A extehodvTon tar oxdhovda Brporta:

1. Exéyyetan €dv e(Xa, Fy) a8 e(Yy, P).
2. Eméyetan tuyaio t € Z7.
3. Trohoyileton 0 xpuRTOXEiUEVO

C = ([t]P, M ® Hy(e(H,(IDA),Y4))).

Decrypt(C, S4): yio v anoxpurntoyedgnon touv C' = (U, V') urnohoyilouye
M =V @ Hy(e(Sa, U)).

Hopoépowa pe ta Bhuoata oto [BFO1], epapuélovtag tny teyviny Fujisaki-Okamoto
10 Tapdmdvew oyfua yetatpencton ot éva CL-PKC-oyfua pe acpdieio IND-CCA
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oto ROM bedopévng tng unohoyioTific duoxohiiaug Tou CBDH oe cuupetownd (ely-
wotot [ARPO3 Theorem 1].

Y10 |[ARPO3| reptypdgpovian enione CL-PKC-oyfuata uvroypapdy, cupgwyviog
AAELDLOU XOlL LEQUPYIXNC XPUTTOYEAPNOTS, Bactouéva oTa avTioTolya Oy NUdTL TWwV
[Hes02], [SOKO00] xo [GS02] . Ot déec twv A.Riyami xou K.Paterson étuyov
HEYEANG A NOTS OO TNV XQUTTOYQUPIXT| XOWOTNTA UE CUVETEL TOV EUTAOUTIONO
¢ xpumtoypaglag Cedypotog, xar Oyt wovo, Ue Towdheg UEVOO0UG XAUTAOHEVTIS
CL-PKC-ouotrnudtwy [YL04], [ARPO5|, [LQO6|, [ZWXF06], [BF0§].

2.8 Kpuntoypagia Zevyudtwy cto Standard Movtélo

Ot amoBElEElC AGPAAELAS TOV APYIXDY TYTUATOY TOU EPPAVICTAXAY OTHY XQUTTO-
yeaplo Cebyudtwy otnplydnxay oto povtého Tuyatou yavteiou. Aoyxd enoxdhou-
U Aoy 1 avalATnoT VEwy oynudtwy tou tapetyay acgdicta oo standard jovtédo,
6mou o avtitalog meptoplleTon Y6Vo amd UTOVECEIS UTOAOYIGTIXTC TOAUTAOXOTY-
toc. Yo [CHKO3], [BB04a| npotetvovtan IBE-oyfuota ye auth v bdtnta, ol-
MG pE onuavTiny| €xntwor oto Yoviého extleorng tou avuindiou. To mpwto IBE-
oy fua mou elvor IND-ID-CCA acgodréc oto standard povtédo napouctdotnxe oTny
epyaoia twv D.Boneh xou X.Boyen [BB04b| xou Beltudinxe oe anodotdrnra
and tov B.Waters [Wat05]. Ilépav autdv, ou unoypagéc oto standard povtédo
v [BB04c|, |[CLO4], [Wat05] enédpacay xatahutixd koTe 610 EpLocHTERY And TaL
METETELTA EVOLUUPEROVTAL OYHUUTA VO ETIDUWXETAL AoPIAEL Ywplc TN Yewpenomn Tuyal-
wv pavteiwy [BBS04], [BBGO5|, [SWO05] [Gen06]. Xe authv tnv evotnta UeAETOUUE
10 oy e utoypapdy twv D.Boneh xar X.Boyen [BB04c|, to omofo unrpe n Bdon
Yior JETEMELTOL OYAUATOL Ouadikdy uroypagpdy (group signatures), omwe Yo dolue
avohuTid oto Kegdiowo 4.

[o v acpdhera twv unoypagony BB, ov D.Boneh xot X.Boyen eworyayav To
TopodTw VEO TEdBAnua tdvew ot Cebypa et Gy x Gy — G :

g-Ioyvpd nedfinua Diffie-Hellman (¢-Strong Diffie-Hellman - ¢-SDH): Se-
Sopévwy yevwntopwy P, Q twv Gi, Gy avtiotoya xou P, [z]P, [2%]P,. .., [21]P,
[2]Q, vo peedet Ledyoc [(z + ¢) 7] P, 6mou ¢ € Z,\{—x}.

To oyfua vtoypagwy BB cuvictatouw and toug mopaxdtw alyoplduoug:

Keygen(1%): dnuovpyolvton 10 wWuwtind xhedl sk = (P, xz,y) € Z* x Z} xo to
BY]P'()GLO xhewdt pk = (T, Gla GQ) GT7 €, Q7X = [«I]Q,Y = [y]Q7 <= 6(P7 Q))

Sign(sk, M): v ufivoua M € Z¥ emhéyetan t € Z\{(—x + M) /y} xon napdyeton
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1 UTOYROPT
(t,o) = (t,[(M + x + yt)"']P) € Z\{(—x + M) /y} x Gy.
Verify (pk, M,0) =1 < e(0, X + [t]Y + [M]Q) = =.

To oyfua vtoypapwv BB etvor cuvenée. Hpdypart,

z+yt+M

e(o, X +[t]Y +|[M]Q) = e([(M—l—:E—i—yt)*l]P, [z+yt+M|Q) = e(P,Q)w+v+d = 2.

[ v amddeln acpdlelas 10U oy AUATOS YEEWCOUAGTE TOUS OPIOUOUS TWV TURUXATwW
rouyviwy. H acgdicia SEUF-CMA xor SEUF-WCMA opiCovton avdhroya.

ITaiyvio Ioyverns YTropiaxrc My ITAactoypdpnong evavtia oce Entdeon
Enueypévov Mnvopdtwyv (Strong Existential Unforgeability against Chosen-
Message Attacks - EUF-CMA): énw¢ oto nafyvio EUF-CMA, o npoxod@v € diver
otov avtiraho A dnudcio xhewi pk xou aravtd oe epnThuaTa Tou A Yoo unviuato
M;, i =1,...,m ye vnoypagéc o; = 8(sk, M;). O A xepdiler av mapdlet Eyxupo
Lebyoc (M, o) ue tov meptoptoud 1o (M, o) va eivor Sidgpopo twv (M, 0;).

IMaiyvio Ioyvene YTropdiaxne Mn IThactoypdynong evavtia oe AcOe-
v Enideon Enleypévov Mnvuudtev (Strong Existential Unforgeability
against Weak Chosen-Message Attacks - SEUF-WCMA): énwe 1o SEUF-CMA,
e Tn drapopd 6Tt o A unoypeoltan va Yé€oel o epeThAuatd Tou otov € npotol o €
TOL OWOoEL To pk.

H Swgopd tne acgdietag SEUF ané tnv EUF efvon 611 oty meddtn, o avtina-
AO¢ Oyl U6VOo BeV Umopel Vo TAACTOYRAPACEL UTOYRAPT OE VEO UAVUNA, OALE 0UTE
VoL TAAGTOYRAPNOEL DIAPOPETIXT UTOYEApY) OE Eva 1idN UToYEYPAUUEVO urvupa. H
acgdiera SEUE agopd xuplwe oyfuato dmou urteioépyeton TuyodoTnta Xatd Tny
UTOYEAPY| EVOS UNYUUTOS, OTOTE EMTEENOVTUL TOMES UTOYRUPES VIOl CUYXEXQUIEVO
PAVUPOL D€ VIETEPUIVIOTIXG oY UoTa, OTws To weak-BB mou da olue 670 enduevo
Yedpnua, ot acpdieieg SEUF xou EUF tautiCovra.

Ocwenua 2.8.1. Edv to ¢-SDHP efvai 60okodo, téte To oxnua vroypapwy BB
éyer aopdreia SEUF-CMA.

Anéoedn. Ocwpolye T0 anholoTERO Gy LToYpapeY weak-BB:

Keygen(1%): sk = (P,x,y), pk = (G1,G2,Gr,e,Q, X = [2]Q, z = e(P,Q)).
Sign(sk, M) = [(M + z) ']P.

Verify (pk, M,0) =1 < e(o, X + [M]Q) = =.

Ioyvewowos 1:  Edv to q-SDH ya ts Gy, Gy efvar dokodo tdte to oynua
vnoypagdy weak-BB éyer aopdraa SEUF-WCMA [BB04c Lemma 9.
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‘Eotw avtinarog A Ttou oyfpatog unoypaghic weak-BB mou xepdiCel to maiyvio
EUF-WCMA ye yn aueintéo mieovéxtnua. Kataoxeudlouye aryodprduo B mou
emhler 10 ¢-SDH oe moluvwvuuixd yedévo. Ta eloodo (P, Ry,...R,,Q,U), 6mou
U = [z]Q, R; = [2']P, o B npoxakel tov A o omoloc pe 1 oepd tou détel
epothpata M;, i = 1,...,¢. O B emhiéyel tuyaio 0 € Z, xar £Y0VTAS TO TOAVWVUUO
F(X) =TI (X + M) =37 | ;X" unohoyiCet

q
P’ = [oi]R; = [0.f (x)]P.
i=1
O B divel otov A 10 pk = {(G1,G2,Gr,e,Q, X = [2]Q, 2 = e(P,Q)) xou anavtd
0T EPWTAPATA UE TIG UTOYPUPES

q
0; = Y [BOIR: = [0(x)]P = [(z + M;)™']P,
i=1
6mou fi(X) = f(X)/(X + M;) = [T0_, (X + M;) = 3970 8;X9. Ohoxhnpdvo-
vtoc Ty alknhenidpaot) tou ye tov B, o A emotpéger €yxupo Lebyog (M, o).
Erouévwe oy let

e(o, X + [M]Q) =e(P,Q) =0 = [ji(f\z]]) (2.1)
Egapuolovtag dLolpectn ToAWYIUGY Tpox)TTEL
g—1
FX) = (X + M)g(X) +v=(X+M)) vX +v. (2.2)
j=0
Ané g (2.1) xon (2.2) éyouye
q—1 .
o=[0(——;+ ]Z;)ijJ)]P.

Tehxoe, o B unohoyile

qg—1
w = [v7] ([0_1]0 + Z[—%‘]Rz) = [(z + M)~]P,
i=0
xon emtotpéget Lebyoc (M, w).

Ioyvewowos 2: Edv to to oynua vroypagwy BB éye aopdieia SEUF-CMA,
téte oxnpa vroypapdr weak-BB éya aopdieia SEUF-WCMA [BB0O4c Lemma
10].
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'Eotw avtinaiog A tou oyfuatog urnoypapwy BB mou xepdilet 1o natyvio SEUF-
CMA. Kotaoxeudloupe avtinaho B tou oyfuatog unoypapay weak-BB mou xep-
oilel 1o nafyvio SEUF-WCMA. O B 9¢éet cpwthpota M;, @ = 1,. .., g hauPBdvoviag
wc andvinorn 10 pk = (G1,Gy, Gr,e,Q, U, z) xou tic vnoypogéc o, ¢t = 1,...,q.
Ou 0; ebvan yovadég yia xdie M; agol unovétoviag M # —x 3 €Y OVUE

e(o;, U+ [M]Q) = e(0}, U +[M]Q) = z = e(o; — o, [z + M]Q) = 1g, = 0 = 0;.

O B bdivel otov A dnuooto xhewdt pk' = (Gy,Go, Gr, e, Q, [2]Q, [y]Q, z). Axohoi-
Ywg o A Véter gpothnata M, ¢ = 1,...,¢ xu o B emdéyovtac xatdrinia
ti € Zy amovtd pe o Levyn (04, t), © = 1,...,q. O A emotpégerl éyxupo Lel-
yoc (M, (04, ty)). H ahknheriSpoon tou B pe tov A Swpoponoleiton oOuQomvo ue
TS ¢ €EAC MEQITTWOELS:

1. O A dev emotpéger Ledyog (M, (04, ts)) @ote ty + M, & {My, ..., M}.
Téte o y emhéyeton Tuyaia xou [z]Q = U. Enopévoc woyler Tt

e(o,U + [t[y]Q + [Mi]Q) = z < e(o, U + [ty + M.]Q) = =,
dnhadh o (ty+ M, o) ebvan éyxupo Lebyoc yio 1o oyfua unoypopric weak-BB.

2. O A emotpégel Lebyog (M, (04, ts)) Gote ty + M, € { My, ..., M}.
Téte o x eméyetan tuyada xou [y]Q = U. N xdmow i € {1,. .., q} éyouue
M! + yt; = M + yt. Emniéov,

(M}, t;) = (M, ts) = e(oy, [z + yt; + M;]Q) = (o4, [z + yt. + M,]Q) = =
= 0; = 0, = (M;, (04, t;)) = (M, (04, 4)),

70 omnofo efvar dromo amd Toug mEpLoptopolg Tou Ty viou SEUF-CMA, xou
aol M +yt; = M +yt woyler 6tv M # M, xon t; # t,. Yuvenoe o B unopel

va. utohoyioer To Wwtikd xhewdt y = (M — M,)(t; — t.) !

TOU OVTIOTOLYEL
4 7 4 7 7
07O ONUOGCLo XAEW! TOU TOu BOUTXE X0t VO TAAOTOYQRUPHCEL UTOYQUQT OF

OTOLBATOTE YAVUUOL TNG dpeoxelag Tov.

H an6deiln tou ewprjpatog efvar dUeECT) CUVEREIL TWY OO LOYURIOUMY.
_|

Ov unoypagég BB €youv ufixog ~ 2log(r) 6mwe o ot unoypagéc DSA xan unepTe-
polV TV uToypap®y BLS té00 ot ypdvo unoypagrc xadag dev anorteitar hashing,
660 xa o€ Yeo6vo enakfilevong 6mou exTereiton YOVO Evag UTOAOYIOUOS LEdYATOC.

3yw z + M = 0 Yétouye o = Og,
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Ennpocdétwe, oto [BB04c §5] Sivetar évar dhho oyfua utoypaghc Bactouévo 1o
weak-BB ufxouc &~ log(r), 1o onofo éyet aopdheir SEUF-CMA o6to ROM de-
dopévng tng duoxohiog Tou ¢-SDH eve datnpel 1o utohoyioTind TAcovexThUATA
ToU apyLxol oy fuatoc BB.

2.9 XoOvodn Kegaratlou

Adoaye T0 YEVIXS 0plopd Tou (EVYHATOS X0 SWTUTOCAUE To Baotxd TeoBAfuoTa
amd v xpuntoypapio Ceuypdtwy CBDH, DBDH xou co-CDH, cuyxpivovtag t
BUOXOAA TOUG TOGO UETAE) TOUG OGO %ot UE T XA NECWUEVAL TEOBAAUATA TG AoV~
peteng xpuntoypagpiog DLP, CDH xoaw DDH. Y1n cuvéyeia ueietficaue t€ocepa
VUepehaddn oyfuota Tng xpuntoypapiog CEUYUATWY: TO TEWTOXOAO avTUAAAYTC
xhedtol Bdoet Tautothtwy SOKO0, 10 Totuepéc mpwTéxorho avtahhayric XAEWBL00
Jou00, 1o oyfua xpuntoypdynonc Bdoet Tautothtwy Fullldent (BFO1) xat to oy-
po utoypagmy BLSO0L.  Avagépaue eniong xdmoec onpavTinés ENEXTIOES TOUG
divovTag éupact o6To tEpapytnd oy xpunTtoypdgpnong Bdoet Tautothtwy CGO2,
Tic adpoouxég unoypapéc BGLS03 ot to npdTuno oyfua xpurtoyedgnong ywelc
motonomntixd ARPO3. And ta vedtepa oyruata oto standard povtéro, emihé-
Caye vo Tapouctdcoupe Tig uroyeapés BB, Aoyw g epapuoyc Toug oe oyfuata

OUABXGY UTOYEAUP®Y TTou Yo avahOCOUUE GTO TEAEUTHO XEQPSAALO.
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Kegpdiowo 3

To Mn Awxhoyixd Xooctnua
AnooeEne Groth-Sahai

To cuoThuaTe ATOBEETNS GEYLOAY VO YETOUOTOLOUYTOL EUREWS GTNY XEUTTOYpapla
bTay, éva ypdvo UETd Tov 0plopd v arodeilcwr undevikrs yvaons (zero knowl-
edge proofs - ZK proofs) an6 touc S.Goldwasser, S.Micali xau C.Rackoff |GM-
R85|, ot O.Goldreich, S.Micali xou A.Widgerson |[GMW86| neptéypadoy pia yevixy
pedodohoyla oyedioouol xpuntoypapixwy ZK mpwtoxdhhwy. Alyo apyodtepa, ol
M.Blum, P.Feldman xat S.Micali [BFMS8S| xotaoxebacay 1o npwto oyfuc xpu-
TToypdgnons dnuociou xhewol ue CCA ac@dheia E0AYOVTAC XoL Y PNOHLOTOWD-
VToC ToL pun OwAoyikd ovotiuata anédeiéns undevikiis yvaons (non-interactive
zero knowledge - NIZK - proof systems), uio edxy| xatnyopla ZK ocvotnudtwy
amoBeE g 6mou o enahnleuThc teldeton yia Ty akfdeta plag tpdTacyg wadaivovtag
Tinota Tépay Trg amédeEng mou Tou BiveTan. X Oha T yedévia Tou axoholvincay,
ToL U Stohoyixd cuoTARATA AnodEne ATAY 01O ENIXEVTIPO TNG XQEUTTOYQEUPIXHS
€PELVOG, PE OLAPOPES TEOTOTOACELS TOU dEYIXOU 0pOUOY Tpo¢ eCUTNEETNOT TWV
exdotote ey anuthoewy. To 2006, ot J.Groth, R.Ostrovsky xou A.Sahai
éhucay To avotyTo TEOBANUe UTaping Un OLAOYIXWY ETLYERNUATWY GTATIOTIXHS
undevixfic yvoong yia xdde yadooa oto NP [GOS06b| ot etorjyayay véec NIZK
eyviés |[GOS06a] yenotponoidvrag unodéoeic and tny xpuntoypapio Leuyudtwy.
Ou 1d€eg Toug YENoLHoToNINXAY GTNV XATACKELT| GYNUATWY OUADIX®Y UTOYQAPWY
oo standard yovtého [BWOG|, [Gro06|.

Evtoltowg, 1 ueydhn mpaxtixt| yenowotnta twv (EUYUdTov OV elye ovel ué-
YL Ty mogouctaon ulag amhic xar yevixhc pedodoroyiag xataoxeunc chvTouwy
NIZK anodeiewy erahndevoipotntog e€lowoewy mou Pactlovta o (ebypota. Ou
onutoupYol auT®Y Twv anodellewy eivar o J.Groth xou A.Sahai xou 1 epyacia Toug
ue titho «Efficient Non-interactive Proof Systems for Bilinear Groupsy [GSO0§]
OUVIOTA TO XEVTEXO avTixeluevo pehétng Tou xegodaiov. Kotd tnv anddoor twv
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TEOATOUTOUUEVWY EVVOLGY, axoloudolpe o gopuakiond tou [Gol04 §4], anodo-
ouévo U€ow e opoloylag Tou yenotporotelton oto [Zdy07 §17).

3.1 Awxioyxd Xuvothunata AnooetEng

Optowde 3.1.1. Mio Swadoyixry unyarry Turing (interactive Turing machine -
ITM) eivon pior morutouvioxy TM pe pio read-only touvio e166d0u, uia read-only
Tuyador Touvia, uio read-and-write Touvia epyastiag, pla write-only tawvio e€680u, pio
read-and-write touvio evde xehol evahhoyic TwV xUTUoTIoEWY €vepyds/adpariis
xow Evar CEUYOg Touviy emxovwviag e ta €7 YUpaxTNELoTIX:

o ufo read-only tanvior mapoha3ric unvuudToy,
o ufo write-only totvio amocTOMG UnvVURATOY.

Aéue enlong 6T 0o ITM owvoéorzar, edv ol tavieg €106dou Toug cuurinTouy, 1
read-only touvia napahaB3ic pnvupdtwy tTng wlag elvor 1 write-only towvio anoctohrig
UNYUUATOY TNG ARG, ot Tuyaleg Tauvieg xon ot Torvieg e€600U Toug efvan BlapopeTixég
peTah Toug xou ot Touvieg EVOAAAYHC TOUS CUUTITTOUY CUUTANEWUATIXG, OThodT
otav 1 pio TM etvan evepyog, tote 1) dhhn ebvon adpavrc. Abo cuvdeduevee ITM
dradéyovtar €dv exteholv xdmowov umoloyioud e xowr eicodo. Me (A, B)(x)
ouuBolilouye Ty Tuyala YETABANTY Tou avamaploTd TNV €€odo g B otav auth
otoahéyeton pe Ty A ue xowr elcodo x. Mio ITM A éyel yporikr modvmdokdtnta
t : N — N edv oe xdle drohoyixd utohoyiopd tne pe eicodo = tepuatiler oe t(|z|)

Bruata.

Optopde 3.1.2. 'Eva Ledyog ouvdeduevwy ITM (P, V) xakeitar diedoyixd ovotn-
pa arédaéns (interactive proof system - IPS) yw tn yh&dooa L, €dv n 'V elvou
TOANUWYUIIXOU YeOVOU %ot IxavoToloUyTol ot &g 000 cuvifxeg

(i). IIinpdrnra (Completeness): yi xdde x € L

Pr[(P,V)(z) = 1] =

[GSERN )

(ii). OpOdtnra (Soundness): yio xdde x ¢ L xou xdve ITM P*

Pr[(P*, V)(z) =1] <

W

H »xAdom 6hov v Yhwoooy Tou emdéyovton IPS ovopdletoan IP. H ITM P xoiet-
tou anodeiktng (prover), evéy n 'V enaAnleverg (verifier). O onodeixtng Yewpeita
Y wele TERLOPIOUOUE UTOMOYIGTIXWY TOPWY.
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‘Onwg otny nepintworn g xhdone BPP, n mavétnta opdhuatog urogel va yivel
opeintéa €netta and moAuwvuuixd Thdog exteréocwy. EZdihou, xdde L € BPP
Yewpeltar 611 €yet enainleuty| o onolog anoxpivetar Ywels ahhnhenidpaoy, ev xdie
L € NP éyet IPS pnpevixfic miavotntag o@diuatog, arnd Toug 0plools Twy 600
xhdoewy. Ioylel enopévwe 6Tt

BPP u NP c IP.

‘Eva toyvpdtepo anotéleoua tou ogelietar otov A.Shamir efvor To:

Ocwenua 3.1.3. IP = PSPACE.
Andoaén. [Sha92). =

[Tapard€toupe €va avTinpocwTELTIXG TopddetyUo Yhwooas mou Beloxetar oto IP
[Gol04 §4.2.2].

IMapdderywa 3.1.4. Mn Ioopopgiouds I'pagnudrov.
GNI = {{Gy = (Vy, Ey),G1 = (V1, E1)) | Sev undpyet toopoppiouds ¢ : Gy — G}

OV emdéyer tyaio ¢ € {0, 1} xau tuyaio pyetddeon o @ V; — V. Anuoupyel
tehxd tuyaio yedopnua H = o(G;) wopoppixd tou G; xau 10 otéhvel atov P
{nradvtag tou j € {0,1} tétowo wote 10 G; va eivor woouoppixd tou H. Edv
(Go,G1) € GNI, t6te 0o P, mou Bev mepropiletar ypovixd, Beioxer mowo and To
dVo ypaphuoTa elval toopoppxd Ue 10 H xou otéhvel otov V 10 owotd j. Edv
(Go,G1) ¢ GNI, t6te 0 P dev unopel vo Btoxplver and oo Yedenuo teoéxude To
H, ondte otéhver wyoalo j' € {0,1}. Egbdoov o (G, G1) ebvan toopopoxol, téte

To. GUVOAL
{o:Vo— Vo |o(Go)=H} xu {o:V} — Vi |0(Gy)=H}

elvan toomhndxd. Emopéveg, évag tuyalog amodelxtng P* de hopPdvel onuovtixy
TAnpogopia Yot To j amé TNV 0 xar dpa 6ev umopel va eyeldoet tov V GoTE va
anodeytel pe mbavoTnTa peyahitepn tou 1/2.

Koatd tnv extéheot evog diahoyinol mpwtoxollou, elvar mdavd ot 800 TAsupéc,
Tépay NG ahhnhenidpachc Toug, va dayepiloviar Teog GPERGS TOUC X AdmoLd
W T TANeogopla Teoepyduevy elte and To TEPIBAAIOY TOU CUCTAUATOC ElTE and
eowTepLxn euncipla TedTEPWY ExTENECEWY. To Qouvouevo povieronoteitoun enauidvo-
vtag tov Optoyd 3.1.1 pe v npbdcoieor ulag read-only Pondntindc tauviag etcddou
Tou mepleyel Ty emmAéov TAnpogopia mou propel va deyel xdmoo ITM. H ypovixn
rohumhoxdtno wloc dadoyirns unyavis Turing pe foninuir eloodo (ITM with
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auxiliay input - aux-ITM) optletan 6mwe mptv.  Avdroya ue tov Opioud 3.1.1
enaugdveton xar o Opiopde 3.1.2 dote v meoxdel 10 Yovtého Tou dadoyikol
ovotiuarog anédaéng pe Bondneiry eiovodo (IPS with auxiliay input - aux-IPS).

O cuvifixeg ToU TEETEL VAL IXAVOTOLOOVTAL TP Elvat

(i). IAnpérnra: yw xdde x € L , urdpyet y ote yio xdde z

PE(@(y), V(o)) = 1] > 5.

Me (A(y), B(z))(x) oupBoriloupe tny tuyaia yetoBhnt Tou avamapotd Ty €080
e B dtav auth Srokéyeton pe v A pe xowr eloodo x xat ot Borintixéc eloodol
v A, B ebvar y, 2z avtiotorya. Y10 €€rg, yio euxohion Yo avapepbUaoTe YEVIXY O
ITM xou IPS urodnidvwvtag 1 Bonintxy elcodo and touc cuyfolcuoic.

LHoVTIXY) EQUQUOYT GTNY LOVTIEAOTOINGT] XQUTTOYQAPIXWY TEWTOXOAAWY Bploxet
n aoVevéotepn anaitnon tng vrodoyionikis opldtntag, 6mou apxel o emaANVeUTHS
Vo TtopamAavdTon PE apeAnTEN THaVOTNTA YL ATOOEIXTES TOAVWYUIKOU YpOVOu.

‘Evo utohoytotixd 0pd6 IPS xaheiton emyeipnua (argument).

Arnodeigeic yvodong. Xuyvd ot éva TpwToxolo YeTall tov P,V (ntdue and

Tov P avti yio Ty anddeiln plag mpdTaong, TV anddelln xAmolug EAS YVHOong,
OTWS Yo TORAOELYUO TO LOLWTIXO XAEWi Tou avTioToryel o €va BNUOCLo XAELdL.
Tumad, yioe xdmoto SWEAY| oyéorn R Véhouue Yo xowt| elcodo x o P va anodetlel

otov V 6t yvwpilet éva w Hote R(x,w).

Optopde 3.1.5. 'Eva mpwtdxorro ouvdedpevov ITM (P, V), 6mou V nokuw-
yuuixol yeovou, elvan anddaén yrdons (Proof of knowledge - PoK) yio tn Swely
oyéon R pe o@dhua yvwong k €dv ixavorototvtal ot eChg ouvirixeg:

(i). Téewa mAnpdTnra: v xdde (r,w) € R

Pr[(P(w),V)(z) = 1] = 1.

(ii). Eyrxypérnra (Validity): vndpyer PPT ITM X dote yia xdde ITM P*, xou

v xéde x, w'
Pr[(P*(w'), V)(z) = 1] — Pr[y — X7 @) (z) : R(z,w) = 1] < &(|z|)
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H K ovoudletan efaywyéag yviong (knowledge extractor) yiw tny R. H nosdtnta
w(|z]) unovoel Ty mdavéTnTa va tetotel o V ywolc o P* va éyel npdofacn otny

trapdoor mhrnpogopia nou Tou mapéyet o udptupas w. Edv to k(|z|) eivon apekntéo,
T61€ énetan 1) opV6TNTa Tou (P, V), 10 onoio xakeltan dradoyiké olotnua anddeiéng

waons (IPS-PoK).

IMopdderypa 3.1.6. To napoxdte mpmTdéX0M0 TEIOY YOpwY (TpwTdkoAdo Tou

Schnorr)

1. Aéouevor: re Zy,z=4g" N

2. Ilpbxinon: L b it

3. Andvtnon: a=r+bw — V(ir)=1sg*=z2-2°

ebvan ambdeEIgng yvwong Tou dlaxprtol hoyoplduou log, () € Z,, .
b:gr'gbw:ga'
H eyxvpdtnta éneton and v xataoxeut) tou eCaywyéa yvoong K o onolog yia

H mhnpétnta eivor dueon agol R(z,w) < w = log,(r) = z -
eloodo x xa amodeixTy P*:

1. Extelel tov P*(z) xou houfdver 2.
2. Ytéhver atov P* npdahnom by xan haufSdver andvtnon ap.

3. Enavagépet tov P* otny xotdotaon new 1o Brua 2 xou tov mpoxalel ex véou
ue by # by hayfdvovtag a;.

4. Emotpéger v twh (a1 — ag)/ (b1 — bo).

Hapatnpolue ot av Ta ag, a; ebvon 0peg aravthoels TOTe

a1 — ag = log,(z - 2) —log,(z - 2) = (b1 — bp) - log, () <
< log,(z) = (a1 — ao) - (b1 — bo)~ !,
ETOUEVLS EVag amodelxTng mou B YVmpllel Tov udptupa w UTopel Vo amavTHoEL G-
074 T0 ToAY o€ pla Tpdxhnon ue mdavétnta 1/24. H Suvatdtnra eZoywyhc yvoong
amO BUO OPVEG ATAVTYOELS OE DLUPORETIXES TPOXATOELS UTO TNV (Ol OECUEUTT) XAl
Tou ety opddtnra (special soundness).
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3.2 Amobdei&eig Mndevixnc I'vodong »aun
Mn Avaxpioipnodtntag Mdptupog

Ye plo drahoyxn anddetl), WLlTepo EVOLUPELOY UTARYEL Yo TO TL WQEAUY TANEO-
gopla yadaiver o emakneutrc xatd To NGAOYS TOU UE TOV ATODEXTY. XTIg xPU-
TToYpAPWEC eapuoyéc (nteiton 1 TANpogopio va eivor 1 EAGYLOTH DUVATY, OOTE
vaL amogelyeT 1 TEOGANYY YVOONE Tou unopel vor amofel onuayTnd TAEOVEX TN
yioe xdmotoy avtinoho. H anaftnon aut ixavoroteiton ue tov xahiTepo 1p6TO GTIC
amodElEelg UNdEVIXNC YVWOTG, Al Xt 1) Ao VEVEGTERY) OLOTNTOL TNG [UT) DLOXELOWOTT)-
Tag UdpTupog efvar TOAES Qopég emapxwe emtdupnth. O auctnedc oplouds g
uNdeVixfg YVOOELS elvon o axdroudog:

Optopoée 3.2.1. Eow IPS (P,V)) v ) yhdooa L. To (P,V) eivon tédeiag
punodevikng yvdons (perfect zero-knowledge - PZK) edv ywo xdde PPT ITM V*
undpyet PPT akydprduoc 8 bote yia xdle x € L ot Ty, (P, V*)(x) xou 8(x) éyouv
oot xoTAVOUY|, ONAUDY

Va e {0,1}" : Pr[(P,V*)(x) = a] = Pr[8(z) = a].

O arybpiuoc A ovopdletar mpooouoiwtis g ahhnhenidpaons tou P ue tov V.
Yougova ye tov Optopo 3.2.1, éva IPS elvar unpevixfic yvmong €dv €vog ToAuw-
VUG PpayHEVOS eTAANUEUTAS OEV UTopel Vo amoXTACEL Xouior ONUAVTIXY| ETLTEO-
oVt Yvaor and Uty Tou Vo xEEOLLE EXTEADVTIC XATOLOY XATIAATAO TOANUGYUUIXO
alyoprduo.  Abo Yohap®OOES TOU apYLxol 0pLoUOU TEOXOTTOUY omd TS EVVOLEG
NG UTOAOYIOTIXAC X0 TNG OTATIOTIXNAC WY OLXQIGIUOTNTAS OWOYEVEWWY T.u.. H
UTOAOYIOTLXY) 7] DLAXQICLUOTNTA OXOYEVELWY T.U. EMAUVAOLATUTWVETHL CUUSBaTLXS e
TOUS GUUBOACUOUE TOU XEpaaiou.

Optopde 3.2.2. 'Eotww yioooa L € {0,1}*. Abo owxoyéveee 4. {Us}zer %o
{Vi}wer, ovoudlovtar vrokoyiotikd pn dakpioipes (computationally indistinguish-
able), edv v x8e PPT olybptdpo D xar x80e TONUGOVUUO P, UTHPYEL T UEXETE
HEYEAOU UAXOUS WOTE

1
p(lz])

Optopde 3.2.3. 'Eow yhwooo L € {0,1}*. Abo owxoyéverec 4. {U}zer

| Pr[D(U,,z) = 1] = Pr[D(V,,z) = 1] |<

xot {Vy}zer ovoudlovian oranionikd un owkpioues (statistically indistinguish-
able), edv n otatioTxt| dopopd toug A(|z|) etvon apedntéa, dnhadr) €dv yia xdde
TONUWYUUO P, UTEEYEL T 0pXETE UEYSIAOU UNXOUS WOOTE

1
A(|z|) = Z|Pr — Pr[V, = a]|<m.
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Yougwva pe Toug Optopols 3.2.2 xou 3.2.3, €youpe Toug e€hg optouols:

Opglopog 3.2.4. 'Eow IPS (P, V) yio ™ yAdooo L. To (P,V)) eivor vrokopr-
oukrjs (otatiotkiis) pundevikig undeviknis yraons (computatational (statistical)
zero-knowledge - CZK (SZK)), eév v xéde PPT ITM V* undpyet PPT akybprd-
noc 8§ dote ot oxdyeveleg .. {(P, V) ()} rer xot {8(2)}per, Vo ebvar unohoyioTxd
(otatiotind) pn Sraxplotec.

[Tpogavisg woydouv ot cuvenaywyés PZK = SZK = CZK. Enadh oty
xpUTTOYPaPa EVOLAPEEOLY 0L TOAUMYLULXOL UTOAOYIGUOL, GTAY AVAPEPOUUCTE GE
CUOCTAUATA UNDEVIXTG YVOOTS (ZK) da unovoolpe PZK, evé ot dhheg 0o exdoyéc
Yo onawvovtar pntd. Mia yeriown WoTnTa, acVeEVESTERY TNE UNOEVIX S YVWOTNC,
elvon 1) UToRE N TEOCOUOWTY LOVO Yo TO BIGAOYO TOU ATODEXTY UE TOY xAVOpLOUEVO
enoandeutr; V (honest verifier zero-knowledge - HVZK).

Evohhootind, umopolue vor 0plGOUPE T UNDEVIXT| YVMOOT UE TNV UTopE T TROGOHOL-
wTh 8 Yo TNV droyn Tou tuyaiou exokndeuth V¥, viewys (), dnhadr| Tny cxoroudia
ToL TEPLYPdpel TNV Tuyada Taviat Tou V* pall pe tor unvouaTo Tou avtaAAdoGovTaL
xotd TV akknhenidpac tov V* ue tov P. Xe authy v repintwon {nrolue 1 un
SLOXEIOILOTNTA TOV OXOYEVELDY Tk Viewys ()zer, xon {8()}er-

H évvota tng pndevindc yvaong enexteiveton guowxd oe aux-IPS, opilouevn we 1
U1 OLOXEICIUOTNTA TWV OLXOYEVELDY T.U.

{(PWa), V*(2))() }aer zeqonyx xu {A(T, 2) }aer, zef0,1} %

67OV Y, xavoTolel TRy cuviixn ThneoTNTAg we Tpog T. O tpocoyowtrc A extog
amo Ty xowt| elcodo dtadéter mhéov xan TN Poninty eloodo tou emakndeuTi,
TEOYAVAS OUMS OYL XA TOU ATOOEIXTY).

IMopdderypa 3.2.5. Ioopoppiouds Ipapnudrwy [Gol04 §4.3.2].
GI = {{Gy = Vb, Eo),G1 = (Vi, En)) | undpyer wopopgiopés ¢ @ G — G}

O P emdéyer tuyado ¢ € {0,1} xou tuyaio petddeon o : Vi — Vi. Anuouvpyel
ehxd ypdonuo H = o(G;) wouoppixd tou G; xar 10 otéhver otov V. OV
emhéyer oyobo j € {0,1} xaw {Intd and tov P va tou anodeiler 6t o G ebvan
wwopoppd tou H. Edv i = j, o P arnoctéhhet tny petddeon h = 0. Edv i # j,

T61E

1. Eév (Gy,G1) € GI, t6te 0 P vnohoyilel wopoppiopd 7 1 G; — G %

ATOCTEMEL TV h = 0 O T.

2. Edv (G, G1) ¢ GI, t61¢ 0 P anootélhel tuyaio petdieon h.
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Ye xdde nepintwon, o V ehéyyel edv h(G;) = H xon elanatdron uévo €dv i = j
xon {Go = (Vo, Ey), G1 = (V1, Ey)) € GI pe mbavotnta ogddyatoc 1/2. To (P,V)
elvar PZK 9ol 1 wovn mhnpogopior tou Aoufdver o V* elvar to H, o omolo du
uTopoUoE Vo apdyer emAEyovTag xatdhhnhr tuyado uetdideon.

O O.Goldreich, S.Micali xau A.Widgerson |[GMWS86| édeilav 61t €dv undpyouv
ouvaptioes povijs kateturvong (one-way functions - OWF'), t6te xde yhdooo
oto NP éyer ZK-IPS, xoataoxeudlovtog apyxd Eva T€Tolo oloTnua anddeilng yio

10 NP-tA¥jpeg mpdSAnua Tou YpOUATIONOU YRUPHUATOS UE 3 Y pOUXTA.

Ov ZK anodetelg €youv cupela eQapuoyT) 6T0 GYEDIUOUS ACPUADY TEWTOXOAAGY
6ToU BeV UTdEYEL EUTLOTOOUVY UETOEY TWV UEADY. € €Va TROTOXOAAO UNBEVIXHS
YVOOTS, €va YN0 amodeviEL TNV THLOTNTE Tou Ywplc Vo amoxahldel uuoTtixég
TOU TANPOQORiES, 6TWS 0T0 TPwTdkoAAO avayvdpions (identification protocol) twy
U.Feige, A.Fiat xat A.Shamir [FFS88|, to onolo neprypdpetar mopaxdte.

Setup:

1. Mia tpltn éumiotn apyy) TTP emiéyer tuyatoug puoTinols TemTouS p,q xou
unoloy(let dnuoclo n = pq.

2. O P emhéyel tuyoda yior tOWTIXG TOU XAEWL TO Sk = S1,..., Sk € Zy,.

3. O P unohoyiler to drubdoto xhewdt pk = py, ..., Pk, 6Tou p; = £s; * mod (n),
i=1,... .k

TowTtox0MhO avary veRIoTS:
1. O P emhéyer tuyodo 1 € Z, xou otéhver otov V vy T = £r% mod (n).
2. OV emhéyer tuyoia (by,...,b;) € {0, 1}* 1o omolo xou otédver otov P.
3. O P unohoyilet v T y =7 - HE,L:l 5; xou 11 6TEAVEL 6Tov V.
4. OV anodéyetan owv = = 4 [ [ pi-

To mpwtdxolio otneileton ot duoxohio UTOAOYIOULOY TETEAYWVIXGY Py mod (n)
o gtvon WLaltepal Y Yopo xows ol utoloyiouol tepthau3dvouy uévo Tolarhaol-
aouols. O P* urnopel va Eeyerdoet tov V e mdavotnta 1/2’“.

To mpbéBAnua Tou tapdAAniouv urohoyiopwoL. Eivow gavepd dti 1 undeviny

yvwor, etvon pla ot Tou amodeixtr evog IPS. H undevixy| yvoor dwtneetton
oe oelploxty cuveor exteréocwy ZK-IPS, edv o anodeixteg elvar aux-ITM [GO94
§3.3], oyt buwe xou otr yevixy nepintwon tou Optopot 3.2.4 [GK96 Theorem 4.1].
‘Otay exteheltar TopdAANAog UTOAOYIOUOS, 1) 1O1OTNTA OE dratrpeital 0UTE 6T0 axdud
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oY VEOTERO HovTENO, dTou Vewpeiton 6Tt uTdpyer kadodikds mpooopoiwtis (black-
box simulator) My tou dtohdyou uetall Tou anodeixtn P ue xdde enahndeuts V*,
ue tov My vo xokel tov exdotote V* we povieio [GKI6 §5]. To yetovéxtrua tng
un dtathpnong uné Topdhhnhn clvieor dev epgaviletar o€ pla mo acVevy| BIOTHTA
TOU OmOOELXTY), TNV U1} dlaxpLooTNTA Uudptupog, TNV onola ewwhyayay ov U.Feige
xou A.Shamir [FS90].

Optowde 3.2.6. Eow aux-IPS (P,V) v tn yhdooo L € NP xou éoww Ry,
oxéon paptuptag (witness relation) yw tnv L 1. Aépe 6t 10 (P,V) éyer un
dakproiuétnta udptupos (witness indisinguishability - WI), edv yia xdde nohuw-
vupixd emohndeuth V* xou xdde d0o axohouee {wilier, {w2}ier ot obyevelee

T
{P(w), V(D)@ aer.zeqoay xan {(P(wy), V*(2))(@) faer.zeqoape

elvon UTOROYIOTLXS W) DtaxpioLUES.

[eprypapxd, éva obotnua etvor WI edv o enodndeuthic dev umopel va dtoxplvel
amodelels Tou yenolponotoly dtapopeTLNoUs pdeTupes. Tetpupéva loylel 6TL xdie
IPS ywplc Bonintixég eioddoug ahhd xou xdle amodetxTixd GOOTNUA OTOU Yo xdle
r o Rp-pdptupag w tou x yioo Ty L ebvor povadxdg etvan WI. Kde ZK-IPS etvan
xow WI-IPS, agod 1 €€000¢ £VOE TROGOUOWTY) GUGTAULATOS UNOEVIXYS YVWOoNS efval
aveldoTnTn amo 1oV udpTupa Tou yenoworolel o arodetxtng. To avtiotpogo dev

oy VEL, 0TS PAVETOL OTO ETOUEVO TAPAOELY L.
IMTopdderypa 3.2.7. Eotw yetddeon povic xatetiuvone f. OplCoupe Yhoooo
Lo = {y | 10 mp&10 bit tou f7(y) eivor 0},

xode eniong oyéon poptuplac Ry = {(f(w),w) | w € {0,1}*}. 'Eotw aux-IPS
(P, V) y1oe v Lo 670U 0 P e xowd eloodo y xon Bondnmixd eloodo [~ (y), otéhvel
[ 1(y) otov V. To (P, V) etvar WI ohrd byt ZK.

Arddsaén. To (P, V) etvon mpogavire WI Mdyw povadixdtntag twv poptieny [ (y).
Ané v &hhn, yoplc T yvoon tou fTH(y) o enodnduthc dev uropel va emithyet
Tinota onuavTixd xahlTeQo and To va pilel €va vououa, agol N f elvon povig
xotebiuvone. Enoyévee to (P, V) Sev eivar ZK.

_|

Y10 emOUEVO De@pnuo amodEXVOETOL OTL 1) WOLOTNTA TNG U1 OLoXPLOWOTN TG UdpTU-
PO BlaTNEE(Tol GTNY TERITTWOT TS TOAVWYUMIKTS Veviknig otvleons, 6Tou TEREQU-
opéva to TAfdog IPS ue anodelntee TOAUWYUIIXOD YeOVOU EXTEAOUVTOL TAUTOY POV

3. Rp(z,w) & |w| < poly(|z]) A x € L xau 1 R eivon moAvevuuxd exohndedoyn.
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XU TOAUWYUUIXE, ©¢ TR0g TO YEYEDOC TWY EI0O0WY, TOAES POPEC UE CELpLAXO T
TOEIAANAO TEOTO 1| %At UE OTOWONTOTE TUPEUBONY) UETOEY TWY OTADIWY TWV TEM-
ToxOMwY. To 1oyupd aUTé HOVTENO UTOTUTKVEL PEUACTIXG TIC DUVITOTNTES EX-
HeTdMevone Thneooptdv amd éva xaxdBoulo yehotn (enahnieuvts).

Ocedenua 3.2.8. Fowoay WI-IPS (P;,V;) ya us oxéoas Ry, i = 1,...,t ka1

(P, V) o IPS mov mpoxvnzear and tn yevikn otvieon (Piy, Vi), (Piy s Vig )s
drnov q moAvdvupo kar i; € [t], 7 = 1,...,q(n). Edv ot P;, i = 1,....t elva
ToAvwr UKoy xpdrov, téte to (P, V) elvar WI ya tn oxéon

Ry = {(z,w | V], (z;, w;) € RLi(j)}’
omov T = (x1,...,%4m)), N kKowij elovodos tov (P, V) kar 0 = (wy,..., Wem)) N

Poninuikn éoodog Tov P.

Anédaén. (Zkaypdpnon). 'Eotw emahndeuthc V* mou Oaxplvel toug udpTtupeg
Ujl == (w%, N 7w;(n))7 U;Q == (w%, N 7w§(n)

uBp1o1ké emiyeipnua (hybrid argument) €youue 61t yioo xdmowo k o V* Suaxplvet

) ¢ xow¥g e1e6dou T. Egapudlovtag

TOUG PdPTURES

1 1,02 2 1 1 2 2
(W5 ey Wiy Wiy e ooy W) %o (W1, e oy W, Whiny -+ W)

Karaoxeudlovye enaindeuty V', o onolog €yoviac w¢ Bonidntixy eloodo ta T
XOL WY, ..., Wiy Weygy - - -, W2, TPOCOPOLOVEL TO DLEAOYO TGV Pii Vi, j#k+1
w¢ &g emhéyel v xdde j-ooth extéheom, j # Kk + 1, xowx eicodo x; xau
Bondnuxt, eloodo arnodelxtn wj. LN cuvéyeta xohel Toug P, V* xou yio xdde urvuua
mi, ..., My moU otéhvet 0 V¥, o Vi | mpowdel xdde my, j € [¢(n)]\{k + 1} otov
avticTolyo anodelxn P, Qdc amotéheoua, agriveton «<ehEuliepocy LbVo o BLdhoyog
twv P

* 2, Z 4 7 , N
inp1s Vi1 SUVETOC €Y0upe 0Tt Yia xovh ElC000 Ty

| Pr[(Piy, (Wi1)s Vier (2))(@ns1)) = 1] = Pr[(Prpr (wiisa), Vi () (k1) = 1] |=

=| Pr[(P(w!), V*(2))(@)) = 1] = Pr[(P(w?), V*(2))(x)) = 1] |,

Z * , N 2, 1 2 7 N
Enouévwg o Vi¥ | unopel va Slaxplver toug wy, 4, wi,q xat dea 1o (Py, . Vi, , ) Sev
elvar WI, droro.

_|

3.3 Mn Awroyixd Xvotipota Anddeting

To pn dtohoyind cuoThpaTa arnodeng etvar ula exdoyr twv IPS émou dev undpyel
xoplar Tapamdvey aAANAETDpaoT) Tépa Amtd TNV ATOGTOAY, TNG ATOOEENG OTOV ETUAT-
Yeutr|. 110 ouvniéoTepo Ur BlahoYo HOVTELO, ol Blo TAEURES €youv TpbdofBac),
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TEPAV TNG XOWNS €10000v, ot Eva tuyalo string kowng avagopds (common refer-
ence string - CRS). O oplopédc twv pn Slhoyixdy cuotnudtwy oanddeine oto CRS
869mxe M.Blum, P.Feldman xot S.Micali [BFMS8S], ot onofot exione anédetlay tny
Umapén NIZK olotnuotog anddelng yio €vay Loy uplold «x ; Ly, vy xde yAoooo
L oto NP. Ot M.Blum x.6. [BSMP91], enéxtewvay 1o [BFMSE|, o NIZK clotrua
amOBEE NG TOAUWYUIIXOY TARDOUS toyuptopmy. Kot ot 0o mopamdve xatacxeuég
otnellovtar oty undlleon tetpaywrikdy vnodoinwy (quadratic residue assump-
tion -QRA) xou napouctdlouy xupine Yewpntixd eviapépny xatoe elvon apxetd
TOANOTAOXES. EnuavTixh ©wotéco andppoto Tne anddeEne tou [BSMPII] eivar 61t
o anodeixtng ymopel va elvon ula PPT TM ye Bondnuxy| elcodo €vav udptupa
e xowrhc ewwédou . Nwpitepa, ot U.Feige, D.Lapidot o A.Shamir [FLS90],
otnelduevol oe yevixég unodéoelg mohumhoxotnrag, xataoxebacay NIZK cbotr-
pota amodeEng yia xde yawooa oto NP xan napdddnio €detéay mee ToAmVUULX00
mAfoug amodeixTteg umopolv va potpactoly 1o Bt CRS. Agyduevol tnyv Unapln
trapdoor petatdécewy, ol anodeixtec oto [FLSI0| propolv va eivar moluwmvupixol
YEOVOU OTWE TORUTAVE.

Ye éva un Swhoyd cLOTNHA ATOOEETS Ol 0pIGPOL TNG UNBEVIXNS YVOOTS Xl TNS
U1 BloxELolpoTNTOS UdeTupog etvar amhotoTepol, agol 1 ur aAAnienidooor Ue Tov
amodeixTn xohoTd ETaENY| TNY TEOCOUOIWOT) TNG ORACTE HOVO TOU UEYLXOU ERUAT-
Ueuty|. ATapaltnTn YLl THY XATAOXELT ACYUADY OYNUATWY XPUTTOYRAPNoNS elvor
7 Vepnon xoxOBoUAMY ATOBEXTMY XAl TEOCOUOIWTWY TOU AELTOURYOLUY Tpooap-
pootikd. Enouévec, tpomonototye tov apyixd optopéd tou [BEMSS|, urodétovag
ot 1 xowt| elcodog T emhéyeTon and Tov avtinoro agol yvwotonotnel o CRS
xou o mpocouoiwthc e€dyet CRS g emAoyrc tou. Tumnd éyouue

Optowde 3.3.1. Eva Letyoc moavouxwv TM (P, V) xodeltaw pun wadoyixd
ovotnua anédeiéng (non-interactive proof system - NIPS) yio ula yhdooo L €dv
NV elvor ToAUGVUIIX0U YeOVoU ot tXavoToloUvTaL ol 500 e€A¢ oUVIXEC:

(i). IInpdrnra: yio xée x € L

2
Pr[ﬂ- A ﬂ)(w$7$7r> : V(w,r, 7T) = 1] = gv

émou 1 ebvon Tuyaio string ouolbpopa xataveunuévo oto {0, 1Pl son ),
udptugag Tou T Yo Ty L.

(ii). OpOdtnra: v xdde TM B

1
Pr[(z,7) <« B(r) : V(z,r,m)=1Arx¢ L] < 3
OTOU T OTIWS TTELY.
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YNUELOVOUPE OTL 0 0PIOUOS TNG TEOGUAPUOCTIXNG TANEOTNTIC, oV %ot BUVATOC, DEV
elvon avoryxafog xad®g Okt oL GLUVADT XEUTTOYPAUPLXS TEMTOXOAA EYOUY TEAELX
TANROTNTA, ONAADTY Undevix TavdTNTU GHIAUATOS.

Optowde 3.3.2. Eva NIPS (P,V) eivar undervikns yvoons (NIZK-PS), edv
undpyet PPT odyéptdpoc 8 = (81, 82) dote yia xde avtinaho A = (Aq, As)

Pr[r & {0, 1}p°ly(”); (x,wy) «— A (r);m — Plwg, x,r) : Ag(r,z,m) = 1]
~ Pr[(r,7) < 8:(1"); (x,w,) «— A1(r);m < 85(x, 7) : As(r,z, m) = 1],

6mou & ouUPBOAleL TNV aueAnTEN BLopopd TwY 5V0 THAVOTHTLY ot W, UAETUPAS
Tou T Yl TNV L.

Optowde 3.3.3. 'Eva NIPS (P, V) éyet un dukproipdrnra pdprrpos (NIWI-PS),
edv v xdde avitoho A = (Ay, Az) xon xdde 5o axohoudiec {wllier, {w2}ier

Prlr < {0, 1}7°M; (2, w), w?) < A (r); 7« P(wk, z,7) : As(r,z, ) = 1]

~ Pr[r & {0, 1}p°ly("); (z, wi7w§) — Ai(r);m ?(wi,x, r): Ag(r,x, m) = 1],

1

6mou Wi, w2 pdpTupES TOL T Y TNV L.

Hapdderypa 3.3.4. Acdoyévou oyhuatoc xpuntoypdynone C = (9,€,D) ue
aopdherr CPA xon evée NIZK-PS yio NP yhdooee (P, V) xotaoxeuvdleton oyt
po xpuntoypdynone C* ue acgpdieror CCAL mou cuvicTtatar and TOUS TOEAXITE
alyopituoug:

e G*(1%). Extehetton 800 gopéc o G(1%) xou mapdyovron Letyn xhediwv (skq, pk1),
(ska, pka). Emthéyeton tuyaio r € {0, 1}P°%H) a1 10 Lebyoc Srudotou xou tdiw-
00 xAewdol 010 véo ayfua ebvar sk* = sky, pk* = (pk1, pka, 7).

o C*(pk*, M). Emiéyovron tuyaio wy,we € {0,1}*, unoloyilovron o xpu-
ntoxeipeva Cp = E(M||wy), Co = E(M||ws) xou o P e&dyer v anddeln
P(r, (c1,¢2), (wy, wa, M)). To xpuntoxeipevo yio to M etvon to

C = <01,CQ,7T>.

o C*(sk*,C). Edv V(r,(c1,c2),m) = 1, t61€ unoroyileton 10 D(sky, Ch), ai-
Mg emoTpepeTon L.

H avodutin| magoucioorn xar 1 anddelln ac@dielas Tou oy NuaTtog divovtol oTo
INY90].
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M7 Siahoyixd cuothpata oto ROM. ‘Evo Stpogetind uovieho xataoxeurs

U1 SLohoYIX®Y TEmToXOAMWY TeoxOnTeL €&V avtl Tou CRS dewpniel 6Tt 0 anodel-
ATNG A 0 ETUANUELTAG €Y 0UY XOWT YVGOOT EVOS Tuyalou pavieiou H. H minpdtnta
xou 1 0p06TNTa EvOg NIPS opilovtan yio omoladrnote H avitictoya pe tov Optoyd
3.3.1. H Baowr wea yetatponrc dhoyixwy tpwtoxoiwy oe NIPS oto ROM
amod{detow otov M.Blum o onolog yenowonot®dvtog T eUpeTIxéc TEYVIXES TWV
A Fiat xou A.Shamir [FS86], avtixatéotnoe to epwtriuata evéc enodndeuty| ue
hashing yvootov pvupdtov. Auotneds optoudc Tne pndevixic yvoone oto ROM
860nxe andé touc M.Bellare xar A.Rogaway [BRI3 §5]: o amodeixtng Sdétel
Bondnuxt, eloodo w xar o exadnleutic WwTixd Tuyado string 7. O tpocouowthg
8 eMTEENETAL VU TROYQUUUATIOEL £Vor TOAUWYUULXS TUAPA Tou Tuyafou uavteiou R,
dnhodry mohuwvuuxd thhdoc Levydv (z1,y1), ..., (@, y) omou R(z;) = y;, @ =
1,...,t, eved To unoAomoimo ppog Tou IR Yewpettar Tuyaio Yo tov 8. ‘Onwe xan oy,
N undevixt| Yvéon npoxintel and v un Swxpowétnta v {{P(w), V(r))(z)}ser
xot {8(x)}zer. X0 [BRI3 §5.2] Siveton yevixnh uédodoc xataoxeurc NIZK-PS oto
ROM aré tuyato IPS-ZK yio yhwooo L. Hpodogatn UehETrn TN UndeEVXAc YVOoTg
oto ROM Peloxeton ota [Pas03], [Wee09)].

H enéuevn mpdtaoy agopd otny xataoxevt) NIZK-PS oto ROM ond 1o moAd
OLUOEOOUEVA D-TRWTOXOAADL.

Optopde 3.3.5. Eva npwtoxolho (P,V) tpdv ylpwy eivon X-tpwtdkodro yio
) YAWooo L edy wovomololvTon ot e€\g cuvIiXeS:

(i). II\npérnra.

(ii). Ewucry OpOétnra: ye xow| eicodo x, yia xde (ebyoc anodextindv Sahdywy
déopevone, mpdxinang, andvtnone (r,b, a) xou (r,b',a’), 6mou b # b', uropel
vo e€ay Vel pdpTupag w tou x yia Ty L.

(iii). Ewwery HVZK: undpyel npocopowtic 8, onolog ye eloodo = xa tpéxinomn b
emoTEéQeL amodextixd didhoyo (r,b, a) mou axohoulel Ty Bro xaTovouy| Ue
TOV TpayuaTixd didhoyo petalld Twv P,V ue xowy elcodo .

Edxoha mpoxinter 61t 10 mpwtéxolho tou Schnorr (Hapdderypo 3.1.6) ixavonotel
Vv ey HVZK xau dpa etvar E-npwtdxohho.

IMedétaoy 3.3.6. Eow S-rpwtdkoddo (P,V): P 5V, P LV PS5V Eow
(PH,VH) 10 ovoTnua mov rpoxvrter ard to (P, V) av o P avukatactiijoea tov yipo
P Ly pe epddTnua o€ tuyaio pavteio H ya o (r,x), émov & n kown €ioodog,
vnodoyioea to a Pdoa tov b = H(r,x) kai anooteirel tnv ardédeén (r,a). O VH

O¢ver vo epddTnua H(r,x) ya va AdBer to b kar ot owvéyeaa eraAnietea érwg o V.
To (PH V) etvar NIZK-PS-PoK oto ROM .
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Ardsaén. (Zmaypdenon) H minpdtnta tou (PH, V) etvar mpogavic. D tr -
devixt| yvwor, nopatneolue mpwta ot 1) ewix’) HVZK cuvendyetoar vy HVZK.
Medrypatt, dedoyévou mpocopowwty| ewinric HVZK 8 xataoxeudlovue HVZK npo-
copowt| 8, 0 omolog e eloodo x emAéyet Tuyaio b, xakel Tov 8 ye elcodo (z, b) o
emoteéger Ty €Z0bo tou 8, (1, b, a). O ZK npocopowthc 8* xahel tov 8’ ye eicodo
x o hopfdver tpdda (1, b, a). Mpoypouuatiler v H we b= H(r, z) xou emotpé-
et Ty TELdda (1, b, a) mou oxolowdel Ty (Bto xatavour ye v (r, H(r, x),a) tou
Ty oTixoU dtahbyou?.

H anédeiln yvoong mpoximtel and v Omapln eaywyéa yvwong K, o onolog
and omodeixtn P*, hopBdver v anddeln (r,a), enavorpoypaupatiler Ty H g
V = H(r,z), V # b xou nepyéver véa andvinon (r,a’) oand tov P*. Edv o (1, a),
(r,a’) eivon amodextéc, T6TE €€dyeEL PdpTupa w Tou T omd Tic TELdES (1, b, a) %o
(r,0',a’), 6nwe eyyvdton 1 ety opdotnta tou (P,V).

_|

Ov O.Goldreich xot Y.Oren €deilay 6Tt dev undpyouv IPS evédg yigou xou un-
deEVIXT|C YVWOTNE Yia YAwooeg extods Tou BPP 6to standard povtého [GO94 Theo-
rem 4.3], to onofo cuvendyetar 6t o povtéro CRS ebvon amopaitnto oty xataoxeun
EVOLAPEPOVTWY XPUTTOYRAPIXGY oY TudTwy Tou yenotponotovy NIZK-PS xou de
otneilouy TNy aogdhreld Toug 6to ROM. T'ot autdy 10 Adyo mohhol epeuvntég untoy-
vooUv v Umapén CRS, mapoayduevou and ula éumotn apyr), 6Tav avopépovial ot
oyfuato oto standard poviého, 6mwe Yo Solue oto xepdhoto 4. O R.Pass [Pas03]
evronilet Ty eyyevy| aduvauio twv NIZK-PS oto poviého CRS va mhnpoly tnv
WiotnTor tne dagpevortpdnrag (deniability), SnAady Tng EXTENEOTS TOU TEOGOUOL-
OTH oamd Tov B0 Tov enaAnUeuTy| BOTL ot Eva ) Slahoyixd Tpwtdxoiro, To CRS
elvon pfor dnuodota xon mpoxadoplouévn manpogopia. Erouévee, ot egapuoyéc 6mou 1
Sopevodtnta ebvon Baotxog otéyoc (Bh. [DNSI8 §1.3]) ta NIZK-PS oto povtého
CRS etvar axotdhinio.

3.4 To ocbotnua anddegng Groth-Sahai

Ou un dwoyixée anodellelg avanaplotoly ue axpifelo xpunToypEaPid TEMTOXOA-
Ao 6mou 1 ahknhemidpaor efte dev efvon duvaty| ¥ elvon amogeuxtéa. Evo and Ta
onuavTIx6TEpa TeaxTd mpolAruata mou eugaviCer o CRS povtého ebvar 1 mi-
Yav| avaywyh oe NP-mifen yhdooa (m.y. Circuit-SAT). Méypt npdbogata, to
ROM fjtav 10 20p10 JoVTELO CUOTNUATIXAG XUTACKEVTIC ATODOTIXGY UT| SLHAOYIXWY
TEWTOXOAAWY, TO 0Tolo Ouwg €yel unooTtel aueBATnoT, dpyhc YEVOUEYNS OTO
[CGHIS], w¢ mpoc 1o xatd mboov mopéyet mpoypatinl| acpdheta. EZdAhou, yia

2Bivos gavepd 6t  HVZK eivor wavh yio tv ZK tou (PH, V)
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Vv xataoxeur) NIPS ye v acgdieio tou CRS uoviehou e@apudoiumy 6Tny xpu-
rtoypapia CeuyudTtwy eivan YeHOWOS 0 CUCYETIOUOC PE YAWOGES TOU TPOERY OVTAL
amo TeoPAuata Pactopéva o Cedypota. To mpadTo onuavtixd arotehéouato Tpog
authy TNV xotebiuvor cuvavtdvTon otig W dtohoyixée amodeilelc twv [GOS06a],
|[GOS06b], [Gro06], atepolvtar duwe amodotixdtrTag xoadwe cuvicTavton ond eudy
oLVOLAOUS TOMGY wxedTepwy. H omoudadtnta Tng cpyaciog twv J.Groth xau
A.Sahai [GSO8] efvou 1 emvomon ploc yevixhc pedodohoyiog yia Ty xaTaoxeLY
oOVTOU®Y U1 SlhoYIX®Y amodeilemy Yo YAOOGES Tou otnpllovTon o TeoBAfuaTa
Levyudtwy (group-depended languages). Avéhoyec anodeileic undevixric yvoong
YioL TETOlES YAWOOES OeV Tpolnfpyay 00Te 0Ty evpltepn xatnyopio twy IPS.

Mo v %ol btepr Togoustaon twv GS-anodellewy npocapuoélouye 10 GUUPONOUS
YVOOTOY evvoudy ot yeapth tou [GS08].

e 'Eotww oyéon R nou anotekeitan and tpuddec (gk, x, w) 6mou gk to Setup, =
0 WY VEOUOS ot w o avtioToryog pdptupac. Mio Yhwooo L mou amoteheitan
amo toyvptopols e R otnpileton oe (ebyuata edv 0 gk meptypdget xdmoto
Cedyua.

e 'Eva NIPS yi ) oyéon R eiva pla tetpddo PPT ahyopiduwy (9, K, P, V)
6mou o G emotpéget Lelyoc Setup, npoodetne (mdavds xevic) Tinpogopiog
(gk, sk), o K ye eloodo (gk, sk) xotaoxevdler 1o CRS o, o anodeixtne P
ue eloodo (gk,o,x,w) mopdyer anddein m xu o emodndeuthic V ekéyyet
™V eyxupdThTa e amddene we eloodo (gk,o,x,m). H mhnpémta tou
(9, K, P, V) anoteiton téheta, Onhadt,

Pr[V(gk,o,x,m) = 1] (gk,z,w) € R] = 1,
eve 1 op¥oTNTa eCocpaniletar Yewpdmvtoag opehntéa Ty mavéTnTo
Pr[(z,7) «— A(gk,0) : V(gk,0,z,7) =1 |z ¢ L],
vio x&e avtinaro A.

e Y10 cuviir oploud g opdotnTag, o aviinalog entyeipel va teloel Tov V yia
x € L. Emexteivovtoc tov 0pIoUO €YoupE TNV WWOTNTA TN Leo-0pUdTnac,
omou Lg, tuyala YA®ooo e€aptiuevn ond ta gk,o. Emouévee Yewpolye
opehntéa Ty ThavoTn T

Pr[(z,7) «— A(gk,0) : V(gk,0,2,7) = 1| x € L],

v x&e avtinoro A.
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e O 0plopdg NG U1 OLaxELoOTNTAS UdpTUROS WoyupoToleitor 6Ty ouviéoun
WI (composable WI - co-WI), énou o npocoyoiwtric 8 dnutovpyet éva CRS
70 ornolo efvar un doxplowo and autd mou mopdyel o K xon mopdhhnia dev
Tapéyel xopla mhnpogopio tou Va xadhotd duxployoug dVo BlapopeTnolg
udptupeg. Tumnd yio xde avtiraho A (ntodue

Pr[(gk, sk) « G(1%); 0 < K(gk, sk) : A(gk,0) = 1] =
~ Pr|(gk, sk) < G(1%); 0 « 8(gk, sk) : A(gk,o) =

Xl

Pr[o « 8(gk, sk); (x,wo, w1) < A(gk,0);m «— P(gk,o,z,wy) : A(m) = 1]
~ Prlo — 8(gk, 5k); (v, wo, wr) — A(gh, 0); w — Plgh, 0,2, wr) - Alr) = 1].

o Avdloya evioyUouE TOV 0ploud NG UNOEVXTC Yvaorg otr owdéonun ZK
(composable ZK - co-ZK) vnodétovtoc 61t o mpocopowtic 8 = (81,82)
Tapdyel un dwxplowo CRS o xou mpocietn mAnpogopia T 1 ontola dev Tpooc-
O{OEL XATOLO OTUAVTINO TAEOVEXTIUA GTOV AVTITAAO WOTE VoL SLoxplvel TIg Tpo-
copolwuéveg anodetlelc. Toylet dnhady ot

Pr[(gk, sk) < G(1%); 0 «— K(gk, sk) : A(gk,0) = 1] ~
~ Pr[(gk, sk) < G(1%); (0, 7) < 81(gk, sk) : A(gk, o) = 1]

ol

Pr((o,7) <« 8i(gk, sk); (x,w) «— A(gk,o,7);m «— P(gk,0,z,w) : A(m) = 1]
~ Pr[(o,7) <« 81(gk, sk); (z,w) «— A(gk,o,7);m < S2(gk, 0, T,2) : A(m) = 1],

~
~

6rov (gk,z,w) € R.

Ou egwooeig Groth-Sahai. To yn dwhoyixd clotnpa anddelng Groth-Sahai

GSPS nopdyet amodelelc yioo Ty TauTtoéyeovr 1oyl cUVOAOU ECIOMCERY TTOU OVY|-
XOUV OTIC TTUROXATE XATIYORlES:

‘Eotw (ebypa e : Gy x Gy — Gy, 6mou Gy, Gy, Gr 18&ng n xan yetaintéc
X, .., XneGy, Y,... .Y, eGo, x1, ..., Tors Y1y - - o Ypt € Loy

Elowon ywouévou-Lebyupatog:

n n

[ Je(A:Y)) ﬁe (X:, By) ﬁﬂe (X;,Y;)% = to, (3.1)
i=1 i=1 i=1 j=1

OToU Al S Gl, BZ S GQ,tT S GT,")/Z'J' S Zn-
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E&iocworn Baduwtod nohhanhaciacpold atny Gy:
Z[%]Az + Z[bi]Xi + Z Z Vijyi ] Xi = Th, (3.2)
i=1 i—1 i=1j=1

onou A;, Ty € Gy xou b, vij € Zn.

E&iocworn Paduwtod nohhanihaciacpolt atny Gs:

n m m n

DlaY; + Y[l Bi+ > Y [vizs1Yi = T, (3.3)

i=1 i=1 i=1j=1
orou B;, Th € Gy xou a;, i € Zim.
Tetpaywviny ESlocwon otny Z,:
Z ZyﬂrZ:xb +ZZ%J ry; = t, (3.4)
i=1j=1
omou a;, by, Vij, t € L.
oty amhonoinon twv (3.1-4) elvon yphown 1 mopaxdte évvota

Optowde 3.4.1. Eotw petadetinog daxtolog (R, +, -, 0, 1). Mio affehiavyi opddo
G eivar R-mpérumo (R-module) €dv o R Spa mdvew oty G €tot wote yio xdie
r,se€Rxuz,yeG:

(r+s)z=rx+scAar(x+y)=re+ryAnr(sz)=(rs)z A le ==z

Yopgova ye tov Opioud 3.4.1, o1 Gy, Gy, Gr ebvan Z,-mpdtuna. Exiong yuo Srypopu-
| amewxoviorn, f o Gy X Gy — Gp xon &1, ..., Ty € Gy % Y1, ..., Yn € Gy
Yewpolpe TNy Yevir TeTpaywvixt eéiowor

a-g+i-b+z-Tj=t, (3.5)

omou ' € Mat,xn(R) xou - § = Zl F(i, 4i)-

Eivar goavepd 6t ot (3.1-4) anoteholv eldixée neptntwoeic e (3.5) xou unopolyv
VoL YPUPOUY ¢

Elcwon ywouévou-Lebyuatog:

Gi1=Gi1,Gy = Gy, Gpr = Gva(X>Y) = e(va)

— — —

(A- V)X -B)(X -TY) = tr. (3.6)
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E&iocworn Baduwtod nohhanhaciacpold atny Gy:

G =G1,Gy = Zpn,Gr = th(Xay) = [y]X
A-j+X b+ X -Tyj=T. (3.7)

E&ilocworn Paduwtod nohhanhaciaciod atny Go:

G = Zn, Gy = Go, Gr = Gy, f(2,Y) = [2]Y
i-Y+&-B+&-TY =T, (3.8)

Tetpaywvixy ESlowon otny Zy,:

G = T, Gy = L, Gy = Ly, f(w,y) = 2y modn
a-J+Z-b+Z-T§=t (3.9)

Exhuota déopevong and neodtura. BEvoun dhoyd oyniua 6éopevons (com-

mitment scheme) etvou éva {ebyoc ahyopiduwy (Setup, Commit) ye T B1dTNTES

e

o anékpuyng (hiding) tng Tuic @ xotd TN pdorn déoyeuong:

Trdpyer avtinarog A wote

(1) {Setup(1")} ~ {A(1F)}.

(ii). T xde 2y, o

Pr|params < A(1¥);r & {0, 1}PoWk) - Commit(params, x1,7) = c| ~

~ Pr[params «— A(1%);r & {0, 1}P°Wk) - Commit(params, x2,7) = c|

e guoxénons (binding) plauc SéoUevons ¢ ue TV TWH & XoTd TNV GAoT amoxdhuPnC:
o #dde avrinaho A 1 mbavotnTa

Pr{params < Setup(1¥);c, z,2',r,r" < A(params) :
x # 2" A c=Commit(x,r) A c = Commit(x’,1")]

elvon opehnTéa.

To oyfuata OECUEUOTS CUY VA GUVICTOLY TEWTOXOAANL UNOEVIXAC YVOOTS. XTO
|GSO08| xartaoxeudlovvtoaw NIWI-PS xou NIZK-PS énou deouebovton oL yetofSintés
T=21,...,0m€G1x0 Y =1Y1,...,Y, € Gy wag yevxhc eZiowone (3.5).

‘Eotww R-npdtuna Ay, Ag, Ap xou By, By, By, R-ypopuixéc anewxovicews ty, Lo, Lr,
D1, D2, Pr %o Ovypauuixés areixovioes f, F, 6heg ext6¢ Tng pr anodotixd unoloyiot-
HES, OTWS TO TOEOXATL O)Aud HETAPoong:
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Al X AQ i’ AT

tulltpr 2l p vr L1 pr

Bl X BQ i) BT

‘Apeoca TEOXOTTOUY Ol TUEUXETW CYETEL:

(Vo e A)(Vy € Ag) : F(u(x),12(y)) = to(f(,y))

(Vo € By)(Vy € By) : f(pr(x), p2(y)) = pr(F(,y)) (3.10)

o 7 € B, ¥ € BY opiCoupe

8y
£33
<y
I
D=

-
I
N

O¢toupe we Setup xaw CRS
gk = (R7 A17A27AT7f) X o = (]B%MB%BT’FJ L17L27LT’p17p27pT7ﬁ7 Ua Hh s 7Hq)7
OMOU U= Uy, ..., Up € B, U=v1,...,05 € By xaw Hy, ..., H, € Matsxi(R) dote

Or deopéucec otic Twée z; € Ay, y; € Ay unoroyilovton emhéyovtag Tuyaio

GTOLXE!,.O( Tily -« o5 Tin XA Sj1, ..., 855 TOU R (O]

m 7
¢ = u1(;) + Z rau; xar dp = 1a(y;) + Z St
t=1 t=1
YUVETWS xaTUANYOUUE 0TIC xaohxES DECUEVTELS

&= (%) + Rt o d = 15(7) + 57, (3.11)

6mou R e Mat,,«m(R), S € Mat,xq(R) Tuyaior nivoxec.

To mpwTo Bripa oty arknienidpact Tou anodeixtn P xa Tou enaindeuts V etvan o
UTOAOYIOUOS TV DECUEVCEWY C, cfytoc TOUC YAETUPES T, ¥ avTioTolyo. YTr cuvEyEta
Crretton and tov P va eloet yio tny oy ) wlag tetpaywvintc elowong tng Loperic
(3.5) ue ™ yenon Twv E,cf ‘Etot, 10 xdpo pépog tng U dtoahoyixic amodellng

amoTeAelTaL amd o e€rg oTAdAL
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Ioyvetowog: Ta ¢, d etvon deopeloeic yia Z, ¥ Té€Too OOTE:

—

- J+Z-b+Z-T§=t.

Arnddeln: Eniiele tuyaioa T'e Matyxn xonry,...,7q € R.
Troloyioe

0= STy (@) + ST (D) + T

q
#=R'15(b) + R'Tiy(b) + R'TST— T+ > rHyif

i—1
xou eniotpede Ty anddeln (6, 7).

EnoAfOevon: Eniotpede 1 avv

-,

(@) rd+ T (b)) +CTd = 1p(t) + Tx 7+ 6+ 7.

Oedpnua 3.4.2. (Téeaa mAnpdtnta) Eotw T € AT, j € AL, R € Mat,«m(R),
S € Mat,xn(R) dote

<y
~

= u(Z)+Ri, d= () + S0, a-g+&-b+z-T
Torte yia kdOe emdoyn twv T,ry,...,74 0V anodéyetar g 0,7.

Anéoaén. Anbd tc oyéoeig (3.11) éyouye

1 (@) * 1) + (@) * 12(0) + 01 () * Toa(§) = 0@ §) + 10T b) + 10(F - T) =
= (@~ G+ T-b+T-T9) = ir(t)

1 (d x
= 01(@) * 12(Y) + 11(Z) # 12(0) + 11 (Z) = Tea(9) +
+ R+ 15(b) + Rii + Tip(§) + Rit « T'ST + 11(a@) * ST + 1,(%) » TS5 “10
— 1p(t) + @ % (RT1a(b) + RTTuy(f) + RTTST) + Y1 rilii « Hio) — @+ T+
T+ T+ (ST (@) + ST T 1y (2)) + 7 =
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To (P,V) eivan NIWI-PS, uné tic npobnodéoeic nou opilouv ta endpeva 0o
Vewphuortas

Ocdpnpa 3.4.3. (Ipoirodéses opdistntas) Eotw éu pi (@) = 0, py(7) = 0 kai
01 amelkovioel§ 1y © Py, Lg © Pa, Ly © pr OV elvar tetpiuuéres . Tére uia éykupn
arédaén (0,7) ovvendyerar ty 10éTnTa

(@) - pa(d) + p1(@) - p2(12(0) + pr(@) - Tpa(d)) = pr(u(1)).
Andoaén. Agob n (0, 7) etva £yxup 1oy UEL OTL
(@) + d+ T ig(b) + @ Td = 1p(t) + Ts 7+ 6+ 0.

Enopévewc and g (3.10) xar epbdoov pi (@) = 0, po(T) = 0 éyoupe

p1(1(@)) - P2 o(d) + p1(E) - pz(bz( )+p1@ - Tpy(d)) =
= pr(11(@) = d) + pT(c # Lg(b)) + pr(¢+I'd)
sz(LT(t)—i-_’*W—i-Q*v): )
= pr(tr(t)) + pu(@) - pa(7) + p1(0) - p2(V) = pr(e(t)).

_|

Yougova e tic mpobnotécelg oplotnTag, ol BECUEUGELS acfneptéxouv TIC U
Tetpyuéves mhnpogopiec pi(6) = p1(u(Z)) xau po(d) = pa(u()) v i 7, 7. Em-
TAEOV, EQV OL L10D1, LoOPg XL L OPT ELVOL OL TAVTOTIXEC ATEXOVIOES TwV A1, Ay, Ap,
TOTE €youle TEAEIL OLUCYETION TwY deEoUEloEwY, dnhadh & = pi(C) xa i = pg((j),
xou tékewa opBdtnta ool txavomnoteiton 1) @-pi (€) +po(d)-b+p1(2)-Tpa(d) = t. Oty
OEV TPOXUTTOUY Ol TAUTOTIXES ATEXOVIOELS, UTOPOUUE VoL ETLTUYOUPE Leo-0ptdTnTa
YL XOTAAANAT, YADOCU L.

Ocdhpnpa 3.4.4. (Ilpoinodéoes WI) Eotw 6t1 11(Ar) < (uq, ..., Uy, ta(As)

(v, ..., v5) ka1 o1 ©ivaxes Hy, ..., H, napdyowr to R-npdrumo

Téte dhor o1 katdAAnhor udptupes T,y ouvvendyovtar amodeibels (5, ) mov elvai

OO0 UOpPa Kataveunuéves vrd tn ovvdnin ot ikavomowoly thy e£lowon emaAn-

Jevong.

Anéoaén. Egpboov v1(Ar) S (uy, ..., Us) xou ta(Ag) S (vq,...,v5) undpyouv mi-

vaxec A, B, XY aote 1(@) = Al 0(Z) = X, 1a(b) = B77 xou 1o() = Y.

‘Enopévac éyouue @ = (X + R)i xa d = (Y + S)7 xou o1 0, 7 vp pdpovTal we
0=(STA+STITX +T)d (3.12)

#=(R'B+R'TY +R'TS—-T"o+ (3L, riH;)v '
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H 'EUXO(LO( emaoyn tou T emtpénel va Vewpolue ™ ¢ ) ¢ OUOLOUOPYT T UECW
™ g = Ou, Y tuyala emtéyuevo nivaxa O xat Ty T w¢ T = 1Y, émou II elvou
T eCopTOpevr and Tov O. Ané To Oewpnua 3.4.2 Hhol oL UdpTURES GUVETYOVTAL
(0, 7) dore

(@) + d+ G5 19(b) + ExTd — 1p(t) — 0 T = @G+ 7 = @ + 117,

Luvenng, dedoyévou O yia 800 AMoelg T, T EYOuUE

q
is(I-T)i=0=>0-TeH=>T=1'+) %H,,
i=1
Yl xdmowat 21, . . ., 24 € R. Enopévwe, oe ouvduooud e tic (3.12) ouprnepaivouye
OTL DEDOPEVTS 5, Goor xan oedouevou T, ot Aooeig (5, ) XOTOVEUOVTOL OUOLOUOpOU
OUUPWVOLUE TAL T, . . ., Tq € R. H anddeln etvon mhipng and tny ouotdyoppr emthoy
™ 0.
_|

Or mpobnodéoeig WI eCaogariCouv tny téleto andxpulmn Twv dECUELOEWY C, d H
cuvieopoTnTA ETTUY Y AVETHL VEWPWYTAS OTL TpayUaTiXd ot Tpocopoiwpéva CRS
o xa o' avticToryo utohoyilovtal ue un Saxploo tpémo, 6Twg Yo dSolue xot oTa
oTymotuno mou axoroudoly. To cuvtopla, xatd Ty eplypapy| TV 0, o’ GAeC oL
TORAPETEOL EXTOS TWV U, U Vo TUPUAEITOVTOL (G UTOVOOUUEVEC.

Abo eviugépouoeg ewixés mepnTwoelg evan 6tavy @ = 0 xou I' = 0, émote
TeOXUTTEL 1) amhny Ypap ik eiowor

T-b=

xadog xou v ovppetpiky nepintwon By = By = B, m = 0, v = v; yio i < m
xou F(z,y) = F(y,z) ywo xdde z,y € B. Yty teheutaia npocdétoviac n — m
undevixd ot 0 TeoxOHTTEL o wwoprxng ue v 7. O oamodelxtng oamooTéNAEL TNV
amOBEE) qz; — 740 %o o enahndeuThc EAEYYEL TNV LOOTNTA

Ll(ﬁ)*5+5*L2(b)+C*Fd ()—i—u*qS
To rapandvew NIPS enexteiveton 610 clotnua anédelng GSPS yia tny ixavonotn-
oot N TETRUYWVIXOY EELIOWMOEWY YE TUQUUETPOUS {cfZ-?l;i,Fi,ti}fil. Ta gk,o
xW¢ xou ot OecUeVOEC C, Jytoc Toug avtioToloug UdpTupeS T, ¥ optlovial 0T
mew. O anodeixtrng unoloyile Lo x&de TeTEdd TapauéTeny {ebyog ((92,7?}) ol
ATOOTENNEL TEALXDS v anddeln (¢, d, d, {(6;, 7)}V,). Me ™) oeLpd Tou 0 enodndeuTtic
ue elcodo gk, o, (@, b1, Tyt (@ d, {(0;, @)HY,) amodEyETaL OV

Vie [N]: (@) sd+Exia(b;) + &5 Dyd = 1p(ty) + @+ T + 0; + 0.

98



Edv ov yetaSintée & = @1, ..., Tm, ¥ = Y1,-- -, Yn, OEOPEOVIAL PECK TOV U =
ULy o U, T = U1, U, ToTE € B d € BY xou m; € (ug,. .. un)", 0; €
(v1, . .., va)" emopéve To péyedog tne amddelng (G, d, {(0;, 7)Y ebvar i+ Ny
ototyeta Tou By xar n 4+ N7 otoyeio Tou Bs.

[ to GSPS €youye to axdrovdo x0pto Vempro.

Ocwenua 3.4.5. To GSPS éya tékaa mAnpdtnta, tédeia Le,-opOdtnta kar ovy-
Uéonun un daxpronudtnra pudptupog, omov L, eivar n yAdooa

{0, Tty | (V2.0 pa(a(@) - 5+ & - pa(02(6)) + 7 D # pr(er(t)

Aréoaén. H téheia mhnpotnTa éneton and 10 Ocopnua 3.4.2.
[ v opdotnta Yewpolue andden (@ d, {(6;, @)IY,) ané w0 0 — K(gk, sk).

-

O¢toupe T = p1(€), ¥ = p2(d) xor and to Oedpnua 3.4.3 £youue

Vi€ [N]:pi(a(@)) - T+ T - pa(ia(B)) + T Tiff = pr(ty).

Enopévac {a;, b:, Dyt ¢ Leo xon dpor mpoxOnTer Téheta Ley-0pdotnTaL.

Eotw twpa tpocopoiwuévo CRS o’ « 8(gk, sk) 1o onolo unodétouyue un dtaxplot-
uo anéd autd mou mapdyet o K. Ta ¢, cfarcoxp(mtouv UTOAOYLO TN TOUC UGOTUPES
T,y xou and To Oewdpnua 3.4.4 yia ke eZiowaorn 500 UdpTUPES 00N YOV GE €YXUPES
amodeilels mou oxohovloly Ty Bla opotduopeT xatavouy. Egapuélovtac ubeldixd
emuyetonua £youpe téhelar WL

_|

To GSPS otnv xpuntoypagpioe Leuypdtmwy. Xto TAfpec paper [GS07], ot J.

Groth o A.Sahai mapadétouy tpla otiypdTuna epapuoyrc tou GSPS Bociouéva
ota axdroudo votéueva dooxoha Ttpofifuata oe (ebyua e : G x Gy — Gr.

MpbBAua andpacns vroowddag otnv G (Subgroup decision problem - SDP):
OEBOUEVWY N = pg, OTOY P, ¢ AYVwoToL TewToL, Wote Gy = Gy = G = G, x G4 xan

x tuyaia emheyuévou eite and v G elte and vy G,, va arowaciotel €y 2 € G
X M 1 ny Lq, @ a

Y n69eom cuppetpixol eEwtepixo Diffie-Hellman (Symmetric external Dif-
fie-Hellman - SXDH - assumption): 0edouévev P,Q yevwntopwy v Gy, Gy
avtiototya, 1o DDH(G4) xar DDH(G3) eivar dhoxoho mpoBifuara.

Feappind npéBinua andgacns otnv G (Decisional Linear problem - DLin):
dedouévey yewhtopa P e Gy = Gy = G xau ([ P, [B) P, [ra] P, [sB] P, [t]P) €
G®, va amogaototel 4y t =1 + s.

Heprypapxd propolye vo molpe 6t oto SDP [BGNO5| évag avtinalog Sev umo-
el va droeplvel €va Tuyado otolyelo g G and éva Tuyalo otoyelo g Gy, v
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oto DLin [BBS04] etvaw S0oxoho va Swxprdel av t = 7+ s 1 10 t elvou tuyaio.
To DLin ypnowomnoteitow oe ouddec 6mou to DDH efvar ebxoho, xadde edxola
reoxVrter 61t DDH(G) < DLin(G)?. Emnléov, n SXDH efvor toyuponoinor tne
ekwtepikns vrdeons Diffie-Hellman (XDH) 6mou unoétouue 6Tt éva ex Twv
DDH(G,), DDH(G) eivar dUoxoha. To avtictorya otrymédtuna GS-anodeilewy
elvon T €€

SDP [GSO07 Istantiation 1]: Setup : (gk, sk) = ((n, G, G, e, P), (p,q)), 610U
e:G x G — Gr Cebyua TOmou 1 xou P yevvhtopag tng G td€ngcn=p-q, p,q
TEWTOL. ZNTOVUE TNV IXAVOTONGWOTATH cLVOLOU eElo®oewY THTou (3.6),(3.8),(3.9)
eTOUEVLG deopeudpaoTe elte yio otoryela tng G efte yio otouyeto Tou Zy,. ©€touue
o tpotuna By = By = G xou By = Gp xodde enlone F(X,Y) = e(X,Y). O
ahyoprduoc K e&dyer 0 = U = [rp|P yw tuyaio 7 € Zy. T Z € G, z € Zy
optlouue

UZ) =7, p(Z) = [NZ, /(2) = [2]P, P([2]P) = Az,

omou A =1 mod p xou A = 0 mod p. Ataxpivouye Ti¢ e€r¢ TEQITTWOOELC:

(i). yia Y € G xou yio tTuyodo s € Zy 1 0éopeuon D = oY) + [s]U anoxpinte
téhet 0 Y. Edv U € G4 t61¢

p(D) = p(u(Y)) + [s]lp(U) = AY + [A][s]U =AY + O = )Y,
onhaoY| To Y mpocdlopiletan wovadid otny Gp.

(ii). vy @ € Zyn xou Yo tuyado 1 € Zy 1 Séopeuon C' = /(x) + [r]U onoxpintey

ket 0 z €dv U € Gg, tdH1e 1 C mpoacdiopilet 1o p'(C) = Ar = x mod q.

Hopatneotue 61t oL v o p, ' o p' mpoPdriouy ctoyela Twv G, Zy otic avtioTtolyeg
umoouddes t8<ne P, Gp xo Zp. Xt1n cuvéyeld xutaoxcudloude yio xdde TOTO
TETPAYWVIXTG EE{0WONE XATIAANAES CUVIPTACELS L7, Pr WOTE VA IXOYOTOLOUYTOL OL
(3.10) xou 1) AMEMOVION L © pr VAL TpoPdhel otoyela T G oty utooudda TdENg
p. §dc anotéheoya 1 anddeln €yet e Le,-0p00TNTa, 6T0U L, Efvan 1 YAGGOOW
TWY CUVOAWY TETPAYOVIXWY ECICOOEWY TOU DEV LXAVOTOWOUVTOL OTIC UTOOUNOES
14€ng p v G, Gr, Zy. E&dhlou, o DSP cuvendyeton tny urn dtoaxeloluotnTo T
mpaypatixol CRS o = [rp]P tééne q and éva npocouowwuévo CRS o’ = [1'|P
v tuyaio 1’ € Zy téEng n. O povadixde mivaxac-otoyeio H € Matiyq1(R) mou
wavonoel ty F(U, HU) = e(U, HU) = 1 efvon 0 H = 0 xou dev nepthopfdveton oo
CRS. Yuverag, agol ol decyedoeig C, D mou 1poxdTTouy ond To o' amoxpimTovTa
TEheL, TEAXE Eyoupe co-WIL

*H (P,Q, R, S) sivaxs DDH-te1pdda avv 1 (P, Q, R, S, [2] R) eivaw DLin-nevtdda
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To mapdderypo anoTeAe! EQAUPUOYT TNG CUPPETEIXAG TERITTWOTS xou To UEYEVOS TNg
am6deng etvoar m +n + N otoyela G, émov m,n o Thndoc Twy Tpog dEcUcuoT
otoyeiwy v G, Zy, avtictoyo xar N 1o mhfdog 1wy e€lo®oewy.

SXDH [GSO07 Istantiation 2]: Setup : (gk, sk) = ((p, G1, Gs, Gr, e, P1, P), A),
orov e : Gy x Gy — Gr actypeteo Lebyua TOmou 3 Yy Py, P YEVVATORES TV
G1, Gy t8Enc p, 6mou p npdtoc. Opllovton T By = G, By = G3 pe npdodeon
xatd onueio xou By = (G%F ue ToAlamhactacud xatd onueto. OEtouue enlong

F(<X1> <Y1>) _ <€(X1,Y1) €(X1,Y2)>.

Xo ’ Y, €(X2,Y1) €(X2,Y2)

Q¢ CRS éyoupe 10 0 = (uy,ug,v1,02), 610V g = (P, [a1]Py),v1 = (P, [a2] P),
uy = [t1]ur, va = [t2]vr yio toyoda o, an € Ly o ty,ty € L5

Aeopeuoyaote yio yetofintéc Xq, ..., X, € Gy, Y1,....Y, € Go, o1,..., 7y,
Y1y, Yo € ZLp 0UVONOU TETPAYOVIXGY €Elowoewy Tomou (3.6-9). Ta myv Gy
opiCouue 11(Z2) = (0,2), p1(Z1, Zs) = Zy — |oa]|Z1 xon napoatnpolpe 6T pr(uy) =
pi(ug) = O xou 11 0 py = idg,. [ ) Séopevon evic otoyeiou X € Gy emhéyoupe
Tuyado 11, 79 € Zp o unoloyilouye

C = u(X) + riug + raus.

‘Ouota epyalopaote yia my Go. T z € Zy opilovye i (2) = z(ug + (0, P1)),
Pi([z1] P, [22] Pr) = 22 — a2y xou T 8éopevon ¢ = ¢y (x) + rug, Omou To 1 emhéye-
ton tuyada 010 Zp. Ipoximter 6t pi(ur) = 0 xou o) o p} = idy,. Avtictoya
unoloyilovye ta th, ph, d Yot y € Zyp,.

Ot vp, pr Yo xde tono egiowong xataoxeudlovial WoTe 7 © Py = idg,,, OTOTE
xow €youue téheta opotnTa and to Oswperuo 3.4.3. H co-WI emtuyydvetan ye
v Tpocopoiwon o' = (ur, Ug, V1, V2) YE Ui, V1 OTOS TEWV Xou Uy = tiug — (O, Py),
vy = tov; — (O, P2) yio tuyaio ty, 19 € Z;. Edv undpyel non-uniform ahydpriuog
{Ak}ren mou unopel va Sroxpivel T 0, 0, SNAadT TETEEDES

(P, |a], [t]P, [at]P) xu (P[], [t']P, [t —1]P),

t61e xataoxevdlovye ohyoptipo mou anogacilel av pio tetpdda (P, Q,U,V) ei-
var Aon tou DDH oty Gy, @ € {1,2} xahdvtog tov Aj va amogacioet yior Tic
tetpddec (P, Q,U, V) xa (P,Q,U,V — P). Kdt tétot0 unc avtifaivel otny uné-
Yeon SXDH.

Hapatneotue oTL Ta Uy, ug elvon Yoouuxd avegdptnta. Ipdyuatt, €dv uy = kug yia
xdmowo k € Zy t6Te ool o Py etvon yevvritopac tng Go €youpe

Yav 10 e ebvar TOmou 2, t6te and Tpbtacn 2.2.7 1o DDH(G2) eivan ehxoho xa emouévee dev woylet

n SDXH.
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kt;=1 modp xu a; =a1kt; — k mod p

10 omolo elvar adtvato. ‘Ouoiwg ta v1, vy elvan ypauuxd aveldotnta. Emnopéveg
o0 F(ur, v1), F(ur,v2), Fug,v1), F(ug,ve) etvon ypouuxd oveZdptnta xat dpa o
novadixoe mivaxac H € Matoyxo(R) dote @+ HU = 0 elvon o undevixde xau dev
repthaufBdvetar ota CRS. Emnhéov, Aoyw avelaptnolag Ty uy, Uy Xou V1, U €Y OUUE
ot 12(Gy) < {ur,usy = GF xau 15(Ga) S (v1,v9y = G3. Enlone 1} (Zp) < {ur)
xou th(Zp) S (v1). Tuvende to otoyela Tou o’ = (uy, Uz, U1, V2) EX XATAOHEUNC
ATOXEUTITOVY OUOLOUORGY TIC DeopeLUEVES TWES xat €youne Téheto WIL To uéyedog
e anodedne eivan 2m + 2m' + 4Ny + 2N, + 4N3 + 2Ny otoiyeio e Gy xou
2n+2n'+4N; +4N3y 4 2N3 + 2N, otoryeio tng Go, 6mou Ny, Na, N3, Ny o mhridoc
TeTpaywVIX®Y e€lotoeny Timou (3.6),(3.7),(3.8),(3.9) avtictorya, 6tav autéc dev
eunintouy otny WL tepinTwon Yeouug eélowong.

DLin [GS07 Istantiation 3]: Setup : (gk,sk) = ((p,G,Gr,e, P),A). Onog
xow oto SDP, decuevouocte yio petofintéc Yy, ..., Y, € Go, 1,..., 20y € Zyp
oUVOLOL TETRPUYWVIXOY elo®oewy tonou (3.7),(3.8) xou (3.10). Xuyxexpyéva,
¥étoupe By = By = G*, By = G” xou o1 Suypoppixés ametxovioelg

X1 Y, €(X1,Y1) B(Xl,Yz) B(Xl,Y},)
F(l X |, | va]) = [ e(Xo, Y1) e(X2,Ys) e(X,,Y3)
X3 Y3 €(X37Y1) €(X3,Y2) €(X37Y3)
1 - 1~
Fla,y) = 5F(@.y) + 5F(y, 2).

O X €&ayer 0 = (u1,ug, u3), 6mou uy = ([a] P, 0, P), us = (O, [B]P, P) xou ug =

ruy + sug Tuyodo o, B € Z5 xon v, s € Ly, Do Z, 2,725, 23 € G, 2.21, 22,23 € Ly
optlouye

uZ) =(0,0,2) p(Z1, Zy, Zs) = Zs — [o ) 21 — [B71] 2o

(2) = zu P ([21]P, [22] P, [23]P) = 23 — a2y — B 20

Or 3 x 3 wivoxeg mou ixavomoloy tny U * HY = 0 unoloyiCovton otoepol yio Tig
F, F v napodeinovtor. T Y € G unohoyiloupe C = o(Y) + s1uq + Saus + Szus,
eV Y T € Zyp €youpe ¢ = U (x) + muy + roug, 6TOU Sq, S2, S3, 71, To EMAEYOVTOL
Tuyodo and 10 Zp.

’ 7 /

Toyoer 6t o(G) S (ur,ug, usy, '(Zp) S (ur,ug), p(ur) = pluz) = plus) = 0,
p'(u1) = p'(ug) = 0 xaw cop, ¢/ op eivar TavtoTinég aneovioes. 'Eva npocopot-
wuévo CRS o’ = (uq, ug, uz), 6T0U Uy, ug OTWS TEW Xat Uz = ruy + sug — (0, 0, P),
e emyelenuatoroyio avdhoyn tou otiymédtunou SXDH, elvar un daxplouo ard to
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o 0edouevng TN duoxohlug Tou DLin. Mécw Ttwv F), F xotaoxebalovio HATIAAT
AES Ly, PT, WOTE 1) Ly © P VAL EIVAL 1) TAVTOTLXY xou TEAXE €youue TéAEL opUdTNTA
xon co-WL Ou nivaxeg H € Matsy3(R) @ote @+ HU = 0 mpoxintouyv otadepol
Yot TG F,F xou 0ev mepthapPBdvovton ota CRS. To péyedog g anddelng elvou
3m + 3n + 9Ny + 9Ny + 6N3 ctovyela g G, 6mou Ny, Na, N3 10 mtAfdog tetpa-
Yovixodv eglowoeny tonou (3.6),(3.8),(3.9) avtiotoya, , 6tav autéc dev eunintouy
oty e nepintwon yeopuxhc ellowong.

Eyxupdtnta xow undevixyf yvoon oto GSPS. Tlapatnpoupe ot 1o GSPS

elvor amdoelng Yvaong undevixol ogpdidatog, agol edv o K mapdyel mpdoidetn
TAnpogopla (t.y. TNV mopayovtomoinon tou n yio 1o oTiywdtuno SDP) wavd
YLoL TOV UTONOYLOUO TV D1, P2, TOTE umopoly va egoydoly ol udptupges & = p1(C)
Xy = pg(cf). Emnpoc¥étng, yio pla cupela xAdor TETRoywvix®Y ECLOWOEWY TO
GSPS uropel ebxola va petatparnetl oe NIZK-PS. Ilpotol xadopicouue autéc Tic
HATNYOPIES TEQLYPAPOUPE TN YEVIXY| EwOVA Pécw R-tpotinmwy.

Yy mepintwon 6mou Ay = R, Ay = Ap xou f(z,y) = 2y xataoxeudlovye
TEOGOUOLTH 8§ = (81,82) we eZrc:

e O 8; pe cloodo gk, sk mopdyet T0 0 xou mpéc¥eTn Thnpoopio T = 5, WOTE
Ll(l) = Ll(O) + §TQZ

e O 8, pe eloodo gk, 0, 5 xar g TETPAYWVIXES EELODOELS {(9:,7?2) RS
1. Metatpénel xdde e&lowon otn popeh
@ -J+ T b+ f(6,~t;) +Z-T;5 = 0.
OplCel emlong T = 0,4 = 0,0 = 0, mou ebvan HAETUPAS Yol OAEC TIG

TEOTOTONUEVES EEICWOTELS.

2. Emdéyer tuyaloug R € Maty,xm(R), S € Mat,xqi(R) xou unohoyilet tg
Seouetoec @ = 0 + R, d =0+ ST %o 11(1) = 11(0) + 57@ yio Tic
ueToBAnTég T, ¥/, 0 avtioTolya.

—

3. Troloyilel xavovixd anodeilew (0;, m;) yia xdde eZiowon (d;, b;, —t;, 1, 0)
X0 ETIOTEEPEL TNV TEOCOUOLWUEVT anddelly (C, d, {(6;, 7))} ).

H mhnpdtnta Tn¢ Teocouolwpévng anddellng TpoxnTel and 10 YEYOVOS OTL 0 8y
yvopilet tov pdetupa 0,0, 0 xa to Oedpnua 3.4.2, enouévec 1 (¢, d, {(0;, ) }Y,)
iavorotel yio xdie @ Ty e&lowor

(@) #d +Ex 13(b) + F(1a(1), —t2(t;)) + + Tid = 10(0) + @+ T + 0, + 7. (3.13)

103



Hpoobétovtag xatd wéhn oty (3.13) tov 6po F(11(1),t2(t;)) xou hauPdvovtag
F(u(1),w(t) = w(f(1,t;) = vr(t;) ond uc (3.10) ovunepaivouye 6Tt 1 TpO-
COMOLUEVT, amddely) txavonolel Ty e&lowar emahrievorng.

H undevxr} yvoor tou cuothuatog oe éva tpocouotwpévo CRS eivar cuviéoiun
xow téketa. Ot deopeloelg ¢, (f, ¢ axoloudoiy Ty {Bro xatavour| eite utoloyilovTo
TAVe 8 «AVVEVTIXOY UGETURA T, ¥ EITE GTOV XATUAOXEVACHEVO, PEow TNg trpadoor
TAnpogoplug pdpTupa, 0,0,0. An6 10 Ocopnua 3.4.4 £youpe 6Tl o€ xdie TeplnTwON
ot {(0;,m) 1Y, xoravépoviar opoléuopee 670 TARYOC TRV THOY TOU IXAVOTOO)Y
Vv edlowaor emahrfidevorng.

Evtehwg nopdpora yedodoroyia axoroutolue yio Ty nepintwon Ay = R = Zy,
Ay = Ar. H egapuoy?, otic ediowoeig (3.6-9) movu APoOEOUY TNV XPUTTOYRUpiL
Lebypdrov eivar dueon xodae ol ouvihxes Aq(Ag) = R = Zy, Ay(Ay) = Ap xou
f(z,y) = zy woavornoolvtor otig (3.7-9). Kdtt tétoio dev toyder yevixd yuo pio
e&iowon ywvouévou-Lebypatog (3.6)

(A-Y)(X-B)(X-TY) =tr,

OLOTL axoun xou 1) yvwor, trapdoor mAnpogoplag mlavoy vo uny elvor apxeTy| Yo
v eZaywyry evoc udptupa agol 1 Ty f(J, —tr) dev opiletar. Ltny edixr Guwe
nepintwon 6mou tr = 1 t61€ 0 (5, O etva EVog XATAAANAOG HdPTLEAS Lol TOV TEOGO-
powwth. Enopéveg, edv tr = 1, tote propolue va xataoxeudloupe NIZK anodeié-
elc xat Yo eZlowmoelg tHnou (3.6).

Mia evBuagépouoa teyvixr xataoxeuric NIZK anodelewy yia e€lo®oeic yivouévou-
Lebypartog elvor oty e nepintwon tr = [ [, e(P;, Q;), 6Tou etodyoupe Ty VY-
téc petoPhntéc Z; xau e€iowoeic tonou (3.8) 62; —0Q; = O xou Zavaypdgouue Ty
e€lowon ywvouévou-Lelyuatog og (A-Y)(X-B)(P-Z)(X-TY) = 1 nou etvor Eavé,
tomou (3.6) ye tr = 1.

H di16pBwon twv otiypiotinewy SDXH xow DLin xou v undédeorn SDLin.
To 2009, ot E.Ghadafi, N.Smart xou B.Warinschi [GSW09| evtémicav éva hentd
aAAd onpavTind Adog mou umhpye ota apyixd oTiypétuna SDXH xow DLin tou

GSPS mou 869nxav and touc J.Groth xou A.Sahai 6cov agopd otny wavoroino
v oyéoewv petdBaonc (3.10). ZSuyxexpwéva, yio egiowoeic tonou (3.7-9) 7

ouvdpTnoT L opileTon €T0L WOTE 1) WOTNTA
Vr e Alvy € AQ : F(L1($>7 LQ(y)) = LT(f(Iv y))

VoL Y eavoroleiton yia un TeTeWpéveS tro f. To arotéheoya etvan 6TL 1) mAnedTnTA
ToU Oewpruatog 3.4.2 dev euctavel, Onhadr oo NIWI anodeileic dev enaindetovtan
vevixd. Xto [GSW09] npoteivovton Stapopetixés v yio to otrymotuno SDXH rmou
avTipetwnilouy o TEOBAnua. Evdewtind, yia elowoelg Baduwtol Tolamhaota-
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ouot otnv Gy opiCouye ip : Gy — G4 oc
vr(Z) = F(u, (0, 2)),
6mou u = ug + (0, Pp). Enouévec yio xdle x € Z,,Y € Gy éyouye

Flia(e), 2(¥) = Flaw = ([2]X. [2]¥2), (0,Y)) = (1 ke )

)) ) = F(u,(0,[2]Y)) = vr([2]Y) = ir(f(2,Y).

Boaoxdg Moyog mou 1o medfBhnua dev etye eviomotel vopitepa elvon 6L dev eugpavile-
tou otic NIZK amodeiieig nou napdyovton pe tr) uedodohoyio mou meptypddoue otny
TEONYOUUEYY) TUPAYPAPO YL TOUG TEELG AUTOUE TUTOUSC TETPAYWVIXWY EEIOWOEWY.
Auto ouyPabver yiotl ot Tponomoinuéves eELOWOELS

@G- g+ T bi+ f(6,—t) +Z-T;j =0

elvar opoyeveic, dpa toylel 6Tt tp(0) = 0. AxohouddVTuC TIC TUPUTNPEHOE TOU
[GSWO09] ot J.Groth xot A.Sahai S6pdwoav to topdderypo DLin xat tagousiocay
0p04 ¢ TpElc egapuoyéc Tou GSPS oto [GS07] .

To cugpetpixd (edyuota avTomoxpivovtal Ay6TERO amd ToL ACUUUETON GTAL OYUE-
owd enineda aopdietas (Bh. |[GPS08|). And ta tplo npoavageplévia otyudtu-
T TO UOVO Tou Acttoupyel oTny acluueTen nepintwor eivar to SDXH, to omolo
ouwe agopd wovo Lebyuata Tomou 3. Kaldog ta achuyetpa {ebypata utoloyi-
Covtan ouvidwe Tave oTig Wwialtepa xathepwuévee BN-xounihee, gatveton otu ebvan
Yerfiowo éva otiymotuno GS-anodellewy mou egupudletar xon oe (ebyupata Tonou
2. Ov E.Ghadafi, N.Smart xou B.Warinschi napoucioacav éva tétolo mapdderyyo
elodyovtag pla woyupdtepn exdoyr Tou DLin o aclupetpa {ebypota.

YroéOeon Tuppeteixol yeapmixol npoliduatog andgacns (Symmetric
DLin - SDLin - assumption): to Dlin eivor 80oxoho TeoPhnua ot Gy, Go.

‘Onwe xou 670 apyixd mapddetype DLin, By = By = G*, By = G” xo

Xl }/1 e(Xlai/l) e(Xh)/Q) e(Xla}/?))
F( Xo |, | Yo ) = €(X2,Y1) €(X2,Yz) €(X2,Y3)
X3 Y3 e(X3, Y1) e(X5,Ys) e(Xs,Y3)

Ot t1,p1, L2, p2 xou T 0, 0’ enihoyovia 6nwe Tty yia xadepio 4 g Gy, Go. Emo-
HEvwe €youue Yot = 1,2 xou Tuyola oy, 5,74, 5i € Lp:

o= (u; = ([04]P;, 0, F,),v; = (0, B P, Pi), w; = riu; + s;v;) %o

105



OJ = (u’b = ([OCZ]R, O? -Pi)vvi = (Oa [6@]P17-P1)7w2 = T + S — (Oa Oa P’L))

Trédetovtac Ty SDLin ta 0,0’ elvon pr dloxpiowa. Eniong opiCouue
oA; =7, vy g =w; + (0,0, )

ui(2) = [2]ai, pi([21] B, [22) P, [23] Pr) = 23 — o 'z — B ' 22

ci=u(Y)+ Z?:l tiwi, ti,to £ Z;

LZ(Z) = (O’ 0, Z)a pi(Zlv L, ZB) = U3 — [Ozi_l]Zl — [6._1]22

2

C; = Ll(Y) + Z§=1 tiui, tl,tg,t:; <i Z%

Or napandve emthoyég e€aopalilouvy tny TEREIa andxpun xot CUGYETIOT TWY DECUED-
oewv. oy téhea oplotnTa utohoyilovion vp, pr WGTE Ly © pr = idg, YL xd0e
om0 edlowong. llapadetyyatog ydpv, v teTpaywvixéc e€loWoeg 6T0 Z;, 6Tou
Gy =Gy = Gp =Zp v f(z,y) = vy mod p €youye

LT(Z) = F(Ql, QQ)Z

Csu CS12 <'513
pr(| ¢ ¢ ¢ |) = 53— ag s — By s,

4’531 CSSZ 4’533

6mou ¢ = e(Pr, Py) xon 8; = 83 — a "s1; — By “S9;. T TANEOTNTA EAEYYOUUE TN
oyéon

Yo,y € Zp : F(u(z),12(y)) = F(2q1,yq) = F(q1,¢2)™ = tr(zy) = tr(f(z,9)).

3.5 ErnainVeutéc otifag yvia to cbotnua anddeldng
Groth-Sahai

To GSPS édwoe peydhn wdnon otnv xpuntoypagio (ebyudtwy xodme elofyaye
VEEC YEVIXEQ TEYVIXEC YIOL TNV XATAOXELY| CUVTOU®WY WU1] DLohOYIXWY amodeilemy.
Evtoltolg, ot mpaxTixés eQoaguoyéc amaitoly 6ho xot Tory0TEpES Oladixaoieg Yo
QUTO XUl O TEPLOPIOUOS TWV AVAYXolwY UTOAOYIOU®Y, %ot IDETEQH TWY UTOAOYL-
ouwyv {ebypatog, anotehel onuavtind 6toyo. Axoloudwvtac T uedodoroyio Tou
[FGHPO9] yioo v acgod enodideuon cuvolou efiodoewr {edyuatos (pairing-
based equations), ot O.Blazy x.d. [BFIT10], cuvtoueuoay xotd mold tn Swdixaocia
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enahdeuong oto GSPS. Ileprypdgoupe tor amoteréouatd Toug, OVOVTAS TEMTA
TOV %o optopd tou emahnieuty otiBoc mpooopuoouévo oty xpunToYpeapio
CebyudTwy.

Opwopog 3.5.1. 'Eotww (ebyua e : Gy x Gy — Gyp. Evog yerikds oy upiojds
X etvau plo oyéon vty 3n + 1-dda (P, ..., Py, Q1,...,Qn,C1,...,Cp,t) TOU
avuiototyel oty ediowon [ [, e(F;, Qi) = A. 'Evag emaAndevtris otifag (batch
verifier) yio 6OVOhO YEVIXWY toyuploudy X, ..., X, elva évac PPT odydprdyoc,
0 orofog Ue €loodo T TapaéTeous Twv X, ..., X!

e amodéyectan av toylouy dhot ot X1, ..., X,,.
J 9

e anoppintel Ue aueAnTéN TIAVOTNTI COINIATOC €4V DEV Loy Vel xdmotog and
Toug Xy, ..., X

Mio Baotxr teyvix) yioo tny emolflevon eElodoewy e wopehic v; = g%, i € [n]
YVOOoTA ot ¢ test pe pikpols extétes (small exponents test) [BGRIS] , efvou vy emi-
hoy1 exdetay d; ueyédoug [ bits xon o €heyyog tng oo6TNHTOC H?:l yf”‘ = gZ?zlxi‘si.
To anotéheoya etvor €vag ouufiBaoudg PETal) ATOBOTIXOTNTAC XL AGQIAELNS TOU
Yo Ti¢ €€loWoelg (EVYHATWY ATOTUTWVETIL OTO TUPAXdTe VewenuoL.

Oempnua 3.5.2. Fotw Xi,...,X,, yevixol wyvponof | |12, e(Pyj, Qi) = t;
Ka1 0y, ..., 0, exbéteg ueyédovs | bits. 'Eotw PPT alydpiluos B nov eAéyyer tny
wornea [, TTi2, e( Py, Qi)9% = [, t%. O B eivar emakndevtiis otifag jie

mifavétnta opdAparog 27

Améoaén. o amhotnTo Yewpolye 6Tt 6hot ot Yevixol 1oyuplouol avTioTolyoby e
wotnTeg Tng woppnc A; = Y;, 7 =1,...,n. H mhnpdtnta tou B npoxiinTtel ebxoha,
agol av Vj € [n] : A; =Y, tote [, Ajj =1, ij. T Ty onddeln tne
op¥otnrag, éyoupe 6Tt A; = e(P, Q)% xu Y; = e(P, Q)% vy xdnow aj,y; € Zy
xou yevvhtopes P, Q. Emouévwc 1 e€lowon enalflevone otiBag yedpetar we

e(P,Q)==1% = e(P, Q)=

Edv o B anodéyeton woyler 6t Y- §;0; = 0 mod ¢, émov f; = o — y;. Eotw
ywelc BAAEN tng yevixotntag 6Tt dev ixavoroweiton | A; = Y;. Téte 51 # 0 mod ¢
xou dpo. To [y €yel avtiotpogo mod (). Enouévec

01 =—p;" ) B;d; modg. (3.14)
=2

Yougpwva pe tny (3.14), yio 8edouéva da, ..., 0, 0 Q1 dev wavonoeitar yior i
o3 Ty Tou 0. LUVETWg
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9l(n—1)
Pr[ogpdhuartoc] = Z Pr[ogdhpatoc | da,. .., 0,] - Pr[ds, ..., 0,] =
i—1
9l(n—1)

= > Pr[6i=—8") 80 [ 62,....00] - Pr[ds,....0,] =
=2

i=1

— 2[(71—1) (2—l . 2—l(n—1)) — 2—l'
_|

[ v petatponh tng e€iowong enakleuone Tou B o uia 660 BuVATOY amodoTLXs-
TEPY) L0ODUVOT TEPLYpaPY| TNG, EQapuolovTan oL axdhouleg TEYVIXEC:

Meraxivnorn tou exdétn péoa oto LeLypo: 1 dpoton otic Gy, Ga, byt Ouwg
oty Gy v Lebypota Tormou 2 (BA. |[GPS08]), etvor ouyvé taytepn and 1oV TOA-
hamhaotaoud otny Gr, ondte avradiotolpe e(P, Q) — e([0] P, Q).

AdpoioTinds UTOAOYICUOS YIVOREVOL: OTAY 1 (eYUUTA £YOUY £VaL XOWO6 OOt
Ol TOTE PTOPOUUE VOl UEIWOOLUE To Thfloc uToAoYIoU®Y (elYUAUTOC OE EVay oV TL-
xohotovroae [ [i_, e([0i]) P, Q) — e(Xi_[0i] Pi, Q)-

Evolhayy adpotopdtwy: eival duvato 1) TayUTnTa UToAoYlopo) Tou (elyuotog
va Behtuwvetoar €dv oAAdEoude To dploua 6To omolo urohoyiletar éva dlpoioua,
Snhodhy e(Di_, [0:] Pi, Qi) «— (P, 25, [0:]Q:).

Egopuélovtog tic napamdve teyvixéc ov O.Blazy ».4. [BFIT10|, xataoxebocav
emahnUeutéc otiBag yia chvoha TETpaywvixwy e€lowoewy oto GSPS. O cuuPiBo-
ouog Eyxertor oty 0pUoTNTA TOU GUOTAUNTOS, OTOU UTELOEPYETOL UEANTEN Ti-
Yoavotnta opdhuatos. O meptoplonds Tou TAHoUS TwY UTOAOYIoU®OY CEOYHATOS Yid
%€80e TEQINTWOT QUVETAUL GTOV TUEUX AT TivaxL:

EZiocwon SXDH DLin
Amhoc Enondevtic An\ée Enandeutic
enoAndeutic otifog enaAndeuTthc otifag
E¢iowon dm + 3n + 16 m+2n +8 12n + 27 3n +6
YIVOUEVOL
Cebyporog
Baduwtol 8m+2n+14 | min(2n + 9, || In+12m +27 | 3n+3m +6
Toh/opod otnVv 2m+n+7)
Gy
Badpwtol 8m+2n + 14 min(2n + 9, || In+12m+27 | 3n+3m +6
Toh/opod otnv 2m+n+7)
G2
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Tetpaywvixy 8m + 8n + 12 2min(m,n) +8 || 18n+ 24 3n +6

eglowon oty
Ly

ITivaxoc 3.2.

IMapdderypa 3.5.3. o ediowoeg yvouévou-Lebypatog oto onymdtuno SXDH
7 e&ioworn enoadheucng €yel T HopgT
Ll(g)*5+é*L2(§)+é*F5=LT(t)+ﬁ*ﬁ+§*V.

(0,4y) (D11, D12) (Ci1,Ch2) (0, By) (C11,Ch2) (D11, D12)
: " : + : x : + : «T : -
(OaAn) (DnlaDnZ) (levaQ) (O7Bm) (OthmQ) (Dn17Dn2)
_(t 1 4 (U11,U12) . (711, T12) n (011,012) (Vi1, Vi2)
1 ¢ (Uz1,Us2) (721, 722) (021, 022) (Var, Va2)

Yuven®g amoutelton 1 ENUARUEUCT] TWV TUPUXITL TECCUPWY YEVIXWY LOYURLOUWY

Xy ﬁ i% D, =H Ui, ia)e(Bu, Vi)

Xlgsﬁ ¢, B +ﬁecﬂ i%] Dj» ;ﬁe Ui, min)e(01, Vi)
Xlg:ﬁ +ﬁ6i% Ciz, D ;ﬁe i, mi1)e(0i, Vin)
Xﬂ (Aj,Dﬂ)(ﬁe(cmBi)+ﬁe<cﬂ ilmw )L

?
= 6 7,27 7T22 9227 ‘/22)

:w

t
=1

Yuvolxd anartodvtar m+(2m)+(2n)+(n+2m) = 5m+3n unoroyiopol Lebyuatog
yio T e&td UEAT TV ooty xot 4-4 = 16 yio ta aploTepd. Emiéyovtog uixpoic
ex0€1eC 011, 012, 021, 022 XU EQAOUOLOVTAS TIC TORATAVE TEYVIXES XUTUATYOUUE GTOV

EAEYYO NG LOOTNTAS

He ([611] Z %g Ciy + [021] (A Z[%’j]Cw)aDjl)'
j=1 =1 :
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m

-He([512 Z Yij]Cin + [022] (A Z[%g ne ([012]Cit +[022C2, Bs) =
j=1 i=1 i=1

i=1
2
= %2 He([51i]U11 + [02:]Us2, m13) - €([013] Uzt + [926]Usz, mai)-
i=1
([

1011 + [02:]012, Vi) - €([01:]021 + [02:]022, Vai).

O enaindevthc otifoag apxel vo exteréoet m + 2n + 8 unoloyiopole (edypoTog.

3.6 X0Ovodn xeparatlov - Egappoyég tou GSPS

Aobdnxe to avayxato Yewpntind unéBadpo yia TV TAfen TapouciacT, ToU GUGTY-
potog Groth-Sahai (GSPS) yio v xotooxeus; olvtouwy un dtohoyixwy omodei-
EewV. BUYAEXPWEVA, Ot 0pLoPOL TOU BLIhOYIXOU X0t TOU U1 BLah0YLX0) GUOTAUATOS
AmOBELENG, TNG W] DLOXQICWOTITOC OWXOYEVEIDY TUY WY UETABANTOV, TNC UNdEVIXHS
YVOOTNC XU TNG U1 SLoXPIoUOTNTAC UdETUROS, xome ETIONG XL YoLUXTNELOTIXG
TOQUDEIY AT TWY €V AOYW EVYOLWY. XT1 cUVEYEL, eheThRUNXE extevig To GSPS,
poli Ue OTIYIOTUTOL XAt BEATIOGELS TOU.

H anodoy?, tou GSPS anéd tny xpuntoypagpxr xowdtnto uniiple cupeio BLOTL anoTé-
AECE YEVIXO UOVTERO XATUOUEURS YEROWWY U1 DLAOYIXDY TEOTOXOAMWY Y welc
™ yehor Tuyalwy pavielwy. Kdroweg and Tic mo eVOLApEPOUGES EQUPUOYES OVY|-
XOLY GTOV YWEO TV OUAOXGY UTOYLAPMY Xl OTIC OTOIEG APIEPWVETAL UEQOS TOU
tehevtafou xegarafou tne epyacioc. Aloonuelmteg gupuoYES xou epyaheio €f-
var emiong petalh dAlwy ot P-umoypagds, ta ouvothpata e-Cash xou tor avadvuua
damotevtipia (anonymous credentials) twv M.Belenkiy x.4. [BCKLO0S], [BCK-
L09], [BCCT09], ov vnoypapés dwathipnons douns (structure-preserving signa-
tures) v Abe x.6. [AFG™10], dnhadh oyfupoto utoypaghc 6mou ta unviuoaTa, ot
UTOY QUPES 2o Ta xhedtd emahifeuong efvan ototyela ouddag (edyUaTog xo 1) ERAUAY-
Ueuor yiveton Pe Tov EAEYY0 GUVOLOU eEIOWGEWY Yivouévou (ebyaTog, oL adiaj-
proprTntes vroypagés (undeniable signatures) wwv L.Phong, K.Kurosawa xou [P-
KO09|, ta xpuntoypapixd oyfuata avlexnicdtnas o€ ovveyrj dappori (continuous-
leakage resilient) TAnpo@oplag xatd TNV avavémomn WL TX®Y XLk Tov Y.Dodis
x.4. [AFG™10] xou 1o oy fuata unoypapmy aviextikdtntas o€ tAripn dappor] (fully-
leakage resilient) twv T.Malkin x.&. [MTVY10] xot E.Boyle, G.Segev xoa D.Wichs
[BSWT1].
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Kegpdiaio 4

Opoodwxeg YTroypapes otnyv
Keuntoypagia Zevyudtwy

Or opaduég umoypagés elvon wio xatryopla dnplaxay utoypapay, 6Tou éva uéhog
uropel va uToypddel avavuue eite €x U€poug Ulog ouddas yenoTwy mou mavov
VoL HoLpdlovTon Wiol X0tV IOLOTNTO, OTWS Yiol TAPABELY O Vol avixouy 0To (Blo Tuhua
wag etanptag, eite ota mhadolo AUTAS, OTWS EVAC EVOLUPEROUEVOS GE DLULY WVIGHUO OV
Veong épyou. Emvorinxay to 1991 and touc D.Chaum xa E.Heyst [CvHI1] pe
Bacinéc amotTHOELS T1) DUVITOTNTA UTOYQAPNHS WOVO OO ToL UEAT) TNG OUEOUS XAk TNV
Omop€n plog EumoTng apy i mou Yo amoxaAUTTEL TNV TAUTOTYTO TOU UTOYPAPOVTOS
oe nepintworn aypioBrtnone. H enadfdeuvor plac unoypagrc, etvon duvath ot e&w-
TEQIXOUG YPNOTES TOU CUOTAUATOS, MECW EVOC DNUOCIOL ouadixol xAedot. Me
NV TEodo Tou YpOVou, TEOCTEUNXAY OLdpopes EMPUUNTES IOLOTNTES, TOU GUYXE-
vp@inxay xuplwe oto hettoupyd oyfua twv G.Ateniese x.d. [ACJT00]. H npdtn
ouoTNEY SLUTUTWCT) HOVTEAOU OUUBIXWY UTOYEAUOWY Yo GTUTIXEC OUddeg 06UNXE
ond touc M.Bellare, D.Micciano xou B.Warinschi [BMWO3| . Atyo apydtepa, ot
A Kuoryide xow M. Yung [KY04] xor ov M.Bellare, H.Shi xou C.Zhang [BSZ05| 6ptoov
ave€dpTNTa TG OUADIXEC UTOYPUQES GTO O PEUALIOTIXG HOVTENO TNG OUVaMIKNS
opdoag, 6o o dPLIUOS TWY HEAWY X0t OL TAUTOTNTES ToUg BeV €y ouv TpoxadoploTel.
Or o¥vtoueg opadixég uroypagés Twv D.Boneh, X.Boyen ot H.Shacham [BBS04]
xou D.Boneh xou H.Shacham [BS04] éyouv xadepwdel atnyv xpuntoypagio Leuy-
pdTwy, Ye TARD0C EQUpUOYOY, TO EVOIIPEROY OUWS TWY EQEUVNTAOVY OEV eCavTAeltal
oe auTéC TG OU0 TEPTWOoE. Ot OYUdIXEC UTOYREUWES HTOY 1) TEWTY XoTnyopio
oY NUdTeY oL EQapuéoTXay ol xovotoues NIZK teyvixée pe tn yefior (evypdtwy
twv J.Groth, R.Ostrovsky xor A.Sahai |[GOS06a], [GOS06b| ( [Gro06], [BWO0G6] )
®ou AmOTENOUY Omd TO ONUAVTIXOTERY OEfYUATA TNG YPNOWOTNTAS TOU CUCTAUATOS
anddene Groth-Sahai |Gro07], [LV09|, [LPY12a].
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4.1 Movtéla Opadixwy T roypapwy

To pwovtého BMWO03. OgueM®Oelg anaThOES TOV OHABIX®Y UTOYRAPRY, TE-

PV QUOLXE OO TNV ETOATUEUCIOTNTO XAl TNV U TAACTOYRAPNoY Wag Eyxupng
UTOYRUPTHC, EVOL 1) BUVATHTNTO EVTOTIOUOY TOU UTOYEAPOVIOG OE TEQImTWoT oupl-
offitnone and plo umotn apyt Tov ovopdleton dayelpiotris opddas (group mana-
ger - GM) (aviyvevoipudrna) ahhd xou 1) yvoon plag unoypophc Vo uny amoxahOTTeL
TNV TOUTOTNTA TOU UEAOUS TNG OUADAS TTOU TNV Tapryaye o xavévay Thny tou GM
(avwruuta). ToxAedid Tou GUOTALATOS VEWPOUVTAL OTL TUEAYOVTOL X0t BLOVELOVTAL
amo plo tpltn éumoty apy), 1 omola urogel va arocupiel 6To T€hog Tng dradixaciog,

aol 1 oudda elvor oTaTLXN.

Optopde 4.1.1. 'Eva oyfiua ogadxody uroypagpoy GS = (GKey, GSign, GVer,
Open) yio otaticr opudda n yenot®y ue Tautétntee 1,2, ..., n ouviototos ond Toug
ToEaXdTw TECOERLC ahyopliuouc:

e tov PPT adydpduo GKey mou pe eloodo (1%,1"), énou k n mopduetpog
ACPIAELAG, TUPIYEL TO OUAUOLXO ONUOGLO XAEWl gpk, TO WIWTIXG %AWl Tou
SraryelploTy| opddac gmsk xat n WL TXd xAeWd gsk[i] yia xdde yéhog i.

e ov PPT ohydprduo GSign mou pe eicodo (gsk[i], M) mapdyer unoypapy| o.

e 0V moAuwvuuxd adyoprduo GVer mou pe eicodo (gpk, M, o) ehéyyer tny
EYAVEOTNTA T1S O.

e 0V mohuwvupixd olyoptduo Open mou ue eloodo (gmsk, M, o) emotpépel
elte wa TawtdTNTA 7, €ite L ot mepintworn anotuylag.

Anatolpe mpwtiotwe 10 oy va eivon 0ptd, Snhady| uio Eyxupr umoypapy| va
elvon mdvta enakniedoyn xan va emttpénel otov GM amoxodimter TNy TautHT T
Tou unoypdgovtoc. Enoyévewe yio xdde k,n e N, i € [n] xau M € {0, 1}* npénel va
1oy VEL

GVer(gpk, M, GSign(gsk|i], M)) =1 xou Open(gmsk,GSign(gsk[i], M)) = 1.

Emniéov emduyotue 10 GS va eivon elypnoto (compact), ye tnyv évvota 6Tt ol
HNELDLSL X0 OL UTOYQRUPES TOU GYARATOS VoL UV auEAvoyTon avahoyxd pe to Thidog
TV HEAWY. Ttot xdmotor moALYLUA D1, pa AOLTOV €Y OUUE OTL

|gpk], lgmsk], lgsk[i]] < pi(k,log(n)) xa |o| < py(k,log(n), [M]),

v xde k,ne N, i e [n], M € {0,1}* xu 0 € {r | r < GSign(gskli], M)}.
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Oewpoliye T 800 oxdhouda Talyvia yetald mpoxahotivioc € xou avtindiou A:

ITatyvio Avwvuuiac:

1. Setup: o € emicyel nupduetpo acpdhetag k xou exteret Tov GK mopdyoviag ta
xhedd gpk, gmsk, gsk[1],. .., gsk[n].

2. Emuhoy"h: o A ye eloodo ta gpk, gsk[1], ..., gsk[n] Véter epwthpara (M;, 0;)
otov €, o omolog anavtd we pavieio Open(gmsk, -, -). 10 téhog 0 A emotpépet
000 EYXVPES TAVTOTNTES %9, 11 xou wrivupa M, o omola anoctéhhet otov €, xadoe
xaL TpooeTy TAnpogopia T.

3. IIpbdxAnon: o C emréyer tuyaia bit b € {0, 1} xou unohoyiler Tnv unoypaEs
o «— GSign(gsk[iy], M), ye v onola npoxakel tov A.

4. Anéxpion: o A pe cioodo 7,0 Vétel ex Véou cpwTAUATA, EXTOC TG UTH
npbéxhnoY unoypaghc o, ato pavieio Open(gmsk, -, -) xou tehixd povteder bit
b e{0,1}. O A xepdiler av b/ = b.

Q¢ mheovéxtnuo Tou A opiletar 1 TocdTNTA

1
Adv§"(k,n) =| Pr[t) = b] — 3 | .

ITatyvio AviyvebownotnTac:

1. Setup: o € emiéyel noupduetpo acpdhetag k xou exteret Tov GK moapdyoviag ta
xhedd gpk, gmsk, gsk[1],. .., gsk[n].

2. Emhov7: o A ue eloodo ta gpk, gmsk xou 9€10vT0¢ TOOCUpUOCTIXNG EpmTAUITA
vroypaphc (i, M;) xon e€aywyhc iwtxol xhewot j atov €, o onolog amavtd
w¢ povteio GSign(gsk[-],-), gsk[-] emhéyer unooivoro mAfpws eheyyoUEVLY
yenotwv S < [n].

3. Anoxpion: o A ¥éter véa epothuata uroypaphc, tapdyer {edyog (M, o) xou
xep0ilet v

o 1 o clvar €yxupr uToypat| Yoo To M.
e Open(gpk, M,o) = L ¥ Open(gpk, M,0) = j ¢ S xou 1o (j, M) dev tédnxe
¢ TN and Tov A.
Q¢ mieovéxtnpa touv A, Adv*“(k,n) opileta 1 mdoavétnta vixre tou A.
XpetalOUAoTE TOY EROUEVO ORIGUO TIOU YEVIXEVEL TNV EVVOLOL TNC AUEANTENS CUVAPTT-
OT¢ Yl CUVIPTACELS Tou d€yovTon dUo oployoTas

Opwopdg 4.1.2. Mia ouvdptnor f: N x N — N elvan aueintéa, €dv yio xdie
ToAuvLIXS @payuévr ouvdptnon t : N — N 1 ouvdptnon f, : N — N, 6mou
fi(k) = f(k,t(k)) etvon aperntéa.
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Béoel tou Optopot 4.4.2, ot 800 x0plec anauTRoelg EVOC Gy NUATOS DLUTUTWVOVTOL
TUTIXG ¢ eEHC:

Optopde 4.1.3. 'Eva oyfiuo ogadxay unoypagpoy éyel mArpn avwruuia (full
anonymity ), €dv yio xée avtinako A, to Advy""(k,n) eivar ayehntéo, xo mArpn
aviyvevorudtnza (full traceability), €év yio xdle avtinodo A, to Adv'{*(k,n)

elvon opehnTéo.

Heprypapud, 1 w0t0TnTOL TG TAKEOUC aviy VEUSIUOTNTAS ECaGPAAilel 6Tl xavéval
oUVoho cuunaryviog peh®V OEV UTopel Vo apdyel Un aviyVEUCUIES UTOYQRUPES T
€yxnupeg unoypapés omou o GM Zeyehdton ouunepaivoviag 6Tl TEoEpyovTOL Amd
pEhog extdg ToU cuvohou. O oplouol TAHEOUS AVWVUPING XAl ALY VEUCOTNTIG,
OTWS CNUELDOVETU GTO [BMWO03 §3], cuurep auBavouy Tic emuunTES WLOTNTES
TWY OUABXWY UTOYpap®Y Ttou efyay Statunwiel dTuna €we TOTE.

M mhactoypdypnon urnoyeaphs (unforgeability): n Veyehddne anaitnon a-
CQUAELAS Lol xGUE OYAUA UTOYEUP®Y ETTUYYAVETHL VewpmVIAS AVTITAAOUS TTOU
EXTEAOLY TO TOLYVIO OVLYVEUCIUOTNTAS, Ywelc Yvworn Tou gmsk xal €AeYyo oTo
HERT TNG OUADAS.

Aveovopia: mpoxeltar yio TahaoTepn Xt acVEVESTEPT EVVOLd TNG TARPOUS avw-
vuplag, 6Tou o avtinahog ey €yel TEOGBuoT, GE UAVTED AVIYEVUGILOTNTAS XL YVOOT
TWY WBIOTIXOY XAEDIOY TV UEAODVY.

Avtiotaon o ouprouy vie (coalition resistance): eivan 1 1BioTrToL TS ABUVOLaG
CUYXEOTNONG CUVOAOU PEAWY TOU UTOLPOLY VO TORYOUY UTOYRUWES Ol 0Tl BeV
AV VELOYTOL TIEOG AT Ywelc woTHC0 Vo £YOUY YVOOT) TOU I T0U XAEWB00 TOU
GM. Emxoddnteton and tny mAfen aviyevuowldtnta, pall Ue Ty apyixt| £VvoLa Tng
AVLY VEUCLUOTNTAS TOU ofjponve Ty 0pd7 Aettoupyla Tou ahyoptduou Open.

Anodhagipdtnta (exculpability): eivon 1 di6tnTa e aduvayiog onoloudhrote,
axopo xou tou GM, va uoypdper ex Yépoug xdmowou péhoug. Ed xdmoto uérog i
€YEL QUTAHY TNV BUVATOTYTA, TOTE €vag avTITAAog XEEOILEL TO TAlYVIO UVLYVEUGIUOTY)-
Tog Vétovtag u6vo 1o gpdtrua gskli]. Xtnv mepintwon mou o GM xatagépver
Vo uToypdel ex pé€poug xdmotou UEhoug, TOTE o aviimahog xepdiel o malyvio
AVLY VEUCLUOTNTAS aXOAOUIMVTAS anmAms TV oTpatnyix Tou GM.

Avztiotaon oe oxsvweia (framing resistance): mopahhoyh tne avtiotaong o€
ouUTLYVid, OTOU UXOUA %ot oV GAOL Ol YEHOTES TANY TOU PEAOUS § GUVAOTLOTOOY
yvopilovtag 1o gmsk, 6ev unopolyv vo tapdlouy EyxupT) UToYea@n 1 omola aviy ves-
et oTov 4. H avtiotaor oe oxeuwpla xahdnteton and Ty Thipn aviy VEUOWOTNTA,

¢ €LY TERITTWOT).
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Acivdeto vnoypagpdv (unlinkability): eivar ablvotov vo Btoxpiver xavelg edv
oVo Cebyn unvipatog - uroypapic mpoépyovtal and to o uéhoc. To achvdeto
umoypap®y doxoha uropel vo oplotel Tumed xodog dev elvan mdvta Eexdapog o
TPOTOG TOU AVTIUETOTILEL TNV TopAY WYY UTOYRAPMOY 0 AvTITAAOS. LTd TEPIGCOTERA

HOVTEA XUTOATYEL LGODUVOUT) TEYVIXA TNG AvWVUULAS.

‘Okeg ot mopamdve WWOTNTES, EXTOS ¢ avTioTaong oe oxcuwplo Ty onola elor-
voryav ot L.Chen xou T.Pedersen [CP94], tinpotvtar oto ayfua tou [ACIJTO00].

To pwovtého KY04. Mia dropopetint) tpoogyyiorn 6Ty Onuioupyio aviyuumy uto-

yeopwy, arnodidetar otouc A.Kioyid, L.Taodvn xou M.Yung [KTY04] , ot onoiot
TpoTEWVAY Evar VEO EpYOlelo, Tic aviyreloues vnoypagés (traceable signatures).
YTo OYAPUTA AVl VEOCUIMY UTOYRAPOY 1) ATodTNOT TNG oVLY VEUGHUOTNTAS UAOTOLEL-
ToU ETMAEXTIXGL Y WPIC VO ATOXUAUTTOVIU UTOYPUPES TWY EVIIUWY UEADY Xl ETITAEOV
x&0e pEhog umopel va Loy uptoTel amodederyuéva 6Tt €yl utoypdipet éva urvuua. Eva
oy aviyvetowne uroypagwyv TS Suwryepiletar and pia éumotn apy?h GM xau
TeQLAAUBAVEL €vor GUVORO U1) EUTIOTWY 0Py @Y TOU Xxaholvtar aviyveutés (tracers).
To TS cuvictaton amd Tor axdhovda eVvE TEwTOXOMAA X0t ohyopiduoug:

Setup: ye nopducteo acgdreuc b, o GM mopdyel Snuocto xhedi xon WU T
gmpk, gmsk.

Join:mpwtéxolho petall urodriglou véou uéhoug @ xar Tou GM, émou Yéow tou
gmsk, xaTOAAYEL GTNY AnOD00T) TOTOTONTIXOY EYYRUPHC cert; oto uéhog. Avti-
ypago (transcript) tou mpwtoxéihou amodnxeleto oe Wuwtix? Pdon dedouévwv
Tou GM.

(Sign, Verify): nunoypapy xot v enoahfideucy cuviotolhy un dtohoyixd tpntdxolho,
amd TNV EQUPUOYT EUPETIXWY TeyVix®y Fiat-Shamir oe Swwhoyxd mpwtdxolro
andBEEnC YVWoNe Tou cert; Tptay Yopwy pe Tuyaio tpdxinon (BA. Tpbdtaon 3.3.6).
Open:PPT aiyopripog mou deyduevog we elcodo uroypagt, o, T0 gmsk xou Ue
TedoPaoT oo avtiypaga Tou Join, eMOTEEQPEL THY TAUTOTNTA TOU UTOYEAPOVTOS
xou amoodeln opdric Aettovpylag.

Reveal:PPT olyéprduoc mou exteheiton and tov GM xou deyducvos wg elcodo
UTOYPAGT 0 xalt To avTiypapo Tou Join tpwTtoxdhhou evoc yéhoug ¢, e€dyet trapdoor
TAnpogopla trace; yio Tov 1.

Trace: PPT ahyopuduoc mou exteheltar amd TOUC AVLYVEUTEC Xl OEYOUEVOS WS
eloodo Tig 0, trace;, EAEYYEL €AV O @ EYEL ONUIOVPYHOEL TNV UTOYEAPN T,

(Claim, Claim_Verify): un dtoehoyixd mpwtox6Aho 61ou 1o uéhog wg anodeixtne
emyelpel Ue T yprorn tou cert; va meloel OTL €yEl CUUUETAOYEL OE TPWTOXOAAO
Sign — Verify.
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To TS etvar 0pU6, €dv dhot oL mopaxdtw Ereyyot
o Verify (M, gmpk, Sign;,(M)) = 1
e Open(gmsk,transcripts, Sign,(M)) = U

e Trace(Reveal(U, transcripts), Signg(M)) = 1 xou
Trace(Reveal(U, transcripts), Sign,,(M)) =0, U’ # U

e Claim_Verify(M, Sign;; (M), Claimy (M, Signg,(M))) = 1,

epgaviCouv apehntéa mdavotnTa opdiuatog yio xdde prvupa M xo uéhog U. Ou
AmUTACELS avwvuplog, aviyveuotuotntag xon avtiotaorng oe oxevwela tou TS xa-
Yopilovton amd UOVTEAN AGPINELNC OVINOYA UE TWV OPUBIXOY UTOYpopY. 2To [K-
TYO04] diveton AATAOKEUT) AGQPANOUG GY RUATOS AVLY VEUGLUWY UTOYRAPWY, BACIOUEVY
oe teyvixéc tou [ACJTO0].

H emvonon twv aviyeviowny utoypapoy, enétpede otoug A Kioytd xou M. Yung
IKY04] v povtehonoinon twv opadix®dy UToYpap®dy ot duvouixés ouddes ota
mhalola Tou oyfuatog Ty Ateniese x.4., Ywpelc TOV SLoywELOUS TWY EUTIGTWY 0Py WV
éywve peténetta onwe oto [BSZ05| . Bdoel tou gopuoiiopot tou [KY04] éva oyrfua
opadixwy utoypapv GS reprhauBdver tic e€hc Aettoupyies:

Setup: ye napductpo acpdielauc k, topdyoviar xAewid gpk, gmsk xodwe xou string
XoToOTEOEWY St = (Stysers, Stirans) HE AEYES TWES Stysers = &y Stirans = €.
Join: mpwt6x0hho uetal) Srohoyixdy ahyopiVuwy (Jyuser, Jan (St, gmsk) (1%, gpk)
TOU AVTIOTOLYOVUY GTIC TAEURES Tou pehoug ¢ xan Tou GM. To amotéheoya etvan
Wikt €€odog (i, cert;, sec;) Y to 4, 1 Snpbdota mhnpogopia (i, transcript;) xou
N evU€ewon) ToU St 1 Stysers U {1} < Stusers, Stirans||(i, transcript) «— Sty,ans.
Sign: to uhvuga M vroypdgeton and 10 i we o = Sign(gpk, cert;, sec;, M).
Verify: o éheyyoc enahfidevorng eivar o Verify(gpk, M, o) 21

Open: 7 aviyveuon g TEOEAEUOTC WaG UTOYRUPHC YivETaL Ad TOV UTOAOYIOUO
Open(gpk, gmsk, St, M o) € St u L.

To oyfua evon 0pd6 edy 10 TARdog TV avitypdgwy 6T0 Stians 10O0TAL YE THY
TANOOTNTA TOU Stysers, OTOWDATOTE cert; TOU TUPIYETOL AT €V CUYXEXQUIEVO
TewTOX0AO Join avTioTolyel 6To sec; Tou droLEYHUTXE antd TO (B0 TEWTOXOALD
xou Pefalwg ov Eyxupeg uroypageg enainiedovtar xou aviyveboviar owotd. O-
oov agopd TNV ao@dheta Tou GS, o avtitoahog A Vewpeltar dti extehel mofyvio ue
diempdvera I apyehc xatdotaone states := (St, gpk, gmsk) «— Setup(1¥). Ta

Tuyada pavtela Tou yprnoulomowlvToa efvan To:

Qpub, Qrey : 1 J emoTteéper ta gpk, gmsk avtioTtorya.

116



Qa—join : N T ex00tvel pe tov A 10 TEOTOXOAMO Join tpocopoiwvovtag Tov GM xou
EVNUEQWVEL TO ST XATAYWEWVTAS VEO PEROC GTO GUVOLO TWVY EAEYYOUEVWY UTd TOV
avtimoho ey U*.
Qbjoin : M J ex0avel ye Tov avtinaho 10 mpwTéXOMAO Join TREOCOUOWWVOVTIS TO
uéroc. Evnuepdver to St xon xpotd v ot mhnpogopla (cert;, sec;) puotixt
an6 tov A. To ved péhog xatayweelton 6T0 6UVOLO Ub.
Qread © ETOTEEQOVTAL TOL TEQIEYOUEVA TN Statey extdc TwV gpk, gmsk xau Tng
TAnpogoplag Tou dnuoueyNinxe and cpwThUUTd 670 Qb join-
Qurite : 1 J TpomOTOEl qudaipeTta dedouéva extdg g ahholworng mpolndpyoviwy
dedouEVwY Tou St.
Qsign (1, M) = n J dnuovpyel uroypagh oto M Bdoel TwV TROCKTIXGY OTOLEWY
cert;, sec; YENOUC @ € Ub.
Qopen(M, o) : 1 T exterel Tov Open xat emotpépel Vv npoéhevon g o i) L oe
TeplnTwon arotuyiag eviomopov.

To GS eivor acgoréc av o avtinahog xepdilel Ye aUEANTEO TASOVEXTAUA To
TOEOX AT TodyViaL:
Avovopia: pe v J oe agyuxr xatdotaor, o A 9étel epntAuate Qpub, Qa—join,
Qreads Qopen %01 TapdyeL opOd Lebyn (certo, secy), (certy, secy) uhvupo M xou mpo-
oVetn thnpogopio 7. H J npoxahel tov A emidéyovtac tuyaio b € {0, 1} xou unohoyi-
Lovtoc o = Sign(gpk, cert;, sec;, M). O A ¥étel véa epwthAuata Qpub, Qa—joins Qread
%0t Qopen EXTOC TN 0, emhéyel b’ € {0, 1} xon xepdilet edv b = b.

Ecgoalpévn avayveeion (misidnetification): pe v J oe apywr| xatdotaon, o
A Yéter epothgata Qpub, Qa—joins Qread; Qopen x01 Tapdyel Lebyog (M, o). Kepdiler
edv Verify(gpk, M, o) = 1 xau Open(gpk, gmsk, St, M, o) =i ¢ UL.

Sxevowplo: ue v J oe apyux xatdotacy), A Vétel pwTAUatd Qpubs Qkey, QAa—joins
Qread, Quwrite, Qsign xat Topdryet Levyoc (M, o). Kepdiler edv Verify(gpk, M, o) = 1,
Open(gpk, gmsk, St, M,c) = i € U® xa 70 (i, M) dev tédnxe wc epmTnua oTo
Qsign, OMAAOY| av xatopépel Vo umoyedder €yxupa éva ufvuua, omodidovioag Thy
evépyela o€ Uéhog €€w and Tov €eyyd Tou.

To pwovtého BSZ05. O Opiopol 4.1.1 xu 4.1.3 agopolv TNV Tepintwoy tou

N oudda ebvon oToTixY), ONAAOY) To PEAN xoL Ol TAUTOTNTEC TOUG Elvon UETABAT-
o Kade ouwe 1 mheodhmnoio v e@upuoyoy agopd ouddes duvouxrc @hong,
elvon amapadtnTn 1 emadinon twv apywxwy optouwy. Ot M.Bellare, H.Shi xau
C.Zhang [BSZ05] axohotincov authv tnv xotebiuvon yio ogadixéc unoypapés
o€ ouddes ywplc avdkAnon (revocation) twv uehév (partially dynamic groups).
H Boowr xawvotouia frav 1 dedpenon 800 éumotov apydy, evos aviyvevtr (open-
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er) TPOEAELONS UTOYPARWY xon evoc davopéa (issuer) BiwTXOY XAEWBUOY aTOUS
yeriotec. Kdle plo and tic 800 apyéc SladéTel 10 TROoWTIXO TNG WLWTIXG XAELDL.

Optopde 4.1.4. Eva oyfua oyadixady unoypapdy DGS = (GKey, UKey, Join,
Issue, GSign, GVer, Open, Judge) yto dvvapukri opdda cuvioTtoton oand 0XT® TONU-
0VUIX00C aAyoplluous we e€Ng:

o ulo tpitn éumiotn oy extelel Tov alydprduo GKey mou e eicodo 1%, énou k
1 TUEAUETPOS AGPIAELNS, TTAPdYEL TO OUAdXO ONUOGLO XAEW gpk, TO WWTIXO

A(NEWL TOU avy VEUTY) 05k xat TO WWTIXG xAEW! Tou dlavouca isk.

e £vag yprotng ¢ mou VEAEL va yivel uéhog Tng ouddag, extehel Tov aiydpriuo
UKey ue eicodo 1k hopPdvovtoag (edyog Tpoowmxo) WwTxo) xol dNUOCLoU
xhewol upkli], uskli]. H motonoinon xar dioavour, tov upk|i], yivetor yuo
TpocTacta and oxeumpla, aveEdeTNTa and TIC EUMIOTES dpyéC TNS opddag, T.Y.
uéow PKI.

e 0 yphotne ¢ 6tav AdPBer ta upk(i], usk[i], exxwel Srohoyind mpwtéxOMO OE
aoQAUAES xavAAL YE Tov Dlavopéa. O ahyoprduol Join, Issue vhonoloty Tic
TAEURES TOL © xaL Tou dtovopga avtioTtorya. e xdde oTddo Tou TEwToXOA-
Aov, 0 evepyoc olybprduog et eloodo ufvupa M;, xou xatdotaon State(:)
xou €TOTEEPEL €€000 Moy, Wio avewpévr xatdotoon xou andgacy dec €
{accept, reject, continue}. Edv o Swavouéac amodeytel, 1 tehixr xatdotaom
Tov Issue efvan ta mepteydueva Tng xataydenorg regli] otov nivoxa eyyeypay-
UEvey pehwyv reg. Edv 1o i anodeytel, 1 ek xatdotacy| Tou Join elvon to

BTG xhewi gskli].

e 10 uélog @ yio va umoypdder to whvupa M extehet tov alyopripo GSign pe
eloodo gskli], M.

® 1) eyxUEOTNHTA Uiog UTOYPAPHC EAEYYETAL EXTEAWVTAS TOV alYoptduo GVer ue
gloodo gpk, M, o.

® 0 aVlyVeUTHS, £yovtag Tpdcluoy oTov reg, extehel Tov akyderiuo Open yia
€yxupn vroypaph o ue eloodo (osk, M, o, reg) xou hauPdver Levyoe (i,7).
Edv i = 1, anoxpiveton 611 1 0 dnuovpyRdnxe and to u€hog i, evw edv i = 0,
TOTE ATOXPWVETOL OTL 1) 0 BeV OrutoueyOnxe amd xovéva péhog tne ouadac. H
m anotehel anddelln Tou TeheuTalou toyuplouol xou exahndeeTar p€ow Tou
aiyoptiuou Judge.

e o Judge Oeyoduevoc wg elcodo o gpk, oxépato j xan TO aviicTOLYO OMUG-
oo xhewt upk[j], éyxupo Lebyoc (M, o) xou mhnpogopio T, eéyyet ov 0 7
amodelxVOEL 6TL TO j dnUolpYNnoe Ty o.
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[t Ty auo ey Sltdinwon 1wy emuuntey aruthicewy Tou DGS dewpolue 6Tt

o ahyopriuog GKey(lk) exteheltan and pla teltn éumotn apyn xot 6Tl 0 avtinaiog

A étel epwthpota oto mopaxdte yavteio (BA. [BSZ05 §3]):

Mav=zeio

‘Optopoa

Aewtovpyio

"EEodo¢

AddU(")

7

Anwovpyia évtyou uéhoug 7 :
o upk[i], usk[i] < UKey(1%)
e regli] < State(Issue)
e gsk[i] < State(Join)

upk[i]

CrptU(-,-)

(i, upk)

Alholwon mpoocwnixod dnudciou
XAELBLOV TOU i

o upk[i] — upk

e apywonoinon State(Issue)

SendTol(-, -)

iy M)

extéheon (Join, Issue) -
o A nailel to pdro Tou i:

e regli] < State(Issue)

Mout

SendToU(-, )

iy M)

extéheon (Join, Issue) -
o A noilel to pého Tou Blavopéa:
e gsk[i] < State(Join)

My, dec

USK(-)

Anuiovpyia LUOTIXOVY XAEWBLOY YLa

T0 UENOC ¢

usk[i], gsk[i]

RReg(-)

"Avtinon nepleyouévmy Tou reg yia
To HéNOC %

regli]

WReg(+, )

G, py

Teomomoinon mepleyopévwy  TOUL
reg ylo Tov i:
o reglil < p

A

G, M)

unoypoph Tou M uné to gsk[i]

GSign(gpk, gskli], M)

Open(-,-)

M, 0)

aviyveuon unoypaprc

Open(gpk, ok, reg, M, o)

ITivaxac 4.1

Me 11 yerion twv povteinv tou Ilivaxa 4.1 o wiotnteg Tou DGS optlovton wg

e&ne:

Op96t7To:

Emotpéget Cebyog 4, M xon xepdilet €dv ouufaivel Eva €x TV TopoxdTe:

1. H unoypoagy, o = GSign(gpk, gsk[i], M) dev eivan €yxupn.

o avtitahog A xatéyel to gpk xon ¥étel cpwtiyata ot AddU, RReg.

2. (j,m) « Open(gpk,ok,reg, M,o) xon j # i, dnhadf 0 UTOYEAPWY aviyVED-

£TAL EGQPANUEVAL.

3. (i,m) < Open(gpk,ok,reg, M,c) xou Judge(gpk,i,upk|i], M, o, )

ONnhadr 1 amdoelln Tou aviyveuTs| Oev yiveTan amodEXTY.

To DGS etvor 0p06 edv n mdavotrnta vixng tou A elvon undevixy,.
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Avovopia: o avtirahog A xatéyel to gpk, isk xaw VéTel epwtAuata ota SndToU,
SndTol, RReg, WReg, Open, USK, CrptU. "Eyet enouyévwe mifien €heyyo tou dia-
vouéa, xar EmTEéneTal eTlong Vo amoxTHOEL Tol W TXE XAEWLY, Vo AAAOIWOEL TA
ONUOGLA XAELWDLS o var Blahey Vel ue TOV DLAVOUEN EX UEQOUC OTOLOUDHTOTE YEHOTY),
va Sof3doet xan var UETABAAEL TO reg. XTo TEAOG, OTWE XAl OTNY TATEY AveYuia,
amoGTENAEL Uhvuda M %ot TOUTOTNTES 4o, %1, X0 TEOXUAEITUL VoL HOVTEDEL CWOTA
T0V Unoypdgovta iy, b € {0, 1} détovtac epwthata aviyveuong o UTOYRUPES TNS
emhoYYg Tou exTOC NG UTo TpoxAnoT utoypaphc. To DGS €yel avwruuia €év to
Advgren (k) =| Pr[t) = b] — L | ebvon apelntéo.

Aviyvevoipdtnta: 0 avtinarog A xotéyel 1o gpk, osk xan V€tel poThuATY OTA
SndTol, AddU, RReg, USK, CrptU. Emouévwe emitpénetan va mtpooVécel VEoug
YPNOTES, VO ATOXTACEL T WOWTIXG XAEWOLE XAt VAL AAAOIWOEL TAL DNUOGLY XAELDLY
OTOLOUBNTOTE YPNOTH, VoL OlaPBdoeL To reg xot Vo Stahey Vel Ue TOV DLovOUEd X Ué-
pouC 0molLdATOTE YENoTY. 210 Téhoc xepdilet edv Topdiet éyxupo Levyoc (o, M)

OOTE Vo GUUPOEVEL EVal EX TWV TOEAXITw:
1. (0,m) «— Open(gpk, ok,reg, M, o), dnhadf o aviyveuthic dev umopet va Ppet
TNV TEOEAEUCT) TNG UTOYQPTC.

2. (i,m) < Open(gpk,ok,reg, M,o) xo Judge(gpk,i,upk[i], M,o,7) = 0,
OnAadY| o aviyveuthc 0ev umopel va amodeilel ot Bprixe TV mpoéheuot Tng
UTOY RUPTC.

To GSD &ye aviyvevoudtnra ebv v mbavotnta vixng tou A elvan apeintea.

Avtiotaon o Uxevwpia: 0 aviinahog A xatéyet o gpk, osk, isk, VETel epTH-
pota ota SndToU, WReg, GSign, USK, CrptU xou mapdyer pfvupo M, uroypoagt
o, TautdTrTa @ xan anodeln . O A %epdiler edv oupPatvouv ta e€Ng:

1. H vroypapy o = GSign(gpk, gsk[i], M) eivan €yxven.

2. O i efvan évtipo péhog xon Judge(gpk, i, upkli], M, o, m) = 1, Snhady 1 anddet-

&n tou A yivetan amodexty).

3. O A dev édeoe epwtipata ¢, 1, M) ota USK, GSign avtictorya.

To GSD éyel avtiotaon o€ okevwpia €dv 1 mdoavotnTa vixng Tou A elvan auehntéa.

Hapatnpolue 6L 0 avtinahog €yel TeptocdTeEY WYL 610 YovTéAo avticTaong ot
oxeVmplal TOEd GTNG AVLYVEUCILOTNTAS, Yiol AUTO X0t Ot BUO WOTNTEG avTIHETWTI 0-

VIO Y0EOTE eV avTidéoel ue Ty otatixt| nepintwor. I'evixd, o M.Bellare, H.Shi
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xou C.Zhang evtoniCouv Tpla enINEdA EPTGTOGUVNG Yiol TOV OLAVOUEN X0 TOV OLVLY VEL-
™ adidglopol, pepikds diepbapuévor (0 avtinahog xATEYEL TO BLOTIXG TOUS XAEL-
0l) 1 mArjpws drepdappévor (o avtinahog €yel Tov TAen ENeyyo %o Umopel vor Toug
wUfoeL o8 TapEXAAOT) ATd TU TEOYRAPUATY toug). T g Tpeig ATOUTAGELS TOU

oploTnxay, To ET{TEDN EYTIOTOGUVNG EYOLUY OTWE GTOV TAQAXATK ThvoraL:

Araitnon Aviyveutig ‘ Alavopgag
Avevupia Addgpdopog IThpwe drepiopuévos

Aviyveuowotnta Mepug degpiapuévog Adudgpiopoc
Avtiotaon ot oxevwpela | [Thfpwe diepdapuévos | IThApwe diepiupuévog

ITivoaxoc 4.2

Eivou gavepd 6tL oL ioyupdtepol avtinahol Aaudvovtar unddr yia Ty avtiotaor oe
oxevwpla, EVE oL aoVeVESTEROL Yio THY oty vevauydtnta. Sto [BSZ05 Appendix Al
AVUAVETAL KOS OL TEEIS WLOTNTES TEPWAEIOUY OAES TIG TUAMOTEPES GTUTIEC ATAUTACELS
ac@dietas, xatd avaroyio ue to povieého BMWO3.

AZ{Cet vo avagépouue 6Tt Tor povtéda acgdicias KY04 xon BSZ05 wavorowiy pla
Loy LEOTERT Exd0Y Y| anarralipotTnTag and To BMWO3, 6nou olte xav o davoucag
TV xAeWwy dev pmopel va unoypdder ex uépoug xdmoou pEROUC TNG ouddaC.
Ov A Kiorytdg xar M. Yung oty Bt epyaoia [KY04] xataoxebacoy évo aoparéc
xo AELToupYL6 oyfuo oadrc uroypaprc oto ROM. Ao tny dAAn mhevpd, ol
M.Bellare, H.Shi xou C.Zhang [BSZ05| dewpoiv toyvedtepous avtindloug yio o
Ty vior avwvupiog xat oxeuweiog xat Tapouctdlouy éva oy fua Tou TATEoL Tig Bixég
TOUC TTEOdLIYPAPES aopdlelac oto standard yoviého. Kodweg ouwe yenoworotoly
vevixée NIZK teyvinée yia yawooo oto NP, 1 xataoxeur) Toug efvar dewpntixold
EVOLAPEPOVTOC.

Avdeinon perdv.  Meypl 1dpa aoyohnixaue Ue ouddeg Tou AelToupYolY duVA-

XA HOVO WS TEOG TNV KooV XY VE®Y UEADY. LTny mpdln ouws, eivor guowd
xdmoto YELog vo anoywerioet elte €xolota elte emPBefAnuéva, ombTE o TEETEL
vo avochnet 1) ToutdTnTd Tou.  Efvor emopévwg emtoxtin 1) €0pECT, EVOS AoGa-
Aolg pnyaviopol avdxhnong, agol o yehotne Vo mpénel vo Umopel va amodellel
OTL ebvon EVERYOS YWRlg Vo amOXOAUTTEL CTUAVTIXT| TANEOGORIA Yo THY TAUTOTNTA
Tou. Ot TPOTEC UMOTELPES AVTWETOTIONG ToU dUox0lou autol mpofifuatos |B-
S01], |[ASTO1], [Son01], euncpietyav v yeouuxy e€dptnon xdnolg Aettoupyiog
Toug efte amd To TARUOC TWY PEAWY TNG OUADIS EITE TWV OLUYPAPOUEVWY UEADV.
Aetoupyuxr) Mon édwoav ov J.Camenisch xon A.Lysynskaya [CLO2| ewodyovtag
TNV £VYOLd TOU BUVAULXOU GUCGCWEEUTH.
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Optoupde 4.1.5. 'Evac duvapukds ovoowpevtnis (dynamic accumulator) yio évo
obvoho Ty X elvon pla owxoyévela cuvapthoewy Fx ue Tic eCAC WOTNTES:
(i). Trdpyer PPT ahyéerduoc G nou napdyet éva tuyaio f € Fx xou trapdoor
TAnpogopio aux ;.
(ii). Kdde f e Fx éyer nedio opiopol Uy x X, 6mou 1o otoryewa tou Uy howBdvo-
VIOl 08 TOAUWVUULIXOG yeovo (efficiently samplable), xou v (u, x) € Uy x X,
10 f(u,x) vrohoyileton oe TOAUWYLUIXS YEOVO.

(iii). T xdlde feFx, ue U xor 21,20 € X :
f(f(uﬂxl)wr?) = f(f(u7x2)vxl)'

(iv). Mio th w € Uy xohelton pdptupag tov © oty v €dv v = f(w,z). H
mdoavoTnTa €vag avtitahog A va e€dyet udptupa w yia v ¢ X

Pr[f < S(1*);u « Uy; (z,w, {x1, ..., 20}) < A(f, Uy, u) :
{z1,. .zt S X Az d{ry,. .., xnt A flw,z) = flu,{z1,...,20})],

omou f(u, {z1,...,zn}) = fF(f(... flu,21),...),2m), civor auehntéoa.
(v). H ouoobpeuon twv Tipov eivar duvauxhic @bong, dnhady undpyouy PPT
oaryoerduot D, W dote edv S € X, v = f(u,5), z,2" € S xou f(w,x) = v

T0TE

o D(auzys,v,2') =" dote v’ = f(u, S\{z'}).

e W(f,v,v z,2") =w" dote f(w',x) =0

H tehevtola wiotnTo expedlel tny oyupt| anaftnon n Slypd@r Ty and Tov
OUOGWPEELTH VoL EXTEAELTAL G Ypovo aveldptnto Tou ueyédoug tou S, eCacpahilel
©»oT660 6T av €vag avtirahog A emhélel mpoocapuocTixd €€ apyhc olvolo S, dev
uropel va e€dyet w e ¢ ¢ S odote f(w,x) = f(u,S) [CLO2 Theorem 2]. H
TeooU1ixy TGV OE Yeovo aveldoTnTto Tou Yeyévoug Tou S 0ev anotehel CeyweioTh

WOTNTH oAAG émeton amd TNy 4.1.5.(111) 6nwe palveton amd TNV ETOUEVY TEOTIO
Y Y ¢ Y peEVY) TTE Y

Ilpétaoy 4.1.6. Eow v = f(u,S) n péyovoa nurj wov ovoowpevtrj, =’ véa
und mpoodnikn nipry kar v’ = f(v,2'). Eoww eniong x € S ka1 w udprupas wou
xz oty v. O vrodoyiouds €vés pdptupa w' tov x otnr v’ efvar aveldptntog tou

peyédoug tou S.

Anébaén. Oétoupe w' = f(w,z’). loyder 61

4.1.5.(iii)
) =

f(w,7 ZL‘) = f(f(w7 ZL‘/),ZE f(f(w7 JZ), :L‘/) = f(v7 JZ’).



Y10 [CLO2| xataoxeudleton Buvopinde cUGOWEELTAC Yl To €we TOTE state-of-
the-art oyua [ACJT00]. O unyaviopdc avdxhnong, 6mou yivetal eVNuéowoT Tou
ONUOGIOU AAEDIOY Ao TWV OIWTIXWY XAEWWWY TV YEAGY ot xdle UETABONY TNg
o0OTACNC TNG OUADAS, TOU ATOPEEEL ATO TNV XATACKEVY) EPUOUOCTNXAE UETUE)D GAAWY
0TI opadixég unoypapés BBS04, dtwg Yo dolue oty ETOUEYY eVOTNTA.

4.2 Ou opadLXES UTLOYPAPES TWV

Boneh - Boyen - Shacham xot Boneh - Shacham

Ov opaduég unoypagés ACJTO00 cuyrévtpwoay OTIC APy €S TNG REPACPEVNC OEXIE-
Tlog 10 YEYUAUTEPO UEQOC TOU EVOLOPEPOVTOS TOU UTARYE YL TIC OYUDIXES UTO-
YEUPES MOYw TNG ATOBOTUXOTNTAG TOUG XU TWV TOAADY XUADY WOTATWY TOU GUYXE-
vipovouy. H xatdotacy dhhale Ye TNV XATACKELY GUVTOUWY OUAOIXGY UTOYRAPGY
ota mhalota Tng xpuntoypagiag (euypdtwy and Toug J.Camenisch xar A Lysynskaya
|CLO4| xo meptoodtepo and toug D.Boneh, X.Boyen xow H.Shacham [BBS04] xou
D.Boneh xou H.Shacham |[BS04].

Ou opadixéc vnoypagéc BBS04. To oyruo BBS04 xataoxeudleton and tnyv

EQAPUOYT| EUPETIXWY TEYVIX®Y Fiat-Shamir ce ZK-PK diahoyind mpwtéxorho and-
deiine yvoone plag Aone yio to SDH ([BBS04 §4]). Oewpolue oudda n uehédv
xow Cevypa e 1 Gy x Gy — Gr ouddwy TédENg mp@Tou P KHOTE UTARYEL ATOdOTIXA
unohoylowog wwopoppouds P : Gy — Gy (TYrou 1 1) 2). 'Eotw eniong cuvdptnom
hash H* : {0,1} — Z,. D'a ovyPoatémta ye to [BBS04], dewpolue tic opddes
rolhamhaotaotixés, dnhadh avtt v [a] P + [B]Q, yedwouue P - Q°. Autéc o
TeOTOG YPuph TwV (euyudtewy Yo datneniel 010 xe@dhato xadog axohoudeitar oe
Oheg i epyacieg mou Yo peretndoiiv.

Yopgwva ye 1o gopuaiiopd tou BMWO3, 1o oyfua BBS04 cuvictatar and toug
TRt oA yopiluoug:

Keygen(n): emléyovia tuyoia yevvitopag go € G, &1,&,7 € Z3, h € Gi\{1}
o urohoyiloviaw o g1 = ¥(g2), u,v BGote utt = v82 = h xou w = gy. T xqde
xefotn i € [n], Snwovpyolue Ao tou SDH (A;, ;) enhéyovtag z; # —vy € Z
xor Yétovtac A; = gi/(wzi). To xAewid Tou oyfuatog elvon to gpk = (91, 92, h,
u,v,w), gmsk = (&1,&), gskli] = (A, x;). H uph v péver yuotixr) and dhoug
TOUG YPNHOTES, axdpa xon Tou GM, extdg Tou Bravouéa.

Sign(gpk, gsk[i], M): ywo v unoypagy| unviuatog M unohoyilovtar to e&fc:

1. a,5<in; leu“, TQZ’Uﬂ, T3:Ai'ha+’8, (51:$i&, 52:l'lﬁ
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$ ) o e
2. TaarﬁaTxi,T(Slﬂ“dg ¢ Zp, R3 = e(T?ngQ)TIZ ) e(haw) fa=Tp . e(haQQ) "o 70527
T, _ T, _
Ri=u" Ry=v" Ry =T\" -u "™ Ry =T," -v "2,

3. c— H(M, T\, Ty, T3, Ry, Ra, Rs, Ry, R5).
4. 8o =Tq +ca, Sg =13+ B, 55, = Ty, + CT;, S5, = T5, + 01, S5, = T5, + COa.
5. 0 = (11,15, T5, ¢, Sa, Spy Su;» S5y 565 ) -

Verify(gpk, M, 0): vty enakfdevon tne o extehotvton tor axdhouda Bruoro:

1. Troroyilovtan o
Ry = u®e -T76 Ry = v°8 Ty, Ry =u™" ST Ry = v Ty
Ry = e(Ty, g2)™i - e(h,w) > - e(h, go) >~ - (e(Ts, w)/e(g1, g2))°.
2. 1 o yivetow amodex T avy

¢ = H(M, Ty, Ty, Ty, R, Ro, Rs, Ra, R3).

Open(gpk, gmsk, M,o): o GM aviyveder v mpoéhevot) g o
1. EXéyyovtag av 1 o elvar €yxupn.

2. AmoxaldmTovTag TNV TAVTOTATA TOU @ YECK TOU UTOAOYIGHOU
Ay = T3/(TF - T5?) xou éyoviag yvéhon tov {A, ..., A}

Mia vroypagr, BBS04 anoteieiton and tpla ototyela tne Gy xan €21 ototyela
¢ Zp. Emhéyovtag p ueyédoug 170 bits emruyydveton ufxog uroypagpric < 200
bytes, onuavtixd puxedtepo tou 1Kbyte mou €yel pla urnoypapry ACJTO0, xou ye
ac@dheia tepinou B uiog 1024-RSA unoypaghc. Lo tn dnuovpyla tng, enedn
ot upéc e(h, w), e(h, g2), e(g1, g2) o e(A;, g2) UTOPOUY VoL ATOVNAELTOUY XAt APOY
e(Ts, 92) = e(A;, g2) - e(h, g2)* ™7, dev amonteiton xavévac unoroyiouds (edypatoc.
Emniéov, xatd tny enahfdeuct), o uovog amapaltntog utohoyiouds (ebyuatog etva
0 e(Ts,we - gy"") = e(Ts, g2)* - e(Ts,w)¢ xatd ™y e€oywyr Tou Rs.

H minpdtnta tou BBS04 ehéyyeton ebxohra. H acpdheio axoloudel 1o povtéro tou
BMWO03, ye tn dtagpopd 6Tt {nrtetton pla acevéotepn wiotnTa T¢ TANQOUS oved-
vupfag, xohotuevn CPA-mAnpns avwvuuia (CPA-full-anonymity), v onofo 6ues
dlatneel TNV avevuuio xaL T0 AGUVOETO UROYRAPMY. € AUTH TO HOVIEAO, O avTiNa-
hoc dev éyel mpoofaon oto yavteio Open(gmsk,-,-), dnhadt, dev Vétel cpwth-
potor aviyvevong. Tty anéoeln e CPA-mhfipoug avwvuuiog xo TAHRoug
avty veuouotnrag, ot D.Boneh, X.Boyen xat H.Shacham eworjyoaryay yio tpaytn gopd
0 TpoPBAnua DLin, tou omofou tn Suoxohia arodeixviouv [BBS04 Theorem 8.1]
yiow ohyoplduoug mou dev yewplloviar edixd Ty xwdxonolnon Twv oToyelny Twv

124



opddwv (generic ahyoprdyot). Oo dei€oupe tny CPA-mAfn avewvuuio tou BB-
S04 xon naponéunovye oto [BBS04 Theorem 5.3] yia tny anddetln tne nhfipouc
AVEY VEUCIUOTNTAS. OEWPOoUUE TRMOTO TO TUPAXITW Oy AU

Optopde 4.2.1. Q¢ I'paupukn kpurtoypdenon (Linear Encryption) opileton to
TOEAATW Oy AL

1. To drudoo xhedt ebvor 1 terdda yevvntopwy pk = (u,v,h) € G* xa To
WBlwtxd xhewi 1o Levyoc sk = (x,y) € ZZ wote ut = vY¥ = h.

2. 'Eva uhvuua M xpurtoypoageiton emthéyoviag tuyoda o, 8 € Z, xa. urtohoyi-
Lovtog o xpuntoxeipevo C' = (u?, vP, Mheth),

3. "Eva xpuntoxeiyevo C' = (T, T, Ts) anoxpurtoypoageitar wc T3/(TT - T5).

H Tpopuixr xpurtoypdgnorn enexteivel 1o oyfuc xpuntoyedynons El Gamal xo
etvou IND-CPA oo axdua xar o€ opddes tou 1o DDH(G) elvor emthboo, agot
otnpiletar ot duoxohia Tou DLin oty G. Ilpdypatt, edv A eivor évag alydprduog
mou ondel tr IMoapuix s xpuntoyedonor, ToTe xaTaoxeUdLoVUE ahYOpWIUO AmdPUcTS
v 0o DLin B, o omoloc pe icodo (u, v, h, u®, v”, 2):

1. Sivet atov A 10 (u, v, h) wc dnudcto xhewdi.

2. emhéyovrac b € {0,1}, anavtd ota unviuata emroyhc tou A My, My g
(u®, 0P, My, - 2).

3. amovtd 1 €dv b = b, dnou b’ 1 andxpion tou A.

Edxoha nopatnpolue 6Tt
1
Advg =| Pr[o B xepbilet] — 5 |=

=| Pr[o B xepbdilet | z tuyaio] + Prlo B xepdilet | z = h*™Y] —

=| Pr[o A xepbdiler | z tuyaio] + Prlo A xepbdiler | z = h*™Y] —

N — DN —

1 1
=| 5 + AdUA — 5 |= AdUA.

Oewenua 4.2.2. Edv n I'pappuxr kpvntoypdenon evar IND-CPA aogaln,
TéTe To oxNua opadikwy vroypapoy BBS04 éyet CPA-tAnpn avwvuuia oto ROM.

Anéoaén. 'Eotww PPT alydprduoc A mou xotapyel v avewvuula tou BBS04 0¢-
Tovtag g epwthuata oty H. Kataoxeudlovue PPT adyopriuo B mou onder
Lo xpuntoyedenon).

Aedopévou pk = (u,v,h) € G}, o B mapdyel Ti¢ UTONOINES TOPOPETPOUS TOU
BBS04 xou nogéyel otov A 1o gpk = (g1, go, h, u, v, w) o (A4;,2;), i € [n].
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O A detel epwtiuata ota onola 0 B anavtd wg Tuyalo pavtelo. Xtn cUVEYELL 0
A {ntd va tpoxhniel o TauTOTNTES G0, 41 o Yvupe M.

O B ye ) oeipd tou {ntd va tpoxAnVel oo BiwTnd xAewud Ay, A;, xan AauBdver
Teapuixd xpuntoxetuevo (11, Th, Ts) tou A;,, b € {0, 1}. Ané 1o (11, Ty, T5) mopdyet
Ry, Ry, R3, Ry, Rs eméyovtog Tuyaiol ¢, Sa, 53, Sass S61, 56, € Lp AU EXTERDVTOG
Toug avtioTolyoug umohoyiouolc Tou alyopiluou Sign. IlpoypoppatiCer v H
wc H(M,T1,T5,Ts, Ri, Ry, R3, Ry, R5) = ¢ xou npoxahel tov A ye unoypagtr, o =
(T1,T5,T5, ¢, Say S8 Suys S5 S6)-

O A amoxpivetaw b' otov B, o omolog anavtd uoto oTny Bixr Tou TEOXATON.
O B éyet emopévoc o (Blo mheovéxtnua Sidxplone e tetddac (11, 1y, T3) ye o
TAEOVEX T xaTdeYTone TN avewyupiag tng o tou A. Edv o A tpéyel o ypdvo
t, 1o1e 0 B tpéyel oe ypebévo t + quO(1), agol anavtd ota epwTiuata Tou A xo
TORAYEL UTOYPAPT 0 GE GTAUERD YEOVO.

_|

Avdéxinorn perdv oto BBS04.  Ouunyoviouol avdxinong nou tpotdinxay oTto

[CLO2] propotv va egopuoctoly xa ato BBS04. "Ecte yweic BAdEN tne yevixdtn-
Tog Tt TEémer var avoxAndoly ot yehotes {1, ..., 7} Mia éumotn apyr| dnuooctetel
Mota avdrkAnong (revocation list) RL = {(A¥, x;)}iep, Omou Af = g/t
P(Af) € Gy xau oty mepintwon nov Gy # Go, 1 yuotixr, Ty v yeedletar yio Tov
unoloyioud v AY. H RL diveton 6Toug unoypdpovies xon Toug enahnieutés Tou
CUGTAUATOS TIPOS EVIUEPWOT) ToU Brubctou xhewwl gpk = (g1, g2, b, u, v, w).
Ottouge g1 = 9", 3o = ¢y"
Onoloodrinote unopel twpa vo utoloyicet 10 véo dnubdoto xhewi (g1, Go, b, u, v, )

X w = gy, 6mov y = [[i_ (v + z;) € Z7.
7 /7 /4 /7 Ve z 7 /’
2oL ETUTAEOY EVAL EVEQYO UENOC UTOPEL VO UVUVEWOEL XUTIAANAN TO WOIWTIXG TOU X-

Aewt. Autd emtuyydveton enavaropdvovToag Tor Togoxdtw Brhuato vt = 1,. .., 1

1. Ané (g1, g2, h, u, v, w), (Af, ;) uroroyiloupe To véo druéato x et (g1, g,
h,u,v,w), 6tou

Go = g/ = AF Gy = g0 = Ay = (AY), @ = g AF) T = g

2. Bva péhog ue Bitnd xhewdi (A, ) unohoyiler to A = h(AF)Y/ =) ) AV w=2:)
o Ve we véo Wiwtd xhedl to (A, z). Toyler dn (A = ¢(A*) = §
X0l ETOUEVWS TO (A,x) efvan €yxupo we Tpog To (g1, g2, b, u, v, W).

Hapatnpolue ot ta tepieyoueva g RL cucowpebovtoar 6Ta avavemuéva xhetowd
HECW TWV CUVOPTACEWY fi1, fa, f3, fa, OTOU

filgr, (AF, i) = gi/hﬂi), fo(ga, (Af, ) = g;/(”’”i)’
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fa(ga, (A, m0)) = g2(AD) ™", fa((A,2), (AF, 3:)) = (P(AP)VEm0 ] A=) ),
Mo 6eg Tic Tapamdve cuvopThoelg eivar ebxoho vo dei€ouue 6Tt toy el 1) 4.1.5.(iii).
Ewduxd yio tov unohoytoud tne fi amanteiton vy trapdoor mhnpogopio (4, z). Ané tny
amOBELL T TNG TARROUG VLY VEUCIUOTNTAS ETETOL OTL EVAS YPHOTNG TOU EYEL AVOXAT)-
Vel Sev umopel va xataoxeudoet éva véo WBwtixd xhewi Y 1o (g1, G, h, u, v, W)
dedopévne e Suoxohiag tou (n + 1)-SDH.

Ot VLR-opadixég unoypagés BS04.  OL OLOTNTEC TWV OUADIX®Y UTOYQAPWY

elvon emuuntég yia to Trusted Computing, wiadtepa xatd T draduxacia exipw-
oTN¢ TV eCUpTNUATWY EVOC UTOAOYLIOTY Ywpeic TNy amoxdhudn tng ToautdnTde Tou
(privacy-preserving attestation). Me xivitpo tny acgalf avidxinon evog yehotr-
vnohoytoth, oo D.Boneh xou H.Shacham [BS04] xatacxetacay éva oy fiuo opodixdy
UTOYRAPWY oUYYEVES pe To BBS04 e évay unyavioud avdxhnong, 6mou unviyota
avdxhnong eneéepydlovton uévo amd Toug enodnleutéc xow o onolog elye yprnot-
womowmdel #dn ota [ASTO1], [Bri03], [KTY04], O opodixéc unoypogpéc ue autod
TOV unyovioué xaholvto ouadxéc unoypagéc ue Tomkn AvdkAnon ané tov Erna-
Anleverj (Verifier- Loval Revocation - VLR) xou elvon xatdAAnhec o€ e@appoyés
omou ot enodnteuté elvar onuovTind AyoTepol and Toug YeNoTEG. LTO oYUl
VLR-opadwov uroyeapmy BS04 1 tomxr avdxinor yivetoa divovtag wg elcodo
otov ahybpripo enahflevone plo Aota texunpiov avdkAnong (revocation tokens)
RL vy xde uéhog mou €yel €wg exelvn tn otiyus) avonchniet.

Ocwpolye oudda n ueh®dyv xat Lebypa e : Gy x Gy — G ouddwy tdlng mpoTou p,

xo amodoTd utohoyioo wopopgioud ¥ 1 Gy — G1. Oewpolye eniong cuvap-
thoeic hash Hy : {0,1} — G3, H : {0,1} — Z,. To oyfuo VLR-ouodxov
umoypapwy BS04 cuviotator and toug e€hg ahyoplduoug:
Keygen(n): emhéyovion tuyaia yevwhtopag g € Gy, v € Z3 xu unoloyilovtar 1o
g1 = YP(g2) xu w = gy. Eniong, yio xdde péroc i € [n], Snuovpyodue hoon tou
SDHP (A;, ;) emiéyoviag x; # — € Zy xon Vétovtag A; = gi/(%xi). Ta xhedid
Tou oyfpatog eivon o gpk = (g1, g2, w), gsk[i] = (A;, ;) xadde xou To TEXUrELoL
avaxhnone grt[i] = A; . H wur v pével puotixt| and 6houg toug yehotes, extog
TOU DtovoUEa.

Sign(gpk, gsk[i], M): v tnv unoypoy) unvopoatoc M urohoyilovton o e€fc:
Lor S Zy (i,0) — Ho(gph, M 7); w = (i), v = (0),
2. ouin; T =u*, Ty = A; - v, 6 = z;0.
3. TayTay, s S Lp; Ry =u"™, Ry = Tf”u*”,
Ry = e(T3,92)™ - e(v,w) 7" - e(v, g2) 7".
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4. ¢ «— H(gpk, M, r,Ty,T5, Ry, Ro, R3).
5. Sq =T +cQ, Sy, =Ty, + CTyy S5, =T + CO.
6. 0= (T17T27ca Saysmiasd)'

Verify (gpk, RL, M, 0): 1 eyxvpbdtnta o yivetor anodexty| avv anodéyovton ot 800
axohovdor Eheyyot:
1. 'EAeyyog enalflsuong:

1. Trohoytlovtan a0 @, D, u, v OTWS TRV XAL OTN CUVEYEL TA
~ _ ~ S _
R1=u8“-T1 c, R3:T1wl sy %8

Ry = e(Ty, g2)™i - e(v,w) > - (v, g2) % - (e(Th,w)/e(g1, 92))".
2. 1 o yivetow amodex T avy

c= H(gpk, M,r, Ty, Ts, Ry, Ro, }?3)

2. "EXeyyog avdxinone: v xdde A€ RL < grtfi---n| eéyyetoun v
e(Tr/A,4) < e(Th,0),

dnhodn edv xdmoto A €yer xwdixomomdel we (11, Ts). Edv autd Se ouuPaiver, t6te
0 uToYEAPWY NG 0 deV Exer avoxhniel.

To oyfuo BS04 oxolouvdei to mpdtuna tou povtéhou [BMWO3|, ue tn Swgpopd
WS N aviyveuoT) plag uToYEUPHG 0 EXTEAEITOL A Lol EUTLOTY) APy Y| TOU XAUTEYEL
6ho to grt[i---n] extehdvrac tov Verify ye RL = grt[i], ¢ = 1,...n xu di-
VOVTOG W¢ AMAYTNoT TNV TAVTOTHTA ToU TewTou YenoTr Yo Tov omofov o Verify
emoteégel 0, i L €dv 1 o yiveton amodexty| yia Ohoug Toug YEHoTEG. 1T0 kY Vio
aviy VEUSIOTNTOC 0 avtitahog €xel yvahon twv gpk, grt[i---n] xou Véter mpooop-
HOOTIXG EPWTAUAT UTOYRAPHC YLl YPHOTES Xa UNYOUATA TN EmAOYTHS TOL.

Y10 BS04 éva péhog edyel dueca 1o TEXUHRLO avdXANoNE TOU A6 TO IBIWTIXG TOU
xhedl. Mrogel emouévag va enadnledoet edv wo uToypogt €yel TapayVel and to
W TN TOU KAEWL, Oyt OUWS %ot VoL ECAYEL OTOLAOATOTE TANEOYORid OE DLUPOLETIXY)
tepintwon. H ved autd idiotnta ovoudleton avidoteArs avwvuuia (selfless anonymi-
ty). To BS04 anodewvieton tehxids acporéc oo ROM [BS04 §6]. O ahydpriuoc
enah¥euong oV xaL TEOOTATEVEL TNV VYU TWY EVEQYWY PEADY, CUVETAYETIL
AVATOPELXTA T1) Y1) DLATHENOT) TOU ACUVOETOU UTOYEAUPWY Yol EVAL DIEYQUUUEVO [Ué-
hog: D00 LUTOYRPUPES 01,02 ATOBDOVTHL GTOV (D10 DIEYPAUUEVO UENOG 4 €dv elvan
amodexTég Ue elcodo Ty RL mpotold 1o ¢ avaxdnlel xou un anodexteéc e elcodo
RL U {grt|i]}.
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Ov umoypagéc BS04 €youv ufixog axdua wxpdtepo twv BBS04. H enarrjdeuon
plag vroypaghc €yel Ty aduvauio e yeouuic edptnong and to mhdoc Twv
OLLYPUPOUEVGY YENoT®Y, xatl Tou mavg dev etvar Wraltepo TEOBANUN o8 GUOTY-
pota 6mou ot emahndeutés elvon AydTepol ¥ oNUavTIXd oY UEOTEPOL UTOAOYIGTLXS.
Evtoi01olg, Tp0ToToWwVTaS EAXPE®S TO apYIX0 Gy U, ETLTUYYAVOulE EnairfileucT
oe otadepd ypovo, Ue avtitiwo TV ueptxy) anwhiela ovwvuulac (BA. [BS04 §7]).
H tedevtafo petatpony| propel va elvon yprowrn o eQagpoYES OTOU O YEHY0ROS
PN OVIOUOC avdxXAoNG Evol TEMTY TEOTEPAULOTT T

Ioyue? arnalladipnotnTta otic BBS04 xouw BS04. Ot opadixég unoypapéc BB-

S04 xar BS04, unopolv va Tpocpuocouy TNy anditnot oyuphc amahhadiudTnToag
ot Thadoto Tou wovtéhou acgdietag KY04, av 7 dtavour| ibwTixmy XAEWOW)Y Tpoy-
potomolelton Y€ow evog mewToxdAlou Join PeTol Tou YeHoTr xat TOU DLUVOUEQ.
To Wiwtind xhedl Tou i etvor Tehee plo tpdda (A;, i, y;) wote A7 - Wi = g,
YL X4TOLL DNUOCLY TUPAUETEO hy, 6TOU TO ¥; EMAEYETHL AH TOV & YUGTXE antd TO

OLAVOUEQL.

4.3 Ou opadixég vnoypagpég Twyv Boyen-Waters

H xoiépwon twv unoypagpony BBS04 xou BS04 éhuce mohhd npaxtixd tpofAfuata,
oe eninedo acpdhelng dume mapéueve 1 e€dptnon and 1o ROM. Ta oyfuouta o-
HodXdV utoypap®y oto standard povtého twv [BMWO3] xar [BSZ05|, yenot-
pomotoloay yevixég ZK teyvixée xon ftav adtvato vo egoguoctoty. H mpwmtn
rpoonddela oy oauth twv Ateniese x.d. [ACHAMO5] , ot onoiot napovsiacay éva
TOAD amod0TIXG Oy AU, 1 ACHIAELS TOU OUwS oTNRIleTal GE OPLOUEVES VEES XaL ap-
AETE 1oy Upd LTOVECEL EVE) 1) avewyupla e€acpahileTon UOVO ATEVOVTL GE AVTITAAOUS
Tou 0eV YVwellouy WwTxd xhewd Twv yenotwyv. To emoueva arotehéouata
Baciotnxav otic teyvixéc twv J.Groth, R.Ostrovsky xou A.Sahai yi xataoxeuéc
NIZK anodellewy yia yAwooeg oto NP ue unodéoeig and npoSiruata (euyudtomy
|[GOS06a], [GOSO6b] . To oyfua mou mpdtewve o J.Groth |Gro06] anodetxvuéton
ac@aréc oTo wovtého BSZ05, ahhd 10 ufxog TV UToYpUp®Y, av Xl oTadepo,
eloptdTon amd ToAD peyoréc otadepés mou xaioTOUY ATAYOREUTIXT THY EQUOUOYT
Tou. loopponnuévn mpbdtaoy anotelel 1o oyfua wy X.Boyen xa B.Waters [B-
WO06] mou otnpileton ot yevixée unodéoelc xar aodheto TARROUS oty VEUGWHTNTOG
xouw CPA-mhfipouc avewvuuioc. To onuavtixdtepo mpdfinpo mou eugoaviler eival
N hoyaprdux e€dpTNoT TOU UNXOUG TWV UTOYRAPQOY antd To TAHI0C TwV UEAGDV.
YNy mpdln dpwg ov utoypapés BWO6 etvon cuvtoudtepes twv Gro06. ‘Eva yedvo
apybtepa, ot X.Boyen xou B.Waters [BWO07] avuyetdnioay 1o npbdBinuo tne hoyo-
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ewuxic e€dpTnong, Oyt GUMS xat TNG YN TANPOUS AVWVUPIAS, UE €Va DIPOROTOLT-
HEVO oY Tud, Tou oTolou 1) ACoQIAELd amouTel LoYUPOTEPES UTOVETELS.

O opaduéc uroypagés BW06 ytilovton tdve ot éva lepapyind Gy fud UTOYRApPHY
HiSS pe 800 enineda tepapyiog, To omolo €meton and To oyfua xpuntoyedgnong Bd-
oet TouTtoThTwY oto standard povtého tou [Wat05]. Xto HiSS, xdde urnoypapt oe
uAvupo My 8pa ¢ eVOIAUESO WBIWwTXd XAEW! yior TNV uroypEagh unviopotog M || M.

Oewpolye Lebypa e : G x G «— Gr, 6mou 1 G eivon abvieTne tééng n = pq, p,q

mewTol. Trodétouue g yevvAtopa e G, < G xou cupPoriCoupe ye I, m ye I <m
TOL XY TV TAWTOTATOY TWY YENoTOV Xou TV unvupdtey avitictotya. To HiSS
aroTeAelTon and Toug TapaXdTw akyoplluouc:
Setup(1%): emhéyovion tuyola o, i, 2’ € Z,, xou draviopata § = (y1,..., Y1) € ZL,
Z=(21,..,Ym) € Z;" xou unohoylloviw 1o A = e(g,9)* # 1, u' = gV v = g7,
w = g%, .. u = g% oxan vy = g7 Uy = g7 O OMUOOIES TIURAUETEOL XL TO
2010 pUoTIXG XAl elvon avtioTolyo o

! !/ o
params = (p, G, Gr,e,g,u',uy, ..., u, v, v1,..., 0, A)  xat  msk = g%

Extract(params, msk,ID): yw 1t ongoveyio 18wtixo) xhewol tou yehot
toutottag ID = (k- k) € {0, 1} emhéyeron tuyado r € Z,, xon unoroyiletou to

I
Kip = (K1, K2) = (9 - (U,nu?i)rag_r)-

i=1
Sign(params, Kip, M): 1 unoypagr evéc unvipotog M = {uy -+« p,) € {0, 1}
umo to Kirp mapdyetan emthéyovtag apyixd tuyaio s € Z;, wg

o= (K- (v’nv;j)s,[(g,gfs).

J=1

Verify (params, 1D, M,o): yw v enahfdevon tne unoypaphc o = (01,09, 03)
eMEYYETAL 1) LOOTNTA

l m
e(glvg) . 6(027U/Hu?i) . G(Ug,U/HU;Lj) ; A
=1 i

7j=1
Oedpnua 4.3.1. Edv to CDH(G) elvar vokolo, téte to HiSS éyea aopdrea
EUF-CMA.

Andoeién. [BWO06 Appendix C]. =
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Bdoet tou HiSS xataoxeudlouye 1o oyfjua ouadxoy utoypagpny BW06 we e€hc:

Setup(1%): emhéyovtan cpyed yevvitopec g € G xou h € G,. 11 ouvéyew
emAéyovtan tuyaio a € Zy xon Yevwwhtopeg u', uq, ..., u, v, v, ..., 0, € G Ot
ONUOGCIEG TUPUUETEOL Elval OL

params = (n,G,Gr,e,g,h, v uy, ..., u,v' 01, .. 0, A =e(g,9)%)
To x0pto xherdl yior Ty ey yeapy) UEAGY %L To WwTixd xAedl Tou GM elvor Ta
msk = g% xa gmsk =q.

Enroll(params, msk, ID): yw tn dnuoupyia 8w tieol xhedod uéhoug tautdtn-
tac ID = (k1 -+ k) € {0, 1} emhéyeton Tuyado s € Z, xou utohoy{letan o

!
Kip = (K1, K2, K3) = UIHUR’ )°,9 % h%).

i
=1

Sign(params, ID, Kip, M): 1 vnoypogpn evéc pnvipotoc M = (g -+ fiy) €
{0,1}™ uné to Kjp mopdyeton emhéyovtac apyixd tuyala ty,...,t € Z, %ot uro-
hoyilovtog yio x&e @ € (1] ta

ci = uf - h, ™= (u

l l m
tzzu, c=u’nci=(u'nufi)-ht, Vzv’nvl‘-”.
i=1 i=1

i=1 i=1

’ 7 ’ 7
2Tn ouvEyEla emAEYOVTOL TUY XL 51, S92 € Zy %KoL TOQAYOVTOL T

o1=Ki - K-V, oy=Ky-g %, o3=¢g =
Tehxog e€dyeton n uroypapt

_ 2+3
o = (01,09,03,C1,...,C,7T1,...,m) € G*.

Verify (params, 1D, M, o): v enodfdevor, tpaypotonoeitol oe 800 otddia:

7 l 4 4
1. Trohoyiletar 1o ¢ = ' [ [;_; ¢; xou eréyyovtar ot 1061 TEC

?

e(h,m), Viell.

e(ciau;I ’ )

2. Trohoyiletw 1o V =o' [ " xon EAEYYETOL 1) LOOTNTY

111

?

e(o1,9) - s(og,c) - e(os, V) = A.
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Open(params, gmsk,c): unodétouge 6tL 1 eyxupdTnTa e o €yer eheyyVe,
enopévewe o M ebvan mepttté. H aviyveuon tng tautdTnTag Tou umoypdgpoviog,
yiveTon avaxtwvrag éva éva ta bits. T d = 1,...,1 9étoupe

Ky = { 0, (Cz‘)q = g() (41)

1, ohiog
H rautétnra nov emtotpégeton ano tov odyoerduo eivar n 1D = (ky, ..., Ky).

Hoapatnpolue ot ot TWwée ¢; xar m; anotehovy NIZK amodeileic xon 1 avd bit
xaTaoxeLY| Toug 0dNYel 6T hoyopruixr e€dpTNon TOU UXOUS TNG UTOYRAPNC and
10 TAY0C TV UEAGDY TNE ouddag. TTpdxelton yior eQoppoYY| TN TEY VXS TOU YEr ol
nonotetton oto [GOSO6b| ue oxond v xotaoxeuh) NIZK anddeéne yia to Circuit-
SAT und v unddeor duoxohiag TOU TPOBAAUATOS ATOPAGTS UTOOUADIS (SDP).
Yuyxexpwéva, xdve m; anodewviel 6Tt To ¢; xpuntoypagel mpdyuatt éva bit (to
K;). Envypoppatixd, xavonotolotvton ot

o II\npdTnTor: €dv mpdypatt ; € {0, 1} tte
1.ki=0:¢ =Rt m =ub bt = e(c;,ut-¢;) = e(h, u='-ht) = e(h, 7).

e(u; - h'i, h') =
e(m, h) =e(h,).

. t; t; t2 -1
2. k=1l =u;-h",m=u"h" =e(c,u )

-1

e OpBd6tnro: Yo amodextd éheyyo e(c,u " - ¢;) = e(h, m) éyoupe

e(c,u )l =elh,m)i=eht,m)=e(l,m)=1=cl=1v(u'lg)=1
= (uf )4 (R = (uf)* =1 v (uf )R = (uf ) =1=r; €{0,1}.

e Mndevixy yvaron: o €va tpocopoiwuevo CRS:=params, o Tpocopoiwtg
0ev umopel va dtoneplver €dv to Tuyaia emheyuévo h ebvan yevvitopag g Gy
1 Oyt, Moyw tng unodeong SDP.

Ebvar e0xolo va dolue 6Tt ot mopandvew anodellec tAnotdlouy 1 pedodoloyla
Tou oTiyoTuTou SDP yio to GSPS. T tepiocTepeg AETTOPERELES, O AVAYVOCTNG
uropel vor avatpé€et oto [GOS06b §4]. Yo 800 endpeva Vewphuoto anodetxviouue
Vv ac@dheta Tou BWOG.

Ocwenua 4.3.2. Edv to SDP civar dvororo, téte to BWO6 éyer CPA-tAnpn
avwvuula.

Arédaén. Eotew AdviPY 10 mheovéxtrua eniiuong tou SDP evéc avtinddhou A xou
Advy o mheovéxtnpa tou A yia o nafyvio CPA-mAfpoug avwvuplag. Oewpolue
ratyvio Hy magduoto ue to malyvio CPA-mAYpoug avevuplag, ue uévn dlopopd 6Tt T0

1

h etvon Tuyala emheypévog yevvitopag g G. Opiloupe wg Advf TO TAEOVEX TN

Tou A vy o Hi.
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Ioyvewowoe 1: Edv to SDP efvar 6¥okodo, tdte n moodtnta Advy — Advg g,
efvar aueAntéa.

Kataoxevdlovpe odyéprduo B vy 1o SDP. O B pe cicodo (n,G,Gr, e, w)
onuovpyel dnuocieg Ttapapetpoug Tou BWO6 ue povo mepopiond h = w xon extehel
10 Tafyvio avevuuiog ue tov A, ywplc tpdgpavmdg vo Yvewpeilel edy TpoxeLTaL Yo TO
nofyvio CPA-m\Apouc avwvuyioc (dnh. w & Gy) fy v to Hy (Onh. w & G).

O A emhéyer va npoxindel o tawtétnteg 1Dy, I Dy xan privupa M, onote o B
emhéyer b € {0, 1}, mpoxarwviag tov A ue uroypagr o. O A arnoxpivetar b’ € {0, 1}
xou xepdilel edv b = b. Ye mepintworn vixng tou A o B anogaciler 6Tt w € Gy,
dtapopeTxd amogaciet 6Tt w € G, Adyw trg Tuyalag emthoyhc Tou w oyUEL OTL
Pr{w € G| = Prlw € G,| = 1. Enopévac éyouye

Advyg — Advg g, =Pr[t =b|weG,|—Pr[t =b|weG| =
Prit =brweG, Prlt=brweG]
Pr[w e G,] Pr[w e G]
=2-Pr[t =brweG,]—2-Pr[t) =brwe G] = 2Adv3"",

6mou 10 AdvgPT etvon €€ unodécewe apelntéo.

Ioyvpiopodg 2:  Advg g, = 0.

O deifoupe 6Tt pio uToypaYt TEdxAnoNe o = (01,02,03,Cl,. .., Cl, T, ..., )
Sev mapéyer xopio TAnpowopior yia Ty toutoTTe [ DYy = (K1 . . . ki) TOU EMENEEE O
Teoxahwy oto malyvio Hy, 6tay to h eivon Tuyofa emtheyuévo and tnv G. Ipdypartt,
0 UTOAOYIOUOC Ty 01 = g% - ¢*T51 - V2 gy = ¢7°7% xou 03 = g~ eZaptdion Yovo
and T duoxohio elpeone TV «, s + s1,52. E&dMou, éva Lebyog twav (¢, ;)
uropel va mpoxGdel wornidava eite Y k; = 0 eite yia k; = 1, OnhadH

Vie[l]: 30,11 0 (kiyt;) = (0,710) v (ki t) = (1,71)  xow ¢ =h™ =wu;-h™.

AvtioTorya €youpe

i Ino= (U ) = (u7" -y - BT = BT = (- BT = g

Ki=1»

eTOUEVLS TEMXE 1) 0 eivan oTatioTxd aveldetntn tng [Dy. ITapatnpolue tnv
opotoTNTA YE TNV xotdoTtaoy Téhelg andxpudng - téhelag WI oto GSPS.

H anodeln Yewprpoartog énetan dueco and toug Toyupiopoie 1 xar 2.
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Ocwenua 4.3.3. Edv to HiSS éye aopdieia EUF-CMA, tote to BW06 éyer
mAnfpn aviyvevoiuotnta.

Améoaén. 'BEotw avtinahog A mou xepdilel To mafyvio aviy VEUGWOTNTAS OTO UOVTE-
Ao BMWO03 xou Advljc = e. KaraoxeudCouue ahydorduo B mou xepdiler o
rotyvio EUF-CMA vy to HiSS pe 1o B0 tAcovéxtnua.

Egécov o A dudétel to gmsk = g, urodétouye 61t 0 B yvopilet Ty Topayovtonol
nomn tou n = pg. O B hayPdver dnudoieg napapétpoug Tou HiSS and tic umoouddeg
p 16&nc Gy, Gr, 1wy G, Gr avtictorya

/ AAl A ~ Al ~ A I+m+3
params’ = (p,G,Gr,e, g, 0, Uy, ..., 0,0, 01,. .., 0n, A) € G, x Gr,.

Y11 ovvéyeta eméyer tuyabouc yevhtopes (f, h, v 71, ,0", 61, ..., 6m) TS
fom” xou 3 € Zq won amootérel otov A Tig dnubdoteg napauitpoug Tou BW06

params = (n,G,Gp,e,g = gf, h, v =4y, uy =y, ..., u = wy,v =070,
vy = 0101, .. Uy = Db, A = A - e(f, [)P) € G x Gy x GH™2 x Gy,

poll ye to xhewt gmsk = gq.

Edv o A {ntrioet and tov B 10 1diwtind xhewl yphotn toutétntac I D = (k1 - - - k),
0 B {ntd and tov TpoxaholvTa UTOYpApT Te®@Tou EMTEDOU Yo whvupa I D xar Aop-
Bdve [A(ID = (IA(l, Kg) ‘Enerta emieyel Tuyado 1 € Zg xou anoGTEMEL OG aUmdVINoT
ooV A T0 %0ADS 0pIOUEVO HAELDE

!
KID:(K1=K1'fﬁ'(7,n%{%)T7 Ky=Ky - f7", Kz=h"").
i=1

Edv o A {nthoet and tov B unoypan yia ufivous M = (g« « - fiy,) antd 10 Yot
ID = (ky...Kp), totE autdg emhéyel tuyala ty,..., 1 € Zy, vnohoyilel ta t =
St E = wlh E = (w2 RN xon Tnté amb Tov mpoxaholvTa UTOYEapT
Seutépou emnédou yia uivoua I D||M houBdvoviac & = (01, 02, b3). Y11 cuvéyeta
emAéyel Tuyaiol 1y, 79 € Zg, dnuovpYel T

l m
s T @I W, smn g7, aym sy
=1

Jj=1
xou anooTéMEL oTov A TNy unoypagr & = (01,09, 03, C1, . .., G, T, - .., 7).
O A emiotpégel ThaoToypa@nuévn unoypagr o = (01, 02,03, ¢1, ..., 1, T, ..., M)

oe pfvopa M* = (- pn 5. O B ehéyyer npotiotng Ty eyxupdtntal TNS 0, XoU
v autd cupPaiver Tpoywed oty aviyvevon g tautotntag ID' = (K| - - - K]y, G-
pwvoue Ty (4.1). Edv ta ID*, {ID*, M*) Sev eiyav tedei v¢ epwtiuota egaywyhs
AhEWDL00 xat uToypatc avtioToya, 16T 0 A xepdilel To malyvio aviyveuodTnTog,
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om6te 0 B mopdyer TAacToypapnuévn utoypapr we e€nc: amd Ty opldTnTA TWV
7 ’ 7 , , —1 7 ’
NIZK anodetéewy ¢;, m; oy et bt elre ¢ € G, fyciu; € Gy. Emouévac, yio xdmoto
’ 7 K /. ’ ’
75 € Zg 1oyVeL 0T ¢; = u; " f7 xon dpa Yo xdmowo 1’ € 7Z,

Eow A€ Z,: A=0 mod (¢) A A =1 mod (p). Téte

l m
B(Ui\,g)'e(Ug\,'LALH'LAL?)'E(O':),,QA}H A;‘lj) =AM = e(.@?ﬁ)a)\'e(fv f)lBa = e(g7§)a = A,

i=1 j=1

dnhadh 1 o* = (07,09,0%) elvon plo €yxupn TAACTOYPAONUEVY UTOYPOPH TOU

ID*||M* oto HiSS.
_|

To oyfua opadxwy vnoypapoy BWO6 emitpénet enextdoelc mou a@opoly dlo-
duxdoteg enarVeuone ot{Bug, avdxinorg, e€ouctodOTNOTG, UTOYRUGPHEC UNVUHATWY
phxoug > m xaddg xon ex00GLAG YEQIXTC ATOXIAUPNG TNG TAVTOTNTAS EVOS UEAOUC.
Avagépoupe éhog Twg 1 Pacixy diagopd tou oyfuatoc BW06 pe to BWOT7 etvan
OTL 070 TEAEUTALO 1) TAUTOTNTA TOU UEAOUS ONMOXQUTTETAL, OAOXANEY XU OYL ovd
bit, oe ulo NIZK anodeiln. 'Etot emtuyydvovion unoypapés otoepol peyédoug
ave€apTNTO TOU WA0UG TNG TAUTOTATAC Tou uToypdgovtog. H acgdheio Tou oyt
poatog BWO7 otrpieton otic unovéoeigc CDH, SDP xou tng duoxohiog Tou mapoxdte
2€0uv00ELOY TEOBAUATOS, TOU amodeixvieTol euxordTEpo Tou g-SDH.

Keugpé TpoBrnuoa ¢-SDH(G,) (Hidden q-SDH - g-HSDH(G,)): Sedouévev
Yevwntopwy g, h, ¥ € G, xor ¢ — 1 SLopopeTin®y TEId0wWY (gV/(wted gei he), brou
¢; € Zy vo uTohoylotel ToLdda (gl /@ro) ge he), OLdpOopET TWY TEONYOUUEVWY.

4.4 Ou opadixég unoypapeg Tou Groth

Mia and Ti¢ mpwTteg dueoeg egapuoyés Tou GSPS Atay 1o oyfua oyadiwy uro-
Yeapdv tou J.Groth [Gro07] oto povtého BSZ05, Behtiddvovtag 1ot xatd okl to
uhxog twv utoypagpny Grol6 mou eiye napouctdoel vwpitepa. Ot utoypagés Gro07
gyouv Yéyedog x 2kB yia acgdicia 128-bit, to onolo civar yev yeydhro oe oyéon
ue owtd twv [BBS04], [ACHAMO5], [BWOT], adld xar opxetd Aoyixd cuyxpluxd
HE TN VEWPNTIXY| ACPUAELN TOU TUPEYETL.

[ty mhen welétrn tou oyfuatog Gro07 etvan armapaitnta o oxdhouda epyahela
xoll UTOVECELC:
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o Yyfuo unoypapdv pias yprions (ome-time signatures) OTS = (Setupgrg,
Signgpg, Verifygrg) pe aoodhetr SEUF-WCMA, 6nwe to weak-BB (Bh.
§2.8).

e Levvitplo H owoyéveloc ouvaptioewy hash H @ {0,1}* — {0, 1}'®) ye
duoxolia elpecnc oUYXEOLUCEWY, 6TOY 2Uk) < p.

e To oyfua xpuntoypdgnone pe etikétes (tag-based encryption) tou [Kil06] :

Setup(1¥): (p,G,Gr, e, g) 6mou e Tirnou 1 xou G, G té&nc p, p TpoTOC XU
{gy = G. To drpdoo xhewdl pk cuvictator and to tuyada (F, H, K, L) € G*,
eVe 10 WiwTid xhewl etvon 10 sk = (¢, n) wote F = g%, H = g".

Encrypt(pk, M,t): emhéyovton tuyaia r, s € Z, xou utoloyileta 10 xpunTo-
xeluevo

C = (\Illa \1/27 \Il?n \1/47 \115) = (FTa HS7gT+S : M7 (gt : K)Tu (gt ’ L)S)
Decrypt(sk, C,t): n avéxnorn tou pnvipatog M yivetar unoroyilovtog

M=y U7 0",

Ye €va oY Ud XPUTTOYRAPNOTC UE ETIXETES 1) XPUTTOYPAPYOT) XOL 1) ATOXQOU-
TTOYRAPNOT, TpAyUaTOTOloUYTOL Ye T1) Yenhorn ulog enxétag t. Xto Kil06 7
EYXUPOTNTA EVOG xPUTTOXEWEVOU C' EAEYYETOL DNUOGIA UECK TNG OLadtxaciog

ValidCiphertext(pk, t, () := e(F, Uy) = (U, ¢"-K)ne(H, Us) = e(Vy, g'-L).

[ T avdryxeg Tou Gro07 apxel va yvwpiCoupe 6Tt T0 aclevéstepo eninedo
ac@dhretog Tou Kil06, 6mou o avtinalog ogelhet vor emAECEL EX TWV TROTERWY
™y T e enxétag mou Ya npoxindel, n aolerng CCA-aopdAea vrd em-
Aeypérn eucéra (selective-tag weakly CCA-security) emtuyydveton ye tny
urnédeon DLin [Kil06 Theorem 2].

e To oyfua motonomuévor vroypapdy (certified signatures) CertDS:
Setup(1¥): yio yevwhtpa G éyoupe gk = (p, G, Gr, e, g) < G(1%).
CertKey(gk): f,h,z E 6T~ e(f,z); (ak,ck) = ((gk, f, h,T), (ak, z)).
(User(gk, ak),Issuer(gk, ck)): (x,v) « (User, Issuer)(gk);r & L.
'E€odoc yprot: (vk = v, sk = x,cert = (a,b) = (f ", (v-h)" - 2)).
'EZoboc dwvopéa: (vk, cert).

Sign(sk, M): €dv sk # —M t61€ 0 1= g ddse L.
Verify (gk, ak, vk, cert, M,o): eniotpede 1 avv

e(a,v-h)-e(f,b) =T ne(o,v-g™) =elg,g).
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2e EvaL oYU TUCTOTOWUEVOY UTOYRAPWY, XAVE UTOYEAPT CUVOBEDETOL XAl

oo pla Bonintieg TAnpogopla Yoo T YYNOLOTNTO TOU UTOYEAGOVTOS, cert,
mou xahelton motonomnTxd. H dadixacio erakfidevong tng yvnowdtntog Tou
moToNoMTIX0Y YiveTon aveldpTnTa and TNV enahfleuct) Tng EYXUROTNTAC TS
unoypapnc. o autd to Adyo 10 oyfua TpoPAEnet Tr dnwovpyia dnudctou
xhedtol emahfidevone moTomoTX®Y ak xat WwTo) (AEWOY TIGTOTOMONS
yioe 7o Oravopéa ck. To xhewdid xou To moTomoinTiXG xdve yerioTn Onuove-
yoUvtar Y€ow evog dlohoyixol tpwtoxdihou (User, Issuer), btou ot andelg
xou TV 8U0 TAEUPMY UTopolY va tpocopolwdoty [Gro07 §4.1].

‘Eva oy fjud TIGTOTOMUEVODY UTOYRAPGY Eivol aoPaAég

1. évag avtirahog A mou extelel Toug uTohoYlopoUg
(St,ak) «— A; (vk, sk, cert) < (User(gk,ak), A(St))

xou Véter epwTAgaTa uoypaphs M; dev umopel va e€dyel €yxupr TELdd
(cert’, M, o) yiu M # M; (unapZions un thactoypdenon) xo
2. évag avtimahog, o omolog unopel TPOGUPUOCTIXG Vo EXXIVEL O1adXACTES

TopAYWYNE VEWV xAediwy naflovtag To pdho Tou yehotr, dev umopel
TEMXA vou Topdyel xAewi enakfidevong vk mou dev dnuioupyinxe and
Te6TERO BLdhoY6 Tou Ue To Savouéo xou Eyxupn tpudda (cert, M, o), ue
un auehntéa mdavétnta (unfakeability).

To CertDS arodeixvieton EUF-WCMA acgahéc und tny urnéldeon g-SDH

xou ) véa unodéon q-U mou opiletar mopaxdtew [Gro07 Theorem 2].

H unédeon g-U opiletan ewdixd yia tnyv aogdheta tou CertDS. To yevvrteta
TopoéTeoY G, Tohuwvuo g xar xde avtinaho Ay (ntdue 1 mbavotnTa

Pr((p,G,Gr,e,9) < 9(1’“); L1, 715 Ty Tak) < Lip
fohz &Gy Toelf,2); a7 by B g™ 2
(V,A,B,M,S) «— A(p,G,Gr,e,g,21,71,a1,b1 ..., o) Tq(k)> Cq(k)> Dg()) :
Vg {g™,....g"®} ne(Ah-V)e(f,B) =T ne(S,V-g") =e(g,9)]

va ebvor aueAntéo. H undldeon g-U anodewxvietar 6Tt woydel Y generic oh-
yopiduoug [Gro07 Theorem 1].

Yootnua an6deigne Groth-Sahai (K, P, V, X), 6nou o K ye eioodo (p, G, Gr,
e,g) mopdyer CRS = (F,H,U,V,W,U", V', W') € G® xou xhewd zk, xou 0 X
etvan eCaywYEag YVWONG TV YUpTloWy T, ..., T, € G yia Ty anddeiln mou
Topdyel o P.
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'Eva otovyeio © € G Seopeleton 010 (¢4, o, c3) = (F7-U H®- V', g5 Whex)

v tuyede v, 8.t € Zy. O K nopdyer U = FEV = HS W = gf**s xa
zk = (¢,n) wote F = g®°, H = g", enopéveg éyouue = = c3 - e ? ey
Ye éva mpocopowpévo CRS emhéyovian U = FRV = HS W = g7, émou
T#R+S.

Mio petofShnth 0 € Z,, deopebeton oto (dy, da,d3) = (F - (U")°, H® - (V')?,
gt - (W) v tuyada r, s € Z,. O K nopdyer U' = FE V' = HS W' = g7,
omouv T # R+ S. Ye éva npocopoiwpévo CRS emhéyovion U = FE V' =
HS, W' = ¢"*9 yau trapdoor TAnpogopia tk = (R, S) dote o mpocouowtic
v umopel vor «avoiZew uia déopeuon (F7, H®, ¢""*) oto 0, oe onowdritote
TLW/] § oc (Fr—Ré . (U’)E, =56 . (V/)67gr+s—(R+S)6 . (W’)é).

To mpocopowwpéva CRS elvor un droxplowo and tor TEoyUaTNd UTO TNy
unéveorn, DLin.  Av Eavaypddouue Tic deoueloei, Yemp®dvtag Yl euxoiia
obyxpong Ty G mpocietind| €youue 6T

¢=(0,0,2) + [r[(F,0,9) + [s](0, H,g) + [t]({U,V, W)
d = [oJ(U", V', W') + [r](F’, 0, 9) + [s](O0, H, g),

TOEATNEOVYE OTL Tpoxeltan Yo Tig puluioec Tou otiymédtunou DLin. Ero-
uévee ot arodeilec Tou Gro07 mapdyovton AauBdvovtag wg cuvilng W(Z) =
(0,0,2) xu i/ (z) = [2](U, V', W), yia Z € G xau z € Z,.

Me 1 Bordelo Twv Topandve XATUAGKEUACOUUE TO GY U0 OUADOLXWY UTOYQRUPKY
Gro07 ané toug e€ric alyodpriuouc:

GKey(1%): gk « G(1%); Hash « H(1*); ((f,h,T),2) « CertKey(gk);
(CRS,zk) <« K(gk); K,L<G; (F H,---)«< Parse(CRS);

pk = (F,H,K,L); (gpk,ik,ok) = ((gk, H, f,h,T,CRS,pk),z,zk).

Join — Issue(ypfotne i : gpk, Svopéos : gpk, ik):

((vy, 24, a, b;), (vi, a4, b;)) < (User, Issuer)

Xphotne: edv e(a;, hvy)e(f,b;) = T tidevton regli] := v;; gsk[i] := (x;, a;, b;).
GSign(gpk, gsk[i], M): 7 unoypor unvipatoc M and to péloc i mapdyeton
e&dyovtag apyd (Vkots, Skots) < Setupgrs(1F) xou otn ouvéyeia
Evéow(Hash(vkys) # ;)

1. piZn; a=a;- 7" b="b;-(h-v;)".

2. Ul/(xiJrHash('ukots)).

3. T <— iPNIWI(gpl’@ a, H(Ukots)a (ba Uy, U))
4. y < Encrypt(pk, Hash(vkys), o).

5.

Y« Pz (CRS, (gpk, y, ), (1, 5,1)).
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6. Oots < SignOTS(Skotm Ukots: M7 a, Ty, ¢)
Telxoe emotpégeton 1 VToYEAUP! X 1= (Vkois, @, T, Y, 1, Oots)-

GVer(gpk, M,3): 1 eyxupdtnta tne 3 enahnléuetal ovy IXavoTotolvTaL ot

Verity g rs (Vkots, M, a, m,y, 1), 0ts) = 1, ValidCiphertext(pk, Hash(vkys), y) = 1,
Vw1 (C' RS, (gpk, a, Hash(vkes)), ) = 1, Vnizk (C RS, (gpk, m,y), ) = 1.

Open(gpk, ok, M, %): (b,v,0) «— X(zk, CRS, (gpk, a, Hash(vkys)), 7).
Edv undpyet i wote v = v; enlotpede (i, 0) alwe eniotpede (0,0).
Judge(gpk, i, regli], M, X, 7): n oanddeiln o yivetow anodexty| avy

Hash(vkgs) )

i #0 A e(T,yg = €(9,9).

Ye xdde eyypapr| véou puéhoug, exTere(ton TO DIAOYIXO TEWTOXOMAO TOU CYAUATOS
CertDS xau onuoupyolvton xAetdi eEnaARUeusng v; ot W TXO XAEWL T; Yia UTo-
Yoapés weak-BB, xou To moTtonomuind (a;, b;). Tw ) Onuovpyia ulog opadxhg
unoypoaphc napdyetan €yxvpo Lelyoc AWV (Skos, Vkos) Yoo To OTS, 6mou
o0 M, vkos UTOYRAGOVTOL UEGW TOV sk, 7; avTioTowya. H CPA-mAiong avwvuuio
emtuyydveton pe N yerion NIWI anddeilne yvoong ylag motonotnuévng unoypaphs
o YW 10 Vkgs, EVO YL TNV TANRN avwvuplo ETGTEATEVEUTOL TO XPUTTOGUOTNUN
Kil06, xpuntoypagpdvrac v o ye 1o Hash(vkos) ¢ etixéra xon nopéyetor NIZK
amOBELL T OTL 1) XPUTTOYRAUPTUEYT, UToY ot elvon 1) (Btar Tou Yenotdorotfinxe oTny
NIWT anéoen,.

H NIWT anédeiln, dnidver bt undpyer motononuévn vroypapy (a,b,v, o) yio
T0 Vhots, UEOW TV EELOOOEWY YWVOUEVOU-LEVYUATOC

e(a,h-y)-e(f,b) =T, e(o,v- gHaSh(”k""s)) =e(g,9). (4.2)

UE pETOBANTEG (b,v,0). O tpeig avtiotoryes deoueboelc xon ot Vo anodellels Tou
TOEAYOVTOL ATOTEAOUVTAL GUVOMXA amd 3-3+2-9=27 ctoyelo tng G. To a Yewpeitan
otoepd, agod UTOPOUUE Vo ETAECOUUE TO P WOTE TO G YA UNY OTOXUAUTTEL TNV
TAUTOTNTA TOU PENOUG.

Yy NIZK anéoeln, emyeipotue va 0eiCouye 0Tt v XpUTTOXEUEVO TN LopPNS
C = (Ty,..., U5) = (Fv, H*, g"vsvg, (gHesh(vhon) | foyru (gHash(vkow) . [ysy)
xou o d€opeuoT) TG MOPYNS
c=(c1,c,c3) = (F™ - U H? - V! g'etse . W o)

avTioToL 00V OTNY (Bl T, OETovTag 1 = 1. — 7Ty Xt 5 = 5. — 5, dpxel va Oel€ouue

OTL ixavoTotelTal 1) TETEAdY ELIOWoEWY UE PETUBANTES @, 7, 5, T
p=1, (c;"U)-F U =1, (" U)>HVi=1, (cz"W3)?g" W' =1.

139



Hapatnpolue 6tL évag mpocouoiwthc eCdyel TeTpyévo udpTtupa ¢ = 1 yioo Ty
TenTn elowon xaw ¢ = r = s =t = 0 yia 1I¢ TEEC TEAEUTalEC e€lowoelg Ba-
Yuwtol nolharhactoouol (€86 avtiotoya udmoewy ot dOvaun). 3TN cuvéyel
HATACHEVALEL OmOBEEY) AMOTEAOUUEYY, amd TECOEPLS DECUEVUCEIC Yol TS @, T, 5, L,
OTOU YL TN ¢ UTOPOVUE UmAWS Vo 0picoupe we Béoueuon Ty Tewdda (U, V!, '),
ehéyyovTog €Tot 0x0Aa TNV xavoTotnoldTnTa e TeaTrg eélowone. Kadog yia
t0 otiydotuno DLin ypeedCovtar tplo otoyeior tng G yio xdde pio amd tig dhheg
Tpewg deopeloeg xa xdie eiowor amoutel 6V0 GToLyEln, TO GUVOAXS xEGTOC Elval
tehnd 15 otoyelo g G.

To ouvohxd péyedoc pioc opadixfic unoypaphc ¥ = (vkgs, a, T, y, Y, 04s) €lvan
14+14274+541541=50 otoryela tng G. H mhnedtnrta tou GrO7 elvon dueon cuvénela
NG TANPOTNTAUS TWV OYNUATOY %ot TV anodellewy mou tepthaufBdvel. H acgdheia
tou Gr07 oto povtého BSZ05 anodewvieTton ota tpla emdueva Yewphpota.

Ocwenua 4.4.1. Edv woyvea n vrédeon DLin, n Hash éyer auekntéa mbavdtnra
elpeons ovykpovoewy kat to OTS éyer aopdreia EUF-WCMA, téte to Gri7 éyel

avwvuula.

Aréoaén. Aoyw g acgdheiag EUF-WCMA tou OTS, unolétoute 6Tt TO Uos
dev ypnowornoteiton oe epwthuata Open(-,-). Adyw tne auehntéac mdavdTnrog
elpeang ouyxpovoewy tne Hash utodétoupe enlong ot 1o Hash(vkos) 8¢ ouunintet
ue xopio utoypagh tou dnxe we epwtua 6to Open(-, -).

AldCouye Tov TpoTO TapaYwY TS dnuoctou xhewtod oto Kil06 ¥érovtag K = g~,
L = g xou anodnxedoviag T K, A. Xe mepintwon mou 1o yavteio Open(-, ) Seydef
EYNURT OHODIXT| UTOYROPT|, UTOROUUE Vo amoxpuntoypapricovye 0 C' UEow Twv
K, A, Afdvovtog utoypagr 0. Amo Tov EAeYY0 ERAAHUEUOTIC XPUTTOXELIEVWY TOU
Kil06 xou tnv téherta opdotnTa g NIZK andoeilng ¢ mpoxdnter dtu elvon 1 (drat
utoypagh, o mou emoTpépel o eCaywyéac yvwons tng NIWI anddelng m. X1
ouvéyela ehéyyeTon eV 6To apyeio EYYpaPLY UTdpYEL i KoTE e(o, v; - gHiash(vkots)) =
e(g, g), ondte emotpépouye (i, o) ol emtotpégpoupe (0, 0). H povadixdtnta tne
Aoomng v; TG TedTERTS eiowong EYYudTon THY TAOTION TNG UE TNV U TOU ETOTEEQEL O
eCaywyéag yvoone. H téheia opotnTo Tng T %o 1) 1) EYYUOVTAL OTL UE TA TOQATEVE
Bruata umopolue vo Tpononotjoouye To poavtelo Open(-, ) Gote va uny ypeedleto
10 YuoTO xAeWw{ ok tou aviyveuth. Enopévewe Umopolue Vo TROGOUOUIGOUUE
10 CRS emruyydvovrag téheta WI xou ZK. H téheta WI cuverdyetar otL 0 7
Sev amoxoAUTTEL Xoplo TANEOORio Yo TO TOLIE TAUTOTNTAC LW TIXG XheWl gsk(ip]
emAEYUTXE xoTd THY dnwovpyia TG LTOYPUPHC TEOXANCTC.

Oewpolye T avTinaio A yio To Toly Vo avevuplag xot XATooXEUAOVUE avTina-
Ao By to Kil06. O B hauPdver dnuodoto xhedt pk = (F, H, K, L) xou ye tn Por-
Yew twv F, H, gk npocopoiwver CRS téhetoag WI oddd xon undevinric yvoong. €2g
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£x T00TOU TORdYEL XAAWDC XAeWl gpk xou umopel va tpocopoidoet ta pavteio AddU,
SndToU, SndTol, CrptU, USK, Wreg, Open nou avTioTtotyoly oTiC dUVITOTNTES
Tou A

O B emhéyer Lebyoc xheddv (vkots, skots) Yl 10 OTS, xou Snhdver otov
TEOXANOUYTU WG ETIXETA TO Hash(vkots). Extehel to naiyvio avwvuplog onewe Tept-
YedpTNXE O Ve X TEMXS AopPdver amd tov A TauTdTNTES b, i1 xou urivuua M.
Trohoyilel vnoypagéc 0y, 0, Tou unvipatoc Hash(vkes) yia toug dg, i1 avtiototya
XU TIC ATOOTENAEL GTOV TEOXVAOUVTA WE XEUEVO TROXANIONS, AUBAVOVTIC XQUTTO-
xefpuevo C. Me Bdon 1o C' xou 1ig téheteg WI xon ZK amodeilec mou e€acpolilel
10 Tpocopowwpévo CRS mapdyel ouadue] unoypag? X, v omola anocTEAAEL G
Tpdxhnon otov A. Edv o A Saxptvel Ty TautdTnTa Tou UuToYRdpovTog TNE X, TOTE
am6 TNy andvinor tou A o B dtaxpivel To xeluevo mou avtiotoryetl oto C, xdtt mou
elvon advvaTo urovétovtag Ty DLin.

_|

Ocwenua 4.4.2. Edv woyva n vrédeon ¢-SDH, n Hash éyer auekntéa mbavo-
tnta eUpeons ovykpotoewy ka1 to OTS éye aopdraia EUF-WCMA, téte vo Gro07
éyel avtiotaon o€ orxevwpla.

Anéoaén. Ané tny SEUF-WCMA acgdheio Tou OTS éneton 6Tt évag avtinahog
A yio to nadyvio oxevwpiog €yel aperntéo mbavétnta va mopdyer Lebyog (M, X)
UE Vkots TOU €xEL 10N yenotponotniel and to poavteio GSign. EEdihou 1 ducxohio
ebpeorg ovyxpovoewy tng Hash eCocgariler ot unopolue va napaBhédouue tnv

/

repintwon 1t Hash(vkos) va ouunintel ye xdmoto vkl

Tou EYEL YpnolonotnUel
a6 to pavteto GSign. Emouévwg 1 oxeuwpla evavtiov xdmowou yehotn i avdyeTtal
OTNV EUREDT) £YXUENE TUCTOTOWUEVTC UTOYQRUGPHC 0 Yiol T Hash(vkos) mou o @
0EV EYElL TEONYOUUEVWS LTOYRAYEL, euninTovTag €10l OTo TAUICIL TNG ACPIAELAS
EUF-WCMA.

‘Eotw q(k) to miiloc twv eyyeypauuévey yenotey mou Oniovpyoldvtal and
epotApata SndToU tou A. H mdavétnra va pavtédouye mowv tny exxivion tou
Toryviou oxevwpiog to uéhoc i mou o A Swhéyer va naydevoet ebvan 1/q(k). Ko-
V¢ OUwe TEwTOX0AO TapaywYHg xhewiwy tou CertDS unopel va npocouor-
wlel ye aueintéo mdavotnta opdhuatog, 1 TAACTOYRAGNOT (oG TOTOTOUUEYNS
UTOYRAPNG EX UEQOUC TOU @ AVAYETOL OTNV TAAGTOYRAPNGCT, uToypaphic weak-BB
o = gl/(wi+Hash(vka,

TWY €V AOYW UTOYRUPOVY.

)| 1 omota efvan apedntéa Aoyw e (S)EUF-WCMA acgdietog

_|

%10 |Gro07], ot Aertovpyiec twv AddU, SndToU, SndTol, CrptU, USK, Wreg xolOrtovtos ané
avutéc twv JoinCorrupt, JoinExposedUser.
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Ocwpnua 4.4.3. Edv wyla n q-U, téte to Gri7 éyer aviyvevoudtnra.

Andéocén. And tny oplotnta g , plo €yxupn ouadixr uToypagr X cUVERdYE-
Ton TV Omopln éyxupne motonotnuévne utoypaghic o tou Hash(vkes), tqv onoio
eldyouue Ue Tn Porela tou xAewwol Tou aviyveuth k. Amé tnv enaideuon
yvnotdtnrag tou CertDS, n o anobdideton oe xdnoto yphotn ue regli] = v;. H
téheto op¥6TNTa TNG T eCooanilel OTL 1) e€ayOUEYT) O Elvan OVTWE £YXURT, UTOYRUGT
e el enadfleucng v;. LUVETWS £vag avTinaAog Oev Pmopel v mapdyer €YXUPES
UTOYEAPES, 1 oTtofeg OeV YivovTar anodexteéc and Tov Judge.

_|

4.5 O opadixég vnoypapésg Twyv Liang-Cao-Shao-Lin

Axohoudmvtoc tn yedodoloyia twv [BWO6], [BW07], [Gro07], oo X.Liang x.d.
ILCSLO7| xotaoxeboooy évo oy figa opadixedy UToypa@dy Ye otodepd ufxn dnudaot-
WV TOROUETPMY XUl UTOYRAUPOY, WXPOTEQN TWV TEOUVAPELVEVTWY CGYNUATLY Xl
amhoVotepo uTohoytoTixd. Evtoltolg, 1 ao@dhetd tou axoloudel To TpdTUTA TWV
oynudtwy Boyen-Waters (CPA-mhpne avevuuio oto goviého BMWO3), enoué-
vog pmopel va Yewpnlel nepiocdtepo cav e€éhin twv oynudtwy BW06, BW07,
agol o Bacixdg Moyog g urohoylotinhc emfBdpuvorng tou Gro07 elvon 1 emiteuln
ac@dAetag oto wovieho BSZ05.

Ouv LCSLO7 ytiovton mdvew GE Gy AU LEQURPYIXWY UTOYRAPMY BUO ETTEOWY TOU
Baotleton oTic unoypagéc BB. Ou ahyéerduor mou cuviotoly 1o oyfue LCSLO7
elvon oL e€rig:

Setup(1¥): Anwovgyotvion apdpetpot (n = pq, G, Gr, e, g,u, h) 6mou g,u yev-
vitopes e G xau h yevvhtopac g Gy, xau hash ouvdptnon H : {0,1}" — Z,,
6TOU M To W0 Unvupdtony. Emhéyeton tuyaio z € Z). Ot dnudoieg nopdueTteot,

T0 PUoTXO (AWl xon To xAewi Tou GM elvon avticTorya
params = (g, h,Z = ¢°,u) e G x G, x G x G, msk =2z, gmsk=gq,

Join(params, msk, ID): To iwtixé xhedl péhoug 1D € {0, 1} etvar 70

Kip = (K1, K3) = (syp, g"/=Tsm)),

6TOU 10 S7p Elval TPOCWTIXG ETAEYETHL TUY XA OTO Zy.

Sign(params, 1D, K p, M): npdta utoloyiletoar unoypapr 800 emmédwy

p = (p1,p2,p3) = (gKl,K%um)’
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7 omolot AOY® TOU AUETHBANTOU TWV p1, P2 OEY TAUPEYEL avmVLULN GTOV UTOYRAPOVTA.

[Mo autd To AoYo emhéyovton Tuyaia ti, ta, t3 € Zy xou utohoyilovTal ot
o1 = pih", 03 = ph', o3 = psh™, m = pi (Zp1)2h""2, 7wy = pi (g7 M) py) BRI
xou TEAS e€dryeTan 1) oY EaPY

o = (01,09,03,m,m) € G

Verify(params, ID, K;p): H o yiveton anodexth avv

? ?

6(01 ' Zv 0-2) : e(gag)_l 6(7T1a h) A 6(0-1 . gH(M)7 03) ' G(g, U’)_l . 6(71-27 h)

Open(params, gmsk): H aviyveuon tou unoypdgpovtoc tne o yivetar ehéyyoviog

()7 = (g7 - W) = (g™P)" - (9"

2o €VTOTiOVToS TNV TOUTOTNTA TOU AVTIOTOLYEL OTNY TN (gKl)q o€ Wla LT
Mot mpobimoroyiouévev (g51)1 Ghwv Twv yenoTmy.

H xahy) xataoxeln tou Kp enoindedeton e0xolo Ue TOV EAEYYO e(Zg51 | Ky) ~
e(g,9). H uroypapy, anoteleltar and 5 otoyela e G, xatd éva uxpdtepn uioc
unoypaghic BWOT, eved 1 aviyveuon woag tautdtnrag etvon ypouuxd eCapTWUEVT
and 1o TAYoC TV PEA®V NG opddac. Ot O0ecueloElS 01, 02,03, 1OV Pi, P2, P3
unohoyilovtar clugwva pe T puiploe tou otrywoturov SDP, ondte ov m, mo
amotehoVY amodellelc g emaknievodTnTIC TV EELOWOEWY YWVOUEVOU (E0YUUTOS

(M)

e(pZ,p2) = e(g.g), xau e(pig"™™), ps3) = e(g, ).

H aocgdreio tou LCSLO7 otnpiCetoan otic unodéoec SDP, ¢-SDH xa ot véa
unddeorn ¢-MOMSDH, yio tv onofa nopanéunovye oto ([LCSLO7 §2.2)).

4.6 Ouv BU-VLR opadixég unoypapeg Twy
Libert-Vergnaud

‘Onwe €yer Homn avagepdel, oo VLR-ouadéc unoypagpés BS04 yapotneilovro
oo T YY) OLATAENOY) TOU AGUVOETOU TWVY UTOYQEAUPWY Tou £youy onuoupyniel and
eva OlEYpouévo pehog. Tic meplocdTepeg POPES OUWS, OTAY EVa UEAOS ATOY WEEL
eX0OUCIL OmO TNY OUADY, TEETEL VoL DLTNEEITAL 1) LOWTIXOTNTY TV XEWEVWY TOU
€yel Hon umoypddel. o va ebvar duvaty| emoyéveg 1 yerion twv VLR-ouadixwmy
UTOYQAUPWY OF TETOLEG MEQITTWOELS TRETEL Vol EUTAOUTIOTOOV Ue Wia Sadtxacio Tou
eCao@aiilel To avadpouird aovdeto (backward unlikability - BU) twv UTOY RGOV,
Or mpwdyteg BU-VLR-opodixég unoypagéc otny xpurtoypapia Cevypdtwy ytiotnxoy
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Téve ot unoypagéc BS04 and toug T.Nakanishi xow N.Funabiki [NFO05] xou éxto-
e epgavioTnxay dtdgopa Behtiwuéva oyfuata oto ROM [ZL06], [NFO07], [WL10] .
H mpcytn vhorolnorn oto standard yovtého €yve amod toug B.Libert xot D.Vergnaud
INF05] pe v xotddhnhn npocapuoyy| e pevodoroyiog tou [NFO05] dote va ouva-
vindolyv ot mpolnodéoeg twv NIZK arodeilewv Groth-Sahai.

Ye éva oyfua BU-VLR-opadixwmy unoypamoy 1 YEVVHTEL XAEDWWY EQoOLaleTa ot
pe uio topdueteo 1" mou dnhaver 1o TARU0OC ypovixwy Teptodwy. H Aot texunplwy
avéxdnone grt neptéyet texuripta grtfi][7] yio xdde ypRotn i xatd v neplodo j xou
evnuepwvetar amd Tov GM otny apy i xdde nepiodou. Or adydprduol uToypaghg xa
enahdeuong hauPBdvouy unddn Ty meplodo § xa dpo 1y aviyveuvon ulag uToypaphic
ano tov GM yivetow e tnyv enavoknmuixy) extéheor tou alyopituou enaileuong
avthovtag texuhpio and ™ AMota RL; = {grt[i][j],..., grt[N][j]}, 6mou N 7o
A0 TV UEAGDY NG Ouddag.

H xaraoxeur| Tou LV09 otnplleton otic puduioei tou otiypdtunou DLin. Ocw-
EOUUE ETOUEVWC TO GUUUETELIXO Ttivaxa

F:G*xG®—G) F(X,V)=F(X,V)-F(Y,X)3,

6mou F' eivas 1 ouvdptnon mou anexoviler 10 (X, Y) otov 3x3 nivoxa (e(X;,Y))).
INa xéde x € G éyoupe v(z) = (1,1,x) xou vy x&dle z € Z opiloupe we tr(z) Tov
3x3 mivaxo mou €yer T z ot Véon (3,3) xa 1 akhol. Oewpolye exiong v
aneévion E: G x G — G3. pe E(h, g) = (e(h, g1), e(h, g2), (€, g3))-
O ahydprduot mou cuviotoly To LV09 etvon o e&hc:
Keygen(1*, N, T): Em\éyovta (p,G,Gr,e) xou tuyede g,hi,....hr,u € Gy,
o,w € Zy xou U = (vg,...,v,) € G, 6mou n € poly(k). Oérovue A = e(g,9)%,
Q0 = ¢g¥. Emléyovta ermlong ag,ap € Ly, &1,82 € Zp xou unohoyilovtor T
g1 =90 = g°* xu G1 = (91,1,9), 62 = (1,02,9), 3 = Gi' - G5", 6mec o CRS
oto mapdderypa DLin. Téhog, emiéyeton Hash ouvdptnon H : {0, 1}* — {0, 1}".
To xhedid opilovTon we
gpk = (97 h17 cey hT7 A7 Q? u,v, glu g27 g37 H)7 ngk = (Oé,a), Qaq, 062)

gskli] = (K1, K2, K3) = ("), g%, u®),  grt[i][j] = ',
6mou s; ebvon un dnudota iur mou yapaxtneilet to uéhog @ (BA. [BWO7]).
Sign(gpk, gskli], j, M): To i vrohoyilet apywd H(j||M) = {my---m,) xou ex-
TeEAEl To axbhouvda Briuartar:

N 2 ’ * ’
1. Entréyer tuyaio d,7 € Zp xou 0pllet Ta

Ty=g° To=e(h;, K)°, F(m)=uvo- ][} v
0 =K1, 0y=K,y 03=Ks3-F(m), 0y=g", 05=Dh

J
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2. Aeoyeler o 0; emiéyovtag tuyata 14, S, € Ly oTIC TWES
= —T —~84 —t;
=(1,1,0) © 9, © g5 © 7y,
6mou © 0 xaTd oNUEiD TOAATAACLIOUOS PETAC) BIAVUOUATWY # TIVAX WY (BlwV
OLUOTACEWY.

3. Kataoxevdler NIWI anodeifec m = (711, M1, T1,3) ¥ot Ty = (a1, T2, T2 3)
yioo Ty emaknleuoipotnTa Twv GS efilo®oeny Ue petaBantés 01, 04, 03,04

e(01,2-0:) = A o e(bs,9) = e(u,by) - e(F(m),0y).

H 7 avtiotowyel oe edlowon ywvouévou (ebyuatog xou anoteleltan and 3x3
otoyela g G, eved 1 T avuioTouyel oe ey Ypoupxt| eliocwaon 3 otouyeia.
4. Kotaoxevdler NIZK anodeilewc yia tny enahnieuctudtnta tov GS e€iomoewy
ue petaBSAnTég 0, 05
e(f2,05) =To xou e(g,05) = e(h;, T).

H onédeiln e npdtne ediowone eivar 0 m = (31,732, T33). Lo v
devtepn ellowon ewodyetar eyt uetaBanth O (Bh. §3.4) xan {ntodvron
NIZK anodeilec yia tic eliowoelc e(g,0s5) = e(fs, T1) xu 65 = hj. Eno-
uévwe unohoyileton 1 déoyeuan g = t(h;) © §1° © g5° @g}if‘ ol oL amodeilelc

Ta = (M1, Ta2,Ta3), s = (751, M52, M5 3) ENAANVELOWOTNTAC TOV
e(g705) = 6(067T1) ©al 6(6679) = e(hjag)
Tehxde n unoypagt, evou 1 o = (11, 15,01, ..., 06,1, ..., Ts5).
Verify(j, M, o, gpk,RL;): v o yivetar anodext| ovv

1. Erokndedoviar ot mopuxdtw 1ooTnTes:

(i). F(o 02) = tr(A) © F(g1,T11) © F (G2, T1,2) © F(g3, T1.3)-
(if). E( E(u,02)OE(F(m), 64)OE(T2,1, g1)OL(T2,2, §2)OE(T23, 3)-
(il). F(02,05) = tr(T2) © F (g1, 731) © F(go, T32) © F(G3, T3,3)-
). E(
). E(

9
OJ
~—

(iv). E(g9,05) © E(m41,91) © E(m42,§2) © E(m43, g3)-
T1,06) = E(hj,1(9) © E(m51,51) © E(752,G2) © E(75.3, G3)-

=
Qi
N
||

(v).
2. O vnoypdpwy dev €yel avohniel xatd tnv Teplodo j, dnhad¥:
v x&e grt[i][j] = h}' € RL; : Ty # e(h}', Th).
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To LV09, €ye otadepd prixog unoypagay artoteholuevey and 46 otouyela Tng
G xou 1 g Gp. Evtoltolg, efvar enipopTtioyévo pe Yeydho TARY0C UTOAOYIOUMY
Celbyparog xau Wftepa xatd Ty enodfieuor. Emniéov, to péyedog tou dnudctou
AAEWL00 eCapTdTon Yeauuixd and 1o TAdoc Twv teptddwy ', av xou ot B.Libert xau
D.Vergnaud npétewvouv oty Bl epyacio pia tapahhay ) Tou apyixol oy AUATOS e
uhxog dnudctou xhewdtol aveldotnto Tou T. Ye yevixée ypauuéc mdvtwe to LV09
uotepel mpaxTind ot oyéom ue oyfuata BU-VLR-opadixwy uroypagpony oto ROM,
TA VEOTEPA TWV OTOlWY EMTAYUVOUY oNuavTiXd TNV exahfleucy ue véeg Teyinég
Yeryopou ehéyyou avixhnone [CL10], [BP11].

To povtého acgdietag 1wy BU-VLR-opadix®y unoypapay mpocupuoletol guotxd

OTNY WOTNTA AVaBEopIXol acUdETOU UToYpapwY. Enopéves opllovta ol

BU-avovopio: o aviinahog A, yweic vo Swrdéter to grt, gsk[1--- N, extelel
TEOCUQUOCTIXG TTELY XAl UET TNV TEOXANGT) EPWTARATA UTOYRAGTS, EEUYWYTS LOLw-
TIXOU XAEWD00 xat TEXUNPILY avdxAnomg Yio Yeovixég Teptddoug Tng emduuiog Tou.
Awéyer va tpoxhnlel o TauTOTNTES BVO YENOTWY Tou elvan exetvn Ty epiodo
evepyol.

Aviyvevowpdtntar 0 A Sodéter to grt oddd oyt to gsk[l--- N| extehel mpocap-
HOGTIXE TEWV X0 UETH TNV TEOXANOT EQOTARATA UTOYRAPHG X ECAYWYNAS OIWTX00
xhewtol. Y10 téhoc xepdilel edv e€dyet (o, M, j, RL}) dote 1) o va yiveton amode-
xTh, N aviyveuot| tne pe avalftnon ota grtfi|[j], . . ., grt[N][j] eite va amotuyydver
elte v evToT{El YpHoTN EXTOS TOU GUVOAOU aVaXANUEVTIWY YENOTOV RL;‘ KOl ETL-
TAEOV VO UNV AROXTATOL OO EQWTAUATO UTOYRUPHS Tou M.

To LV09 anodewcvietar ac@aréc ue plo ehapems acevesTépn anoltnor aviy veust-
uétntoc [LV09 §3.2], Sedopévwy twv unodéoewv DLin, -HSDH xat tne Suoxohiag
TOU TAPAXdTe VEou TeoPAfuaTog, Tou anodexvietal edxoia Tou BDDH xou Suoxo-
Aotepo Tou DDH:

Tewepés MpdPAnua Andgpacng Diffie-Hellman (Decision Tripartite Diffie-
Hellman - DTDH)(G): dedopévev (g, g%, ¢, g%, 1), 6Tou g yewhtopac e G té&ne

¢~ _ abc
p, va O(TEO(PO(GLOTEL eAvn=g.

4.7 Ou Scalable Opaduxec Yroypapeg pe Mnyoaviopod
Avdxinong twv Libert-Peters-Yung

Yl €vol oY ud OUADLXWY UTOYRAPGY UE AVAXANCT), O GUVBUAOUOS EVOS YERYopou

WY VIoRO0 avaxhnong UE TN W} YR h eE4pTNOT TV UTOAOITWY BLABIXACLO)Y TOU

oyfpatog and to Ao elte Twv YeA®Y TN ouddag NN elte TwV SlaypapOUEVLY
pehwv R, dev unfple u€ypt mohl mpdoputa EMTUYYS. Y 0Uddeg peydhou marloug,
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elvon avayxaio v cuvundpyouv 660 To BuvatOv TEPLoCOTERES scalable, Snhadt
otadepol 1y tohuloyoprduxol, ueyédouc mapdueTtpol (XA, ToTOTOMTIXY, UHX0S
UTOYPAQnc) xou LTOhOYLOTIX0) X60TOUC hertoupyiee (umoypagt|, enairdeuon). H
€QupUOY T duvaY cucoweeuTt®Y CLO2 oto ACJTO00 emigéper otadepd x60T0OG
umoypaghc xou emahfidevong ahhd amantel TaxTH EVNUEQWOT) TWY TUOTOTOTIXWY
0V PEAOY péow O(R) ubdoewy oe d0vaun (modular exponentiations - ME),
eve oTic uroypagéc BBS04 pe unyavioud avdxinong etvar anopoftnTn 1 eviuépm-
O1) TWV XAEWDIWV TV EVERYWY UEAWY UETA and xdle avdxinor. Ov VLR-ouaduég
vnoypagéc BS04 xou o BU-VLR npoextdoeic toug [NFO5|, [ZL06], [LV09] yapa-
xtneilovton and enodfVeuor) ypouuxd eaptnuévr and to T dog Twv TEXUnplwy
avdxhnong.

Ye vedtepeg mpoondieies, onuavtxt| fertinon anotéieoe to oyfuc 1wy T. Nakani-
shi x.¢. [NFHF09], ue otadepd xbotog umoyeapng xo emahleuong xa ywelc
val yeetdleTon Tar PEAT VO AVaVEWYOUY TaL WiwTiXd Toug xhewid. To avtitiyo oe
auto To %€pdog elvor 6Tl To péyedoc Tou opadxol drudctou xhewol eivar O(N)
1 O(\/N) Yoo LEYahOTERES OoTaERES AOOTOUG UTOYRAPHC ot ETolfleuong. Ano
wio dhkn oxomd, ot J.Camenisch, M.Kohlweiss C.Soriente |[CKS09] xotaoxebocay
éva véo ouoowpeuth| Yia (ebypata, Tov omolo egdpuocay tapalhhaypéva ot C.Fan,
R.Hsu xat M.Manulis [FHM11| oe évo oyrpo opadixdv uroypapoy pe otodepd
PAXOG UToYEAPNS XU x60TOS UToYRApTc xat enaAileuong, Oomou Guws oE xdle
avéxnon o GM npénet va Snuooieter O(N) evruepwpéves twée. To BU-VLR oy#-
wata twv [CL10], [BP11] tapdio Sroadétouy unyaviond avixhnorg apxetd tayhtepo
v [NFO5|, |[ZLO06], [LV09] dev arogedyouv tn yeouuxy e&dptnon xatd tn ot
adtxacio enadfeuong.

Aborn 670 80ox0h0 TEOBAT xaTaoXeEUTS scalable opadixwy UTOYRAPEY UE Uy ovL-
ol avéxhnong mapouctacay oto EUROCRYPT 2012 ov B.Libert, T.Peters xau
M.Yung |[LPY12a] . To oyfua toug amodeixvietar acparéc oto standard povté-
ho pe T yerion tou GSPS, medyua mou xadiotd Ty emiTuyia TOUC OTOUBAOTERT
xadog Oha o mpoavageplévta oyfuata extog Tou LVO9 Aettoupyolv oto ROM.
Ou opadixés unoypagéc LPY12 Swdétouv véeg teyvinée avdhnong mou otnpilo-
viow oF Wéeg and To ywpeo tne broadband xpuntoypdgnone. Enedy| n xatooxeu
ToU oyfuatog eivar mepimhoxt, TEQLYPAPOUPE TEMT TEOoEXTIXd xadeuion and Tig

CUVIGTWOEC TOU.

YTroypagpés Siathpnone dopuRs AHO10. ‘Onwg €youde avagepet, oL UToYpa-

péc drathprone dourc [AFG™10], etvon éva véo epyoeio mou Bactletar oTig 1010t TES
tou GSPS xou opilovton wg ot umoypapés Tou Ta XAEWd eTaAAUEUONG, To UNVY-
poTa xon oL umoypa@és etvar otoryeia opddag (ebypatog xon 1) enaileuor elvan
pla 00Ceuin eClodoewy YIVOUEVOU-(elYUATOS. 2TO OY Ul UTOYRUP®Y DIATHENONG
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Sounc tou [AHO10], emtuyydvovion unoypagéc otodepol uixouc o pia xivnon oe
TEOETAEYUEVOU TARHOUC N UNVUUATWY OTWwS BIVETAL TAUQUXATw !
Setup(1¥): napdyoviu or tapduetpot params = (p, G, Gr, e, g).

Keygen(params,n): emdéyovton yewhtope Gy, H, € G, ag, ap, 72,0, € Zy xou
Vi, 0i € Zp, © € [n]. YTrmoroyiloviw tw A = e(G,,g9*),B = e(H,,g*), G, =
G): H, = H xu G; = G}i,H; = HY, i € [n]. To Wiwtxd xou dnudoto xhetdt

elvan To
sk = (g, ap, V2, 05, {7i, 0i40y) xou pk = (G, H,,G,, H,,{G;, H;} |, A, B).

Sign(sk, (M, ..., M,)): emthéyovton tuyoia ¢, p, T, v,w € Z, xot unoloyilovtor to
0, = ¢° xaddc xar T

by = g" [ M7, 65=G], 64 =gl

=1
05 = g~ ¢ - n M7% g =H?, 0; =g
=1

Tehxde 1 unoypagt eivon 1 o = (01, 02,05, 04,05, 66, 67).
Verify (pk, (M, ..., M,),0): 1 o yivetan amodexth| ovv

3

A= e(Gza 61) : e(Gra 62) : 6(937 64) : e(Gia MZ)7

1

-
Il

3

B = e(Hz,Ql) . €(Hr,65) . 6(06,97) . G(HZ,Mz)

7

Il
—

To AHO10 anodetxvietar EUF-CMA acgaiéc 6edouévng trg duoxohiag tou e&hg
TEoBAAUATOC:

MeoBrnpa ¢-Tavtdypovou Ilpooappéoipou Zebypatog (g-Simultaneous
Flexible Pairing Problem - ¢-SFP)(G): 8eSopévev (g., h., gr, he, a,@,b,b) € G
xau q € poly(k) entddwv (25,7, 84, tj, uj, v;, w;) € GT dote

e(a,a) = e(gz, z;) - e(gr,75) - €(s;,t5) nou e(b,b) = e(hs, zj) - e(hy, u;) - e(vj, w;),
va Peedel véo entdda (2,7, 8, t, u, v, w) TOU VoL IXAVOTOLEL TIC TAUpONAve eEIOWOELS
xou enfone va woyler ot 2 ¢ {1g, 21, . .., 24}

Yt [AT10 §5], [AHO10 §4.4] npoteiveton pio amAy) randomization teyvixr ue
oxon6 Tn dnuovpyia dwpopetinfc unoypaghc o = {0}, oto (Mi,..., M,),
6mou 0] = 0 xau ov {0]}7_, xotavépovTar opotdUop@a 6T0 GUVORO TV THIMY TOU

avorotoly Ti¢ wootntes e(Gy, 05) - e(05,0)) = e(Gy,0s) - e(03,04) o e(H,,0%) -
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e(65,07) = e(H,,05) - e(bs,07). Enouévac ta 05,0), 05,0, civon aveldptnto 1wy
oy (M, ..., M,), 01,05, 65 xa unopolv vo amoxahugdolyv 660 ot Teheutaies
éyouv deopeutel. Ty Swdaocio mapaywyhc e o = {01}, ) yedyouue wc
{6:}7_, < ReRand(pk, o).

To mAaicio broadcast xpuntoypdpnone NNLO1. e éva oyrua broadcast

APUTTOYRAPNOTNG, DEBOUEVA OTWS 1Y 0G XAt EXOVO UETABIBOVTAL AGPAAGDG UECA ATh
AVACPAREG %aVAAL, GE THavKg SUVOIXTIC PUOTS GUVOAD VoULwY yenotov. Miu
2€0UVOTOUOG UEVOBONOYIN XUTAOKEUTC UE CUUPETEIXY XAEWLY Hitary To mhaioto Subset-
Cover twv D.Naor, M.Naor J.Lotspiech [NNLO1|: xadévac amd toug N = 2!
VOULPOUS YeNoTEG avTioTolyel 6e Eva pUALO ThNpoug duadixol 6Evdpou T' Bddoug I,
eve oe xde xopugt) Tou 1" avtioTtoryel éva puoTind xAewl. Edv N efvar to clvolo
WY Yenotay xa R < N elvor 10 6UV0A0 TV SLEYPUUUEVGDY YENOTHY, OXOTOS TOU
mhatofou NNLO1 efvan v Stopépton tou ouvohou twv evepy®y yenotdv N\R oe m
obvoha S, ..., Sm. Amd Ta ddgopa otiypmdTuTa Trg pedodoroyiag Subset-Cover,
Tapadétouye yiot suvtopla uovo ) pédodo dagopds vtoourddov (subset difference
- SD), av xat oto [LPY12a| emonpoivetar 611 unopoly vo e@apuocTtoly %ot dhho
CTIYMLOTUTIOL UE avdAoY0 cuuBBacud oTny eNiB0CT TV EMUEQPOUS AELTOUEYLMY TOU
OYUATOS OUADIXGY UTOYQAUPDY.

Y1 wédodo SD xoholue T, t0 utodévdpo tou T' pe olCa v xopugt, ;. To

olvoro N\R Sraepiletar ota uTosOVOrS Sk, uys - - -, Sk omou xdie Sk, ., no-

m,Um ?
Yopiletor amd TNV x0puPY| Ty, %o PG EX TWY ATOYOVWY TNG, Ty,, TOU XUAOUVTOL
mpwtevovoa xo Ocutepeovoa plla Tou Sk, 4, %O ATOTEREITOL ATO TAL GUALSL TOU
Tl’ki mou dev avrixouy cto Ty,. Anodewvietar 6Tl 10 PEYLoTo TAHUOG UTOGUVOLLY
evar m = 2R — 1, 6tou R = |R| [NNLOL Lemma 3|. e xdde Sk, ., ovatidetor
Hepikd xhewdt P, 4, Y10 TOV UTOAOYIOUO TOU GUUUETELXOU XAEW00 K, o), xot UECIXY
ANEWUL P, o, Y10 %GVE AnOYOVO Ty, TNG Ty,. Eva Py, o, umohoyileton dUoxola
Blywe TN YVOOT EVOS PEPIXOU XAEWWY D, o TROYOVOU Ty, TNC Ty,. Hotw v; 10
PUALO TOU aVTIOTOLYElL GTO YPNOTN 4, € = X0, Z1,...,T; = V; TO HOVOTYTL OO 1|
eiCa tou T" wg T v;, %o copathxj T0 GUVOAO OAWY TV UDEAPOY TWV EVOLIUECWY
XOPUOBMY TOU HOVOTATION Ty, . . ., v; Yo xdde T O @ mopdyet 1o xhewdid 6wy Twv
Shswu; TOU avixer, anodnxevovrag 1o O(1%) nifdous pepixd xhedid Py, o yio xdie
w e Copathx]_, Aol avixeL 6To UTOGUVOAO UE TEWTEVOLGY PIla T; xou DEUTEPEYOUCX

otlo w.

H broadcast xpuntoypdynon dnpéciov xAediod DF02. Y10 [DF02), ot Y.

Dodis xar N.Fazio mpdtewvav pio enéxtaon tng pevoddou SD yio broadcast xpu-
TTOYRAPTOT OTUociou xAewto) Ye Tn Borleia oY NUATLY LEQUOY XA XPUTTOYRAPNOTC
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Béoer tautothtov (HIBE) (BA. §2.5). Kdie xopuph w tou T Bddouc < I éyer etuxé-
o (w)y 1 omola opiletar avadpouxd we € yio t pila tou T xau (w)||0, {w)|1 yio
10 optoTepd xan To Oegl moudl g w avtictoyo. Katd tnv xpuntoyedgnor, i
x&0e Sk, ., ME Tpwtebouoa pilo xy, xou Seutepelovoa pila Xy, 1 eTETa {Ty,)
SaPdletan we (,)
ouvéyela uroloyileton xpuntoxeluevo Yo TV TAUTOTNTA ((Ty, ), Ui, s - - - > Uiy )

Uity - Uig,yn OTOU U5 € {0,1} yio j € {li1,..., o). X1

emmédou lio — I + 2. Edv € = 2, 21, ..., 21 = v; OTwS Tpwy, yia xdde uTodEVDRO

T,, xou w € copath, , o yphotng ¢ hopPaver HIBE 10iwtixd xhewl yo tautotnTa

x50
{xjy,wy, ..., w, UE xodoplowévo Tpémo xadne undpyouy Iy, ly € {1,...,l} dote
(wyl|wy, - - - wy,. Enopévec o i unopel vo anoxpuntoypaghioet xdie xpuntoxeluevo
mou omooTéAeTor oe utochvoro tou N\R mou avixer anovnxebovtae O(log?N)

HIBE 18twtixd xAetdid.

To HIBE oy®uoa BBG05. T Adyoug nou Yo dodolv naguxdtw, To HIBE oy -

o mou Yo yenoworoinel otic opadxés utoypagéc LPY12 etvon autéd twv D.Boneh,
X.Boyen xot E.Goh [BBGO05|, ue otodepol ufxous xpuntoxeiyeva. To BBGO5 |
emnédwy anoteheiton and Tig e€hc ahyoplduouc:

Setup(1*,1): Emiéyovon dnpdotec napduetpot (p, G, Gr, e) we cuvidoc xon Tuyato
€ Ly, 9,92, ho, i, ..., by € G. To x0plo dnudclo xan BtwTind (el ebvou

mpkBBG = (p7 G7 GT7 €,39,91 = ga’g% {hi}§:0)7 mSkBBG = gg

Keygen(mskgpg, ID = (I1,...,1,)): 10 Biwtxd xhedi yio v tautémta [D €
Zy o7o eninedo n unohoyiletor emAeyovTag Tuyako 1 € Z; ¢

dID = (D17D27Kn+17 .. -aKl) = (920[ : (hO . nhz‘li)ragr> ;J,-la s >h;) € Glin+2'
i=1

Extract(d;p,ID' = (I,...,I41)): 70 xAedl yioo v tautétnto I D' o710 eninedo
n + 1 unohoyileton dedouévou tou drp emhéyovtog tuyaio 1’ € Z), ¢
dip = (D}, D}y, K, o,...,K]) =

n+1

= (Dl ’ K#:rll ) (ho ’ H h{i)rly D2 ' grl, Kn+2 . h’Z—i—Q’ R 7Kl . h;ﬂl) S GlinJrl,
i=1

Encrypt(mpkppe, ID = (I1,...,1,),M): Tw M € G endéyetn s € Z, xa
unohoyileTon T0 XPUTTOXEUEVO

n

C = (Co, C1,Cy) = (M - e(g1,92)°, 9% (ho - th)g)

i=1

Decrypt(mpkggc, dip, C): Avaxtdtar to uivuya
M = Co : 6(01, Dl)il : 6(02, Dg)
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‘Eva 0uotind xhedt dip yowplleton 010 xAewdi amoxpuntoyedgnong (D1, Dy) %ou
o petaBatind xAewdtd (K1, ..., ;). Lt vroypagéc LPY12, to djp mopdyeton
Ywelc TNV TuYNOTNTA TOU TROCPEREL 1) EMAOYT) Tou 17, Srhad,

n+1

dipr = (D}, Dy K}y K]) = (g5 (ho- [ [ RF)". 0" hipys - ) € G,
i=1

Me autdv 1p6m0, ®AeldLd ToU avTioToL 00V ot anoyoévous tne I D, yopdlovtar Ty
(ot mopdetpo g H acgdhera Tou LPY12 Sev ennpedletoan 016TL xdde péhog mou
avixet 610 6UVoho Sik;, ;) amoxtd xhewdt yiot Ty TauTOTNToL ((T, )y Wiy 1y - - - > Uirly o)

10 onofo TupdyeTon €x VEou, dnhady| amd VEo Tuyofo T, XaTd TNY EYYEAUPT TOL.

O opadixéc vroypagés LPY12. To povieho xotaoxeunc xon doQIAELIS TOU

axohovettar ouvdudlet T wopr) Tou KY04 pe tr duvatdTnta Blaympeloldol Twy
apy v Tou BSZ05, enauvgnuévo pe tov alyoprduo Revoke, o omolog ue eicodo ta gpk
xou 6OVORO UEAGDY Teog Starypapt| Ry & Stysers, emitpénet otov GM va emotpéger uia
avavewuévn Alota avixdnone RL; yia v neplodo t. Avtiotorya opiCetar pavteio

Qrevoke TOU OE EQWTNUA & € Stysers EMOTEEPEL GTOV aVTiTOAO avavewpévr Mota RL;
Yl VEo Teplodo t Tou TEPLEYEL TOV 1.

Booxr| 10éa eivon évor broadcast xpuntoxeluevo vo anoteAéoer MoTta avaxhnong
Y10 T0 oyAuo. Se duvepuxd opdde maximum peyédouc 2!, xde péhoc eyypdoe-
T €yovrag avieToryniel oe gUALO Bévopou T' Bddoug | xau ye moToTOWTIXG TTOU
repthopBdver o O(1?) HIBE biwtixd xhedid. Xe xdde neplodo t, o GM napdyer
evnuepwpévn RL; mou anotedelton ané O(R) xpuntoxeiyeva, to xadévo unoye-
Yeouuévo péow vrtoypapnc AHO10. To uéhog i anodexvier 6Ti dev €yet avohniel
oeopelovtag éva xpurtoxeiuevo C; tng RL; xaw anodewviovtoag 6Tt xatéyel xAetdi
Tou amoxpuntoyeagel To C;. Enlong netler tov emadnleuty 6Tt C; € RL; napéyo-
vTog yvwor utoypaghic yia to Cj. H avewvuula tou ¢ datnpeiton edv to HIBE oyrua
Tou Yernouworoleiton €yel oTadepol urxoug xpURTOXEIUEYA, EWAAAWS TO UHX0S TOU
APUTTOXELMEVOL UTOPEL Vo amoxdAuTTeE onuavTixy] Thnpogopia Yy T Véon tou i
GTO BEVOPO.

H avwvupla xou n avtiotaorn oe oxsuwela tou oyfuatoc e ocpariletar e
yeron NIZK teyvixadv twv |Gro06|, [Gro07], evd yia thy anoguyh eopahuévng
avayvoeorg ananteiton to HIBE oyfua va etvar acqorés xatd plo ediny) Evvora
©xvEVaS avTimdhog Tou TEOEMAEYEL TNV TauTOTNTA TEdxANnong 1D xou hopPBdver to
puoTid xhedt msk g PKG, 1o dnudoio xhed! xpuntoypdgnone mpk xodog xat
10 WIWTX6 xhewl drp tng ID, dev unopel va mapdyel WwTind AAedl TauTdTNTAG
ID" # ID trp@vtog Ty TuyudTnTo ToU ETMAEYTNXE XUTd ToV ahybplduo mapo-
Yoyhc WwTdv xAewidy. H bidtnra oauth ovoudleton evpwotia kAedwl (key-
robustness) xot minpolton and o HIBE oyhua BBGO5 unéd v unddeor; CDH.
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To oyfua opadixwv uroypapdy LPY12 cuvictato and toug &g ahyopituoug:

Setup(1*, N = 2): Emiéyovior wc ouviduc (p, G,Gr, e, g) xou nopdyovioar dlo
Lebyn xhewudv yia uroypagéc AHO10

d d d d
skiro = (¥, a4, 60 {7 610)) <

‘Onwg oto LV09, emiéyovton tuyaia 1, B2, &1, §2 € Zyy xon unohoyilovtan 1o f1 =
g7, fo = g% Tehd éyouue 10 CRS £ = (f1, fo, f3), 6mou fi = (f1,1,9), f2 =
(1, f2,9), f3 = fi* - f5>. Emdéyoviu eniong U,V € G mou pall pe ta f1, f2, 9
Yo anoTteAEGOUY dNUbGLo xAewi xpurtToyedgnorg. Ilapdyetar xOowo dnudoto xhewdt
mpkppe = ({hi}\_y) Tou BBGO5 (ayvoolue o g1, 92). Emhéyovioan cuvdptnon
xwdworolnone H : UEZO{O, 1} — Zy 2 xou SEUF-CMA oyfua uroypapmy plog
yerone OTS = (G,8,V), 6nwe ot unoypagés BB.

Oétoupe we WwTxd xAewdid tou GM xaw e apynis aviyrevons (opening autho-
rity - OA) twa gmsk = (sk/&()})lo, Skgl){o) xou oask = (B1, f2) xaw w¢ ouadixd dnubécto
xhedl 10 gpk = (g, pk Do, ko, mpksse, £, (U, V), H, OTS).

Join“M’: Exteheiton 1o 81000y1%6 Tp0T6x0M0 (Juser, Jani (St, gmsk)Y(1*, gpk):

1. O Jyser emAeyer Tuyaio x € Zy xan anocTtérel Ty TR X = g*.

2. Edv n X epgaviCeton oe xdmoto transcript; € Stirans, 0 Jom OTAUOTA xou
emoteégel L. AwgopeTtind, avtiotoryel otov ¢ gUAAO v; Tou T pe eTixéTa
iy = vi1, ..., v € {0, 1} 'Eote € = xg,21,...,2; = v; T0 povondtt and
n eflatou T wg v T j =0,...,1:

1. BEdv T, xou copath,, OTwe oploTmay e, TOTE Yio xdle w € copath,,
(wy = {xpl|lwy -+ wy,, agod n x; ebvar mpdyovog e w. Emdéyeta
enouéveg Tuyalo 1 € Z, xat unoroyiletoan to HIBE uwtind xheldt

dw = (Dw,h Dw,27 Kw,lgfl1+37 s 7Kw,l) =
H{{z; J{(wl) U{(wQ) roor g r
= ((ho - hy (@, hy e 'h12—1i+2) %) 7h12711+37 cey hz),
yiony tawtomye (H(Cxj)), Hwy,), ..., H(wy,)) € (ZE)2~1h+2,

ii. Me ) yprion tou sk rapdyeton unoypop AHOL0 0y = (B, - - -5 0w yr)
v to whvoua (X, Dy, 2) mou deopelet o dy, Ye v Tt X 1ou Toutonote

TOV 1.

z z 7 N/ l
O Jom amootélher Ty eTixétor (v;) xo ToL 1Ot TiXd XheLdLd {{dw}wecopathwj }j:O.

N . , . . 1 ;
Mio tétoto ouVdpTnon xataoxeudletor evxoha edv | Ji_,{0,1} |= 271 — 1 < p — 1 xau «omoun-

devilewy Tic TautoTNTES.
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3. O Jyser EnoAnletel TNV eYxupdTNTA TWV dyy %o EQY aUTO GUUSBEVEL, ATOGTEAREL
utor ouvrdiouévn unoypagt| sign; = Sign(usk|i], X||{{dw}wempathxj o).
4. Bév Verify (upkli], X |[{{dw }wecopatn, }5—o: 5ign:)=0, o Jam omoppinter. Ao
J
POPETIXG, ETIOTREPEL TIC UTOYPUQES {{aw}wempathw_}ézo xon amoVnxeder Ty
J

ETUXOWVOVIN TOU UE TOV Jyger-

5. O Jyser 0pllet g motonomtind tou i 1o cert; = ({v5), {{dw, 0w fwecopath, }§‘=0)~
J
Q¢ puoTixd TWh Tou ¢ EMAEYETAL 1) Sec; = .

Revoke(gpk, gmsk, t, R;): Egapudloupe tny uédodo SD xa Peloxouye dropépton
Skrurs - - s Skmum TOU{L .., NR\Ry, dtou m <2 |[Ry| — 1. [ i =0,...,m

i. Eougpwva ye to DF02, éyouue 6t (zy,) = (@ )||Wis, | - Uiy, 5, OTOU u; 5 €

{0, 1} yiwj € {li1, ..., li2}. Kwdixomoolye 1o unooivoro Sk, 4, ¢ 10 6Totyeio
Ci = ho - 1y )y ) e G

ii. To C; xodiotdron yvAolo agol decueutel ue Ty neplodo t € Zy,, ue Tny napa-
Yoy unoypaphc AHOL0 ©; = (©;1,...,0;7) tou unvipatoc (C;, ¢') urnd to
whewdl skiYio.

O GM emotpéger v avavewpévn Mota RLy = (t, Ry, {{xk, ), (xu,), (Cs, ©:)}i2y).
Sign(gpk,t, RLy, cert;, sec;, M): Edv i € R, téte emotpégouye L. Awagopetind:
1. Anuouvpyeiton Lebyog xhediov (sk, vk) < G(1%).
2. Me ) ypfion g RL; evtonileton S,y TOU TEQLEYEL TO GUANO v; XL E0TW®
Tk, Ty, OL TEWTEGOLO X01 deuTEREVOLON pila Tou avtioToya. Epdcov <xu )=
(o, - uj, yioxdmow by < ly < I xowv; ¢ Ty, , undpyet ehdyioto 1) &-

ote 10 (T, )| W)ty - - ujp vo ebvon TpdIeua Tou <xu]> ahhd Gyt tou (v;). Téte

10 oYvolo {dw}wempath% Teptéyel xAedl d,, woTe
J

:H«xk ?) H(ugiy) Hwj) ror r
h2 h "'hlllfljlilz) %) Jhl'1711+37"'7hl)'

dy = ((ho - by
Enopévee, o unoypdgwy i unopel va e€dyet HIBE xiedl anoxpuntoypdgpnong

H(lxy,)) Hus, Fluy ) H(wit )y g
(Dj1, Dj2) = (o - by - iyt by b, 2)" )

H{{x Hlui H(uy, rop
((h() h/ (< k; >) h2( N )hb(_llf;) 7 )

3. O i amodeixvier 6TL unogel va anoxpurtoypagrioel 1o C) utohoyiloviag Tn vEu
unoypagt {0, }i_ < ReRand(pk‘I&P)Io,@j) xar 1ic GS Seoueloeic comg;,
comey |, COMey, ,, COMe! - YLL TIG upsg C’J,@jl, i2s ’ 5 Bdoel tou oTIYULO-

TUTTOU DLm @swpwqu TIC @]3, 4 @jﬁ, @]7 xocrocaxeualet amodellT Tc,
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NG EYXVEOTNTAS TOu xpuTToxeevou C) xutd tnv Teplodo ¢ Yeow Tng ema-
ANUELCWOTNTIC TWY YRUUUIXWY EELOWOEWY

AW - ()5, 00) 7 (G, g") 7 = e(G, 7)) - e(GLY, 67) - oG, ),

BY - e(0),0)) - e(H g) t = o(HD, ) - e(HD, 0,) - e(H", C).

7,6 r

Vs Ié 7 &N
Enewta nopdyer deopeloelc comp, |, comp, , Yo tot Dy 1, Dja xou amOdELET D,

Yo Ty enahnieuctudTTa T TeTpaywvixic e¢lowanc e(D;1, g) = e(Cj, D; ).

O 7¢; %o mp, anotelolviar cuvolxd and 2:3+9=15 otouyela.

. Ané v unoypapry AHO10 o = (01, ..., 60;7) tou unvipoatoc (X, D) und
T0 xheLdl sk/(&)lo unohoyilovton ov {0, }i_, — ReRand(pk/(&)IO,aj), ot GS
OEOUEVUOELS comg, , comg ,, COMg; - Y10 TG Teg 054,055, 0) 5 xou 1 Soyuguon
comx yw ) X. IHopdyeton anddeln m,, yio v erodndevoudtnTa Twv
YoouuUix®y eELIOWOEWY

_ 0 0
AO (0,0, )7 = e(GD, 8, ) - e(G0, 8 ,) - (G, X) - e(GY), D; ),

BO - e(05,05) " = e(H,0;,) - e(HO,05) - e(H{”, X) - e(H”, D;2).

z 1735,1 r i

H 7, aroteieiton and 2-3=6 otovyelio.
j

. 'Botw ot vk € Z,, péow xatdrining cuvdptnong hash. Emiéyovron tuyaia
21, 22 € Ly ot pe euxéto 1o vk unohoyileton xpuntoxeiuevo Kil06 (BA. §4.4)

(U, Wy, Wy, Wy, U) = (F7, f2, X - g2, ("% - U)™, ("% - V)™).

. Tapéyetor NIZK anédeln 6t ot comx = (1,1, X) © ?X’l ©) ?X’Q ©) ;?X"{’
xou ot (Wq, Uy, ¥3) avuiotoryoly oty iBta iur) X, 6Te¢ 0Ty XATAGKEUT| TWY

Gro07. Tpdgovtac fs = (fa1, f32, f3,3) €)oupe OTL

comx © (\1117\1]27‘113)71 = ( il'l ) ;317 272 ’ 3:327ng+72 ’ ?:35’))7 (43)

Omou Ty = ¢x1 — 21,71 = Qx2 — 22,73 = ¢x3. O 1 Oeouelel ¢ T, T, T3
vrohoyilovtac com,, = ((1,1,9) ® f3)™ ® ff”‘”l O] f;”“2), vk =1,2,3,
OTOU T Py, 2, Pr, 2 ETAEYOVTAL TUYdL Eniong, nopdyet anodelZec {megr}i;
OTL Ol T1, Ty, T3 LXAVOTOLOVY TIC TEEIC YEUUUIXES EELOWOELS TTOU TEOXVUTITOUY Ao
v (4.3), amoteholyevee 1 xadepio and 2 otoryela.

. Trohoyilovtaw weak-BB unoypapy| o, = gl/@tok), 7 avtioTouyn OEoueuon
comy,, xat 1) NIWI anédeiln m,,, 6Tt 0L 0y, X ixavomotoly tny TeTpaymvixt
eZiowon e(oy, X-g'%) = e(g,g). H,,, anotehelton enopévec and 9 ototyela.
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8. Troloyileton yoors = 8(sk, (M, RLy, Wy, ¥y, U3, Wy, U5, Q2, com, IT)), 6mou

0= {@;7k7 eg,k}zzh IT= (7ch.7TDj, ﬂ-o’ja {ﬂ-eg,k}ke{l,Q,B}?ﬂ'avk) pdel’

com = (COij, {COmD],k}ke{m}, comy, {Com@;’k}ke{1,2,5}>

{Com%k}keu,zs}, {comz, Yreq1,23), como,,)-

Tehxde emotpégetan 1 unoypapt) o = (vk, Uy, Wy, W3, Wy, U5, Q) com, IT, oors).
Verify(gpk,t, RLi, 0, M): vy v enohfdeuon e o extelobvton ta Buora:
1. Eév V(vk, (M, RLy, V1, Yy, Wg, Wy, U5, Q, com, IT), 0org) = 0, eniotpede 0.
2. (‘Exeyyos Kil06) Edv e(Uq, g% - U) # e(f1, Vy) 1 e(¥a, g% - V) # e(fo, ¥s),
eniotpede 0.
3. Edv emahndebovton dheg or amodeilels, enlotpede 1. Awapopetind, enlotpede
0.

Open(gpk,t, RL;, 0, M, oask, St): dedoyévou tou oask = (B, f2), €dv Verify(gpk,
t,RL;,0,M) = 0, enlotpede L. Apopetind, anoxputnoypopeital 10 xpuUTToXel-
nevo Kil06 wc X =U,- \Ilfl/ﬁl . \1151/62. Edv otn Bdon dedopévwy Stirans Bpedel
xotoywenon (i, transcript; = (X,{{dw,aw}wewpathzj }ézo,sz’gni» wote X = X,
t61€ emioTpede 1. ApopeTind, eniotpede L.

H Aota avéxinone RL;, nepiéyet yia xdde i € [m], 8 otoryeio e G xou tic
ETIETEC TV XOpUOKY 1oL 0pillouy T0 Sk, ., (ueyédouc 2-log(N)). Xeedlovton
O(log?(N)) otoweia yio v anodfxeuoy tou motononTxol evéc uéhouc. Tu
com, IT anoterolvrtour and 42 xou 36 ctotyela avtioTowyo evw av ypnoworomnioly oL
unoypagéc uioc yerons tou [Gro06 §5.1] v o anoteleiton cuvohxd and 96 otovyela,
onAaoY| ~6kB yio acpdheia 128-bit. To xoc7t0¢ emahfievorng etvon otadepod, eve yia
) Snuovpyio plag vroypaghc N xOeto emBdpuvor etvor 1 extéheon log(N) ME xatd
v mopaywyr Tou HIBE dwtixol xhedtod oo Brua 2. Evtoltolg, to Brua 2 apxel
vo exteheoTel povo ulor popd Yo xdie meplodo ¢, xatd T dnuovpyla TG TEWTNG
UTOYEAPNG OE aUTHY TNV TEPIOB0.  LMUEIWVOUNE TWE YE TN YPNOT UL OLUpOpE-
TS subset cover pedoo0u BLUUERIONC TOU GUYOAOU TWV EVEQYWY UEAWY (complete
subtree - C8S), xepdilouye otadepd urixoc opadinol dnUéalou xeBLol xat XOGTOUS
unoypagrc xou motorotnuixd O(log(N)) mhhdouc ototyeiwy, e emBdpuvor oto
uéyedoc e Motag avdxinone xatd tolanhactootind napdyovia O(log(N/R)).
To oyfua LPY12 anodewvietar ac@urec anévavTt o€ emIESELS avwvuuiag, OXEUm-
plag xon ecpahuévng avayvapelorne utd tig unodéoelg DLin, ¢,-SDH o ¢-SFP avti-
OTOLY QL YL OUYXEXPHIEVA @, ¢ [LPY12b Theorems 1,2&3]. Evdewtixd, anodewxvi-
OUUE TNV aoPdAEla 0 ETIECELS EGPUAUEVNC AVAY VOPLOTS.

Ocwenua 4.7.1. To oxynua LPY12 eivar aopalés anévavn oe emiéoes eopal-
pévng avayvdpions vrd ty vrédeon ¢-SEP ya q = max{l® - q,, ¢}, énov q, o
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mAntos twy epwtnudtwr dnuiovpyiag eAeyydpevwy HeAwy 0to Qa_join Kal Gy TO
Ao twy epwtnudtwy avdkAnons 0to Qreyoke-

Anéoedn. Yto malyvio ecQolpévng avoyvapeions o avtinahog A extoc and epwth-
potat 0T QA joins Qrevoke UTOPEL VO VECEL EQWTAUATA ATOXTNONG TWY UAEWDIWY gpk
xow oask xan avdyvwong twv dedouévwy g dlempdvelag J, extog twv gpk, gpmsk,
oask ota pavteld Qpub, Qreyoa X Qreaq avtioTtoyo. Tehixdg emoteépet {ebyog
(M*,0*) xon xepdilel €y

1. Verify(gpk, t+, RLyx, 0%, M*) = 1 xou
2. Open(gpk, t+, RLyx, 0", M* oask, St*) = i ¢ UM\ Ryx,

6mou ot RLyx, St*, Ryx hopfdvovtar yio tn ved mepiodo t* e 10 TEQUC TV EQWTN-
pdtwv. O oploude enextével autov tou poviehou KUO4, agol o A xepdilel axdua
2o OTaY 1) 0* avty VEUETOL TPOG EAEY Y OUEVO UENOG TTOU DLy pdpTNXE XATE TT) DLdpXELaL
NG TEPLOOOL 1.

FEotww o* = (vk*, U, U5, U Ui, Uss, O, coms, IT0fg). Avdhoya ue to mept-
EYOUEVA TWY com, comy, , comF, , com’y, {com%, } {com}, } Sroxpi-
Y Oou C D> Dy> X o Ske{12,5} 0, Ske{1,2,5} e

VOUPE TIG EEHC TEQITTWOELS:

IM\actoypagrhoeic tOToL I: 1) déoucuor comy nepiéyel C* € G wote 1o Lebyog
(C*, g") va uny umoypEdpTXE YueTd TN dnwoupyio e RLsx.

IM\actoypaghoeic toOmou II: 1 déoucuot comy mepiéyel €yxupo HIBE xpu-
nroxefuevo C* yia v epiodo t* xa éotw C* = CF, j € [m], 6nou o {CT, ..., Cr}
nepiéyovton oty RLgx. H extéheon tou Open elte eldyer véa Ty X* 1) evtonile
Sieypappévo péhog i € UA N Ryx, mopdho mou 1 o* wg éyxupn retder 6 to (Df, D3)
amoxpuntoyedpel To C* xou 6Tt o {com? Y _. cuvioToOy éyxuprn UToYEUpT Tou
(X*,PDQ“). ftaipivouyejrtg eghc nept{ntcbaaé’fé}:k 1 T o

1. To (X*, Dj) dev unoypdytnxe and tov Jom O xoufa EXTENEST) TOU TPW-
Toxohhou Join. Enouévwg elte n X* dev eugaviCetar 610 Stirans 1) T0 U€LOG
i € UM N Ryx ouprinter ye evepyd péhog if € UM tou omolou to gUAko vy
avrixel 6T0 Sk ;- Kadog To C’; xpuntoYpael 10 Sy, u;, ERETAL OTL TO 1
nhaotoypdenoe unoypaph AHO10 yia to pfvupa (X*, D3).

2. To (X*, Dj) vroypdotmnxe and 10V Jom O x4mota EXTENESY) TOU TEWTOXOA-
hou Join. Téte emxaholuaote Ty evpwoTia xAewol Tou yapaxtneilel To
oyfiua HIBE. To i éyel avaxhniel xotd tnyv neplodo t*, dpa 1o xhetdl amoxpu-
ntoyedgnone (DT, D3) 8e 860nxe we uéhog tou miotonointixol tou i. Egdcov
buwe 1o (X*, D) unoypdgtnxe ond 10V Joum, 0 § TRETEL VoL OMEXTNOE TG TOV
Jam xhedt (Dq, D3), émou (Dy # DY), yioo tautétnta Slapopetint| and outh

TOU AVTIOTOLYEL OTO Sk u;-
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Ebvar gavepd 6T mhactoypagroe tomou I xar I1.1 cuverdyovton tny tAactoypdgnom
unoypagric AHO10. T tnv neplntworn mhactoypaghioewy tomou 11.2 éyouue tov
ax6hovdo Loy uplouo:

Ioyveiowods: Edr to LPY12 emoéyetar embéoeag tumov I1.2, téte to BBG0S dev
éyel evpwotia kA€o0,

H anédeiln tou mapandve woyvpopod otneileto 6o [LPY12b Lemma 2].

Y xqie epdTNUA TEOS TO QU join OTALOULYOLYTOL 12 uroypagéc AHO10 evey oto
i-00T6 €pOTNUA TEOS T0 Qrevoke OMtoUpYOUVTUL < 2 - (|Ry| + ¢ — 1) — 1 uno-
veagéc AHO10, 6mou Ry, 10 00VoAo TV BIEYRAUUEVWY UEADY TRtV TNV EXxivNOT
TV EPWTNUITLY avdxhnone. Trolétovrag ot |Ree| < qr hopBdvouue o @pdy-
wo ¢ = max{l® - q,,¢?}. H vrddeon ¢-SFP ouverdyetor v vrddeon, CDH nou
PE TN OEEd TNG, OTWS AVUGEQUUE, CUVETAYETHL TNV EUpwoTio xAeWwol Tou B-
BGO05 [LPY12b Lemma 1]. To yeyovéc autd oe cuvOUaoUS UE TOV 1GYUPLOUG
OLOXATPOVEL TNV AndOELT TOU VeEWPUATOS.

_|

4.8 X0Ovodn Kegaratouv - Ilepontépw XynAuota
Ouadixwy YTroypapoyv

Hoapouctdooye avahutixd To HOVTEAL GUVTIENG XAt ACQARELNG YLl OYHUATO OUO-
ouwyv utoypapwy BMWO03, KY04, BSZ05, xaAiTtovTag TN ottty xou Suvouxt
nepintwon, xat ) olvtaln évoc oyRuatoc oviyvelowwy unoypapdy [KTYO04].
Avagépope v évvota tou Suvauixol cucowpeuty| |CLO2| xo tn onuacio tou
GTNV XUTAGHELY| OUAOXOY UTOYEAPWY UE ATOTEAECUATIXG UNYAVIOUO AVAXATOTG.
MehetAooue apytxd To toAd emdpacTd oyfuata BBS04 xa BS04 nou npoxintouv
and oyetixd ZK-npwtdxolha ye pyetatpony) oe NIZK oyfuota oto ROM upéow
teyvixev Fiat-Shamir. ¥tn cuvéyeio emxevTpmUXoUE OE GYARATA OUUBIXWY UTO-
Ypagwyv oto standard povtého. Ewwotepa, avahloope to oy BWO06 mou pali
pe to Gr06, BWOT uropel va exhngiel wg mpomounds twv oynudtwy ouadixwy
UTOY QWY ToY elvar EQapuoyes oTiymotinwy Tou GSPS. Ané ta tekeutala, emthé-
Eape va delCoupe tor oyfuato Gro07, LOSLO7, tic BU-VLR-opadixéc unoypapég
LV09 xau tic moh) npdogateg scalable ouadiég unoYpages ue unyavioud avdxinorg
LPY12.

[Tépav autwv mou avagéolnxay xatd Ty Tedodo Tou xe@ahaiou, oploUéva alo-
onuetwta oyfuata oto standard yovtélo and v xpuntoypagpio (eUYUdTWY €lval
ot VLR-opadixéc unoypagéc Bdoer tavtothitwy wwy L.Ibraimi x.4. [INHJ10], o
opodixéc unoypagéc ue mArpn forward acgdieia wv B.Libert M.Yung [LY10]
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xou ot unique opadixéc unoypopés twv M.Franklin xou H.Zhang [FZ12], émou
0U0 uToYpuPéc oTo {Blo uivuua amd TNV (Blo yeNoTn €Youv Eva oNUAVTIXG XOWO
pEpog. ‘Ocov aopd ENEXTACELS TN EVVOLUC TV OUUDIXGY UTOYQRUPWY, EYOUUE TI¢
OpadXES UTOYpaPES Ue DfBdiuor Tng avwvuplag Twv ueAwy and toug X.Boyen
xou C.Delerablée [BDO§| xou tic aviyvetouueg umoypaég twv B.Libert xou M. Yung
ILY09]. To ebpoc twv oynudtey ue aogdiewr oto ROM elvor okl ueyahitepo.
Mio npddtou emnédon avagopd otn BiBhoypagia tepthopPdver ta [KY05], [DPO6,
[Kha07].

4.9 Egappoyég - Yuunepdopota

I'evixd ouunépaoua efvar Towg péyet ofuepd, and 6cov Yvwpelloude, dev el eu-
QovioTel XATOt0 GY UL OPAdIXWY UTOYPAUP®Y Tou Vo arotehel oe xdie repintwon
TNV AmOAUTA LOOPEOTNUEVT ETIAOYT. AXOUA XU PE TNV TEooUHX T TOU GUOTAUATOS
amodegng Groth-Sahai wg epyalelo, Ta oyfuata Tou amogedyouy T yeron Tuyaiwy
HOVTELWY %ol ¢ €% TOUTOU ETTUY YAVOUY LUPNAOTERT VewEnTiX? doGAReLd, GolveTal
VoL UOTEROUY OE AsttoupyixotnTa. Edv udiiota Angdel unddrn xon 1) anoteheopotiny
AVAXATION) TV UEAWY, oL emA0YES TeplopilovTal axdua TEPLEGAHTERO.

To napandve de onuaivouy BELota 6Tl Ol OUABIXES UTOYPAUPES ATO TNV XPUTTO-
yeaplo (evyudtonv de PBploxouv epagpoyt), anhag ot emBdiheton xdde @opd vo
TeV0OUV OE TEOTEQUOTNTA Ol LOLOTNTEG TTOU oG EVOLUPEPOUY. T AVATTUGGOUEV
Sixtua xuxhogopiac oynudtwy (vehivular ad hoc networks - VANETS), ot ouadixés
unoypagéc BBS04 uropolv va yenotwonomdoly yio tny emxowvwvio YETHED TwV
oyotwy-pehwy ¢ ad hoc xataoxevacuévng ouddag, ywels va aroxahdTTovVIoL
TpocwTIXd dedouéva bTwe 1 mvaxida 1 1 Véon tou oyfuatog [LSHS07], [SSBP0Y).
Toa VANETS etvar dixtua mou anaitodv utoloylotixd tayUtnta xat €16l oL GU-
vtoueg unoypagéc BBS04 mpotwuAlnxay apyixd o€ oy€or Ue xAmO0 AGQARECTEQO
OAAG DUGAEITOURYIXO YU, AV Xl TEYVIXES BUOXOALES OTWS 1) Dayelpton TwY o-
YNUATOY TOU EYXATUAEITOUY TNV oudda xar Tou Tponou emhoyrhc tou GM xadi-
oTolV Uypt oTIYpRg empuiaxTixols Toug oyedotéc VANET npwtoxddwv ot
Yerion opadixwy uroypagay. Ot unoypagpés BBS04 xon BS04 anoteholyv eniorng
Boowxd dopxd ototyeio oe oyRuata dueons avdruuns emiklpwons (direct anony-
mous attestation - DAA), plo xatnyopic UTOYEAQMY TOU EMTEETEL THY TOTONOMO
yvnoiotntog hardware ota mhaloia 1wy anoutfoewy tou Trusted Computing Group.
To véa autd oyhuata [BLO9|, [Chell|, poli xou ue dhho oyfjuate DAA and v
xpuTTOYPUpiar CELYUATWY Ao EANELTTIXWY XUUTUAWDY, EYOVTAG UXEOTERO UTiXT) XAEL-
0LV Xt LTTOYPAPRS, PLA0D0EOLY Va avTixatacThoouy To standard oy rua ISO/IEC
11889 mou Paciletan otny woyver, undveor RSA. BU-VLR-ouadés unoypapés,
omwe ot NFO05, eyolv mpotadel oe mpwtoxoilo avdevtixorolnong yio aclpuato
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Sixtua [FNH™06], [HBCT11]. I8tbtntec nopeugepeic ue v opodixmy UToYpapny
ouvavtolue ot oyfuata e-cash téoo oto ROM [CHLO5|, 600 xau oto standard
novtéro [FPV09).

2 EQUpUOYEG TOU GTOYEUOUV GE OPADES WxPOTEPNS XAlUoXaS, 1) YproT VoS
oyfuatog oto standard povtého eivon mo eguety|. TToiléc popéc umopel va emBai-
Aetan €dv 1 Vewpnun) ao@dheta efvon to xOplo {nroduevo. To mopddetyya, o€
EVOY UELODOTIXO DLOYWVIGHO Yia TNV avAUEST] EVOC EQYOU, OL EVOLUPERPOUEVEG E-
Tonpeieg amoptiCouv uin oudda, mavétata ywelc auoBaia eymotoclvr, xal oL
TEOGHORES TOUG UTOROUV YA UTOYRAPOVTOL AVWVUHO. € ouThY TNV TepinTwon,
N mAfeng avovupio Tou oyfuatog Gro07 avtiotadpiler T PeaddtnTd Tou. XTo
yweo ulag etarpelag, o dieudiveoy cluBouiog evog TUHUNTOS UTOREL Vo EXTEAETEL
OUYXEVTRPWTIXA TO pOA0 Tou GM ot TOU SLovoUEd LOLWTIXWY XAEWBLDY, OTIWS GTO UO-
viého BMWO3 xar ewdixdtepa tic unoypagéc BW06, BWOT. To {dto 1oy et xan yia
omota egappoy T 1 tepapyia efvon TpoxaloptoUEvn and TIC IBOTNTES TWV YENOTWY TOU
oyfuatog. Xe pio dAAn xatnyopio vhonotoewy, o X. Liang x.4. [LLC*11] yenot-
pomooly Tig utoypagéc LOSLOT yia tny xataoxeuy oy huatog xAoEwy enelyoucag
ot BofUetag Ue TPOCTAGIN TWY TPOCWTIXWY DEDOUEVWY TWY ACVEVEDY.

Trv teheutaio dexactio, ot UEAETNTEG €Y OUV EVIPUQNCEL OTNY LOYTEAOTONGY] TOA-
AV ELDWY OPABIXMY UTOYRAPWY XL NG avdhoyng acgpdields touc. To ebpog mou
epugpaviler 1 aviioTtoryn PBBMoypapio Exel 1dn Véoel toyupés Bdoelg Yio TEpuTERW
€peuva 6ToV ToUEd. 2¢ €x TOUTOU, ONUIOURYELTAL 1) EVTITWOT WS YA VoL LG UPOTOL-
el onpovTnd n V€om TV oUadIX®Y UToYRAQ®OY oty xpurtoypapio (euyudTey
XL YEVIXOTEQO OTNY ACUUUETEY xpurmToYpapia, yeetdletar wla mo yevixr Yewpnon
TWY TOPUPETEWY TTou xadopilouy Ty arodotxdTnTa Xt TNy adlomotio Toug. O
tey Vi€ broadband xpuntoypdgnong Tou eQapUOGTNXAY GTO UNYAVIGUS AVEXANOTSG
Twv uroypapoy LPY 12 eivon olyoupa va Briua tpog auth| Ty xatedduvor. Xe mpo-
10 Bardud etvan avayxaio va avalntnioly oyfuato Twv onolwy 1 aogdiei Buciletal
anoxheloTxd oe eupéne anodextéc unoléoelc (n.y. CDH, CBDH, Dlin ¢-SDH),
avTl Vo EXPEDETOL A0 BLIPAWS VEES XAl LOYUROTERES TwV xadiepnuévey. Enlong,
va emvor ol xovolpta ottyiotuna tou GSPS Yo aclupetpa (ebypota, Tou va
replopiCouv To TAY0¢ TwY UTOROYIoU®Y LEOYHATOS TOU ORAULTOOVTAL OTO OTLY UG-
turot SXDH xon SDlin, cote va Bedtiwdoly ol emddoeg oynudtwy oto standard
povTéLO, o xuplwg or otalepéc xooToug. Eivar mpogavég mwe €va vEo urn Ot
Aoy oboTtrnua an6delng, 1o onofo Ya eivor anodotixotepo tou GSPS, Ja dwoet
TepdoTia Winor. Axodua xar €tol duwe, o Pacdtepog hAoyog duotoxiag dev elval
dAhog and 1o Yeuehwdeg (AT TOU YeOYOU uToAoYLouoU Twv (evyudtwy. II-
Yavoy 1 Ao va dovdel chvToua yEow Uedodmwy Tapdhiniou UTOAOYIGHOD OTWS GTO
ROM [AKMRHI1] (Bx. §1.5). Xiyoupa mévteg, wéypt autd vo ouPel, o dew-
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ENTHOG OYEDLCUOC AELTOURYIXOY XU ACPIADY CYNUATWY OUUOIXMY UTOYLUPMY
UE 660 TO BUVITOY AydTEPOUC ETiTOVOUSC UTOAOYIOHOUS Vol €YEL TPOETOLAOEL TO
€dapog Yol TNV £dpalwor) auTo) Tou TOAD EVOLUPEEOVTOS EPYULEOU OTOY XOGPO TWV

EQAQUOYWV.
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