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Prìlogoc
To keÐmeno pou akoloujeÐ apoteleÐ th diplwmatik  mou ergasÐa, ìpwc prob-
lèpei to prìgramma spoud¸n tou M.P.L.A. Prìkeitai gia mia prosp�jeia na
parousiasteÐ kat� to dunatìn oloklhrwmèna h prìsfath drasthriopoÐhsh
gÔrw apì to qr sh twn om�dwn plexÐdwn sthn kruptografÐa. Ja  jela na
euqarist sw ton epiblèponta kajhght  mou, kÔrio Eu�ggelo R�pth gia th
bo jei� tou kai gia thn prìtas  tou na asqolhj¸ me to endiafèron autì
jèma. EpÐshc euqarist¸ to 'Idruma Kratik¸n Upotrofi¸n gia thn upotrofÐa
pou mou pareÐqe kat� to deÔtero ètoc twn metaptuqiak¸n spoud¸n mou.
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Sq ma 1: Poiìc eÐpe ìti h kruptografÐa plexÐdwn eÐnai prìsfath idèa?
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1 KruptografÐa

1.1 Genik�
'Eftaixe �rage h EÔa pou èfage to m lo,   m pwc h Pand¸ra pou �noixe
to perÐfhmo koutÐ thc? Kat� p�sa pijanìthta mia darbinik  prosèggish tou
zht matoc ja  tan pio apodotik , all� den eÐnai to poioc kai to giatÐ pou
mac afor� ed¸. Autì pou mac afor� eÐnai to apotèlesma, kai to apotèlesma
eÐnai ìti apì nwrÐc (  exarq c) h eirhnik  kai eutuqismènh sunÔparxh twn
anjr¸pwn k�je �llo par� dedomènh  tan. Wc ek toÔtou, apì nwrÐc f�nhke
ìti up rqan sobaroÐ lìgoi na mènoun k�poiec plhroforÐec kal� krimènec apì
adi�krita blèmmata, kai k�pou ekeÐ �rqise na emfanÐzetai deil� h ènnoia thc
kruptografÐac.

Sqhmatik�, h kat�stash èqei wc ex c: ènac pompìc A, pou ja ton apokaloÔme
AlÐkh, epijumeÐ na steÐlei èna m numa p se èna dèkth B, pou ed¸ ja apokaloÔme
BasÐlh. Gia to skopì autìn qrhsimopoieÐ k�poio mèso, k�poio kan�li. Kat�
th di�rkeia thc metafor�c tou, to p eÐnai ektejeimèno sta m�tia k�poiou e-
qjroÔ O, o opoÐoc endeqomènwc epijumeÐ na m�jei to perieqìmeno tou, na to
alloi¸sei k.t.l. kai apì ton opoÐo h AlÐkh kai o BasÐlhc jèloun na krat -
soun to perieqìmeno tou p krufì, analloÐwto k.t.l. Mia polÔ kal  eisagwg 
sthn kruptografÐa mporeÐ na brei kaneÐc sto [21].

1.2 Kruptogr�fhsh
O basikìteroc kl�doc thc kruptografÐac kaleÐtai na lÔsei to ex c prìblhma:
Pwc mporeÐ na steÐlei h AlÐkh to p mèsw tou kanalioÔ ètsi ¸ste o eqjrìc
na mhn mporeÐ na apokalÔyei to perieqìmenì tou, all� ìtan autì ft�sei sto
BasÐlh, o teleutaÐoc na mporeÐ sqetik� eÔkola na to katano sei.

. .
....

(

(

(

To Bob

?

Sq ma 2: H kruptografÐa me mia mati�.

Ac doÔme sunoptik� pwc lÔnetai to prìblhma, eis�gontac par�llhla kai
touc kat�llhlouc orismoÔc. Arqik�, h AlÐkh kai o BasÐlhc epilègoun èna
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alf�bhto A1 me to opoÐo mporoÔn na gr�foun kai na diab�zoun ta mhnÔmata.
Katìpin epilègoun èna alf�bhto A2 me b�sh to opoÐo ja metafèretai to
m numa sto kan�li. Ta A1 kai A2 mporeÐ na diafèroun. Katìpin h AlÐkh
sqhmatÐzei to proc apostol  keÐmeno, mia akoloujÐa apì stoiqeÐa tou A1, to
opoÐo onom�zoume arqikì keÐmeno   apl� keÐmeno. To sÔnolo twn keimènwn
pou mporeÐ na sqhmatistoÔn onom�zetai q¸roc mhnum�twn kai sumbolÐzetai
me M. AfoÔ apofasÐsei to keÐmenì thc, to metasqhmatÐzei kai to stèlnei sto
kan�li. To metasqhmatismèno keÐmeno apoteleÐtai apì gr�mmata tou A2 kai
onom�zetai kruptokeÐmeno. To sÔnolo twn kruptokeimènwn pou mporeÐ na
sqhmatistoÔn onom�zetai q¸roc kruptokeimènwn kai sumbolÐzetai me C. O
metasqhmatismìc tou keimènou se kruptokeÐmeno gÐnetai me thn epilog  kai
qr sh miac kat�llhlhc sun�rthshc Ee: M → C pou exart�tai apì to e kai
eÐnai 1-1. H Ee lègetai sun�rthsh kruptogr�fhshc kai h diadikasÐa pou
akoloujeÐ h AlÐkh kruptogr�fhsh.

T¸ra, mèsw tou kanalioÔ to kruptokeÐmeno Ee(p) ft�nei sto BasÐlh.
Autìc me th seir� tou epilègei mia kat�llhlh sun�rthsh Dd : C → M pou
exart�tai apì to d kai eÐnai epÐshc 1-1, kai me th bo jei� thc anakt� to p.
H Dd lègetai sun�rthsh apokruptogr�fhshc kai h diadikasÐa pou akoloujeÐ
o BasÐlhc apokruptogr�fhsh. Ta e kai d pou kajorÐzoun tic sunart seic
lègontai kleidi� kai to sÔnolo twn pijan¸n kleidi¸n lègetai q¸roc kleidi¸n
kai sumbolÐzetai me K. Profan¸c, oi Ee kai Dd pou qrhsimopoioÔntai kat�
thn kruptogr�fhsh kai thn antÐstoiqh apokruptogr�fhsh den eÐnai tuqaÐec,
all� sqetÐzontai metaxÔ touc apì thn apl  sqèsh Dd(Ee(m)) = m, ∀m ∈ M.

Gia thn kataskeu  enìc kruptosust matoc apaiteÐtai h epilog  enìc q¸rou
keimènwn, enìc q¸rou kruptokeimènwn, enìc q¸rou kleidi¸n, enìc sunìlou
sunart sewn kruptogr�fhshc {Ee : e ∈ K} kai enìc sunìlou sunart sewn
apokruptogr�fhshc {Dd : d ∈ K} ìpou ta teleutaÐa duo èqoun thn idiìthta
ìti gia k�je e ∈ K up�rqei monadikì d ∈ K, tètoio ¸ste Dd(Ee(m)) = m,
gia k�je keÐmeno m.

Fusik�, sthn kajhmerin  zw , ta kruptosust mata èqoun sugkekrimènh
morf  kai oi tri�dec AlÐkh, BasÐlhc, Eqjrìc poikÐloun, ìpwc kai ta mhnÔmata,
ta kan�lia all� kai o skopìc thc kruptogr�fhshc. Gia par�deigma, h AlÐkh
mporeÐ na eÐnai o prìedroc Mpouc, o BasÐlhc o arqhgìc twn epiqeir sewn
sto Ir�k, o Eqjrìc oi mustikèc uphresÐec tou Sant�m, to kan�li k�poioc
dorufìroc kai to m numa odhgÐec gia to bombardismì k�poiou stìqou s-
trathgik c (?) shmasÐac. Se mia pio eirhnik  ekdoq , h diadikasÐa eÐnai mia
sunallag  sto diadÐktuo kai o Eqjrìc k�poioc q�ker.

Mia apì tic pio palièc gnwstèc peript¸seic qr shc thc kruptografÐac
eÐnai aut  tou IoÔliou KaÐsara. O rwmaÐoc autokr�torac, qrhsimopoioÔse
san Ee ton kanìna �antikatèsthse k�je gr�mma me to gr�mma pou ja breic
treic jèseic met� sto alf�bhto� (profan¸c ta trÐa teleutaÐa p�ne sta trÐa
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arqik�). 'Etsi, gia par�deigma, to keÐmeno �attack", apoteloÔmeno apì èxi
mhnÔmata, metasqhmatizìtan sto kruptokeÐmeno �dwwdfn".

Arqikì keÐmeno a b c d e f g h i j k
KruptokeÐmeno d e f g h i j k l m n

l m n o p q r s t u v w x y z
o p q r s t u v w x y z a b c

PÐnakac 1: O kanìnac kruptogr�fhshc tou kaÐsara

Oi strathgoÐ tou èpairnan to kruptokeÐmeno kai san Dd ef�rmozan ton
kanìna �k�je gr�mma pou brÐskeic metètrepè to se autì pou brÐsketai treic
jèseic prin sto alf�bhto�. EÔkola blèpoume ìti me ton trìpo autì anaktoÔ-
san to arqikì m numa.

KruptokeÐmeno a b c d e f g h i j k
Arqikì keÐmeno x y z a b c d e f g h

l m n o p q r s t u v w x y z
i j k l m n o p q r s t u v w

PÐnakac 2: O kanìnac apokruptogr�fhshc tou kaÐsara

K�nontac mia parènjesh ed¸, na poÔme ìti den eÐnai tuqaÐo pou èna apì
ta qronologik� pr¸ta paradeÐgmata kruptosust matoc afor� stratiwtik 
qr sh thc kruptografÐac. Sthn pragmatikìthta h meg�lh pleionìthta twn
kruptografik¸n efarmog¸n, mèqri kai prin apì lÐgec dekaetÐec, aforoÔsan
th diafÔlaxh kratik¸n kai stratiwtik¸n mustik¸n. Oi eid monec tou kl�dou
 tan stratiwtikoÐ, diplwm�tec kai genikìtera �njrwpoi thc kubèrnhshc.

O kanìnac tou KaÐsara eÐnai efarmog  tou kruptosust matoc pou basÐze-
tai ston kanìna �antikatèsthse k�je gr�mma pou sunant�c me to kat� k jèseic
dexiìtero tou sto alf�bhto�. Ta kleidi� eÐnai ta di�fora k (26 gia to la-
tinikì alf�bhto) kai oi sunart seic kruptogr�fhshc kai apokruptogr�fhshc
eÐnai oi antÐstoiqec metajèseic twn gramm�twn. 'Opwc blèpoume, sto krup-
tosÔsthma autì ta kleidi� thc AlÐkhc kai tou BasÐlh eÐnai Ðdia. An kei sta
summetrik� kruptosust mata, mia apì tic duo basikèc kathgorÐec krupto-
susthm�twn. Qarakthristik  touc idiìthta eÐnai ìti h gn¸sh enìc ek twn e, d
epitrèpei ton �eÔkolo� upologismì tou �llou. S mera, ta summetrik� krup-
tosust mata den jewroÔntai asfal . AntÐjeta, h èreuna strèfetai kurÐwc
proc thn �llh basik  kathgorÐa, ta kruptosust mata dhmosÐou kleidioÔ.
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1.2.1 Kruptosust mata DhmosÐou KleidioÔ

Prin proqwr soume, ja d¸soume duo qr simouc orismoÔc:

Orismìc 1.1 Mia sun�rthsh f apì èna sÔnolo X se èna sÔnolo Y lègetai
monìdromh sun�rthsh (one-way function) an to f(x) eÐnai �eÔkolo� na
upologisteÐ gia ìla ta x ∈ X all� gia �sqedìn ìla� ta stoiqeÐa y ∈ Im(f)
eÐnai �upologistik� akatìrjwto� na brejeÐ k�poio x tètoio ¸ste f(x) = y.
Mia trapdoor monìdromh sun�rthsh eÐnai mia monìdromh sun�rthsh me
thn epiplèon idiìthta ìti an dojeÐ k�poia epiplèon plhroforÐa (h legìmenh
�trapdoor plhroforÐa�) gÐnetai efiktì, gia opoiod pote y ∈ Im(f), na broÔme
èna x ∈ X tètoio ¸ste f(x) = y.

Orismìc 1.2 Mia hash sun�rthsh eÐnai mia eÔkola upologÐsimh sun�rthsh,
pou apeikonÐzei duadikèc akoloujÐec tuqaÐou m kouc se duadikèc akoloujÐec
k�poiou prokajorismènou m kouc k, oi opoÐec onom�zontai hash-timèc. Epeid 
sun jwc ta arqik� mhnÔmata den eÐnai grammèna sto duadikì, all� metatrè-
pontai se autì me k�poia �llh sun�rthsh, suqn� jewroÔme th hash sun�rthsh
kateujeÐan apì to q¸ro twn mhnum�twn sto {0, 1}k.

Oi pio koinèc efarmogèc twn hash sunart sewn eÐnai stic yhfiakèc upografèc,
ìpou bohjoÔn sthn exoikonìmhsh q¸rou, kai sthn exasf�lhsh thc akeraiìth-
tac dedomènwn. Basik  proôpìjesh gia th katallhlìtht� touc eÐnai h mh-
denik  pijanìthta na brejoÔn duo mhnÔmata me thn Ðdia hash tim .

'Estw {Ee : e ∈ K} to sÔnolo twn sunart sewn kruptogr�fhshc kai èstw
{Dd : d ∈ K} to sÔnolo twn sunart sewn apokruptogr�fhshc enìc krup-
tosust matoc, ìpou K eÐnai o q¸roc kleidi¸n. JewroÔme ìla ta zeug�ria
antÐstoiqwn sunart sewn (Ee, Dd). To kruptosÔsthma ja lègetai krup-
tosÔsthma dhmosÐou kleidioÔ, an èqei thn idiìthta ìti, gia k�je tètoio
zeug�ri, par� thn endeqìmenh gn¸sh thc Ee, eÐnai upologistik� akatìrjw-
to, an mac dojeÐ èna kruptokeÐmeno c, na broÔme èna keÐmeno m tètoio ¸ste
Ee(m) = c. 'Opwc ja èqete Ðswc  dh parathr sei, h idiìthta aut  pou qarak-
thrÐzei ta kruptosust mata dhmosÐou kleidioÔ eÐnai akrib¸c h antÐjeth apì
thn antÐstoiqh gia ta summetrik� kruptosust mata. EpÐshc, autì pou sthn
ousÐa sumbaÐnei eÐnai ìti h Ee eÐnai mia trapdoor monìdromh sun�rthsh, gia
thn opoÐa h trapdoor plhroforÐa, pou epitrèpei thn apokruptogr�fhsh, eÐnai
to d.

'Enac kalìc trìpoc na ta perigr�youme diaisjhtik� eÐnai o ex c: fan-
tasteÐte ìti o BasÐlhc èsteile sthn AlÐkh poll� anoiqt� loukèta, qwrÐc ta
kleidi� touc, pou ta krat� o Ðdioc. 'Opote h AlÐkh jèlei na tou steÐlei k�ti, to
b�zei se èna mpaoÔlo, to kleid¸nei me èna apì ta loukèta kai tou to stèlnei.
O BasÐlhc to paÐrnei kai to xekleid¸nei me ta kleidi� tou. (Sthn antÐstoiqh
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perigraf  gia ta summetrik� kruptosust mata, èqoun mìno èna loukèto, all�
autìc pou to agìrase prèpei na brei èna asfal  trìpo na steÐlei antikleÐdi
ston �llo. Epiplèon, autì ja gÐnetai k�je for� pou gia k�poio lìgo jèloun
na all�xoun loukèto.)

Ta kruptosust mata dhmosÐou kleidioÔ den proôpojètoun thn Ôparxh as-
faloÔc kanalioÔ. Autì apì th mia dieurÔnei to pedÐo qr sewn touc. Apì
thn �llh ìmwc eis�gei mia epiplèon duskolÐa, diìti sthn pr�xh shmaÐnei ìti ta
aparaÐthta, gia to ek�stote kruptosÔsthma, kleidi� prèpei na ft�soun sta
qèria thc AlÐkhc kai tou BasÐlh mèsw tou anasfaloÔc kanalioÔ, qwrÐc ìmwc
na pèsoun sta qèria tou EqjroÔ. Autì apaiteÐ mia xeqwrist  diadikasÐa, h
opoÐa onom�zetai kajorismìc kleidioÔ (key establishment). 'Eqoun gÐnei
arketèc proseggÐseic gia thn epÐlush tou probl matoc, oi opoÐec qwrÐzontai
se dÔo basikèc kathgorÐec: a) Dianom  kleidioÔ (key distribution), ìpou
an koun oi mhqanismoÐ stouc opoÐouc h mia pleur� apofasÐzei èna kleidÐ kai to
stèlnei stic upìloipec pleurèc kai b) SumfwnÐa kleidioÔ (key agreement),
ìpou oi duo pleurèc mazÐ kajorÐzoun èna kleidÐ. To poio eÐdoc diadikasÐac ja
akoloujhjeÐ exart�tai k�je for� apì to kruptosÔsthma.

Thn idèa thc kruptografÐac dhmosÐou kleidioÔ eis gagan oi Diffie kai
Hellman se èna �rjro touc, to 1976. H idèa up rxe epanastatik  kai apoteleÐ
to pio shmantikì shmeÐo sthn istorÐa thc kruptografÐac. Prok�lese meg�lo
endiafèron, kai sÔntoma apèdwse karpoÔc. To 1978, oi Rivest, Shamir kai
Adleman anak�luyan to pr¸to praktikì kruptosÔsthma dhmosÐou kleidioÔ,
to opoÐo, apì ta arqik� touc, p re to ìnoma RSA. 'Opwc ègine gnwstì to
Dekèmbrio tou 1997, met� to j�nato tou James Ellis, apì to �rjro tou �The
Story of Non-Secret Encryption”, k�poioi kruptogr�foi sth meg�lh BretanÐa
eÐqan gn¸sh aut¸n twn teqnik¸n kruptogr�fhshc apì tic arqèc thc dekaetÐac
tou 1970.

1.2.2 To RSA

H asf�leia tou RSA basÐzetai sth duskolÐa tou legìmenou RSA prob-
l matoc: �Dojèntoc enìc jetikoÔ akeraÐou n pou eÐnai ginìmeno duo di-
aforetik¸n peritt¸n pr¸twn p kai q, enìc jetikoÔ akeraÐou e tètoiou ¸ste
(e, (p−1)(q−1)) = 1, kai enìc akeraÐou c, na brejeÐ ènac akèraioc m tètoioc
¸ste me = c(modn).� PisteÔetai ìti to RSA prìblhma eÐnai upologistik�
isodÔnamo me to prìblhma thc paragontopoÐhshc akeraÐwn.

To RSA leitourgeÐ wc ex c: H AlÐkh epilègei duo polÔ meg�louc pr¸touc
p kai q kai upologÐzei to ginìmeno touc n = pq. Krat� touc pr¸touc krufoÔc
kai dhmosieÔei to n. Katìpin epilègei èna e sqetik� pr¸to me to (p−1)(q−1)
kai ton dhmosieÔei mazÐ me to n. T¸ra, ìtan o BasÐlhc jel sei na thc steÐlei
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èna keÐmeno m, apl� upologÐzei to me (modn) kai stèlnei thn tim  pou brÐskei
sthn AlÐkh. Aut  qrhsimopoieÐ san kleidÐ d ènan akèraio me thn idiìthta
de = 1 (mod p − 1) kai de = 1 (mod q − 1). UpologÐzontac to cd (modn),
anakt� to arqikì m numa m.

Apotèlese gia qrìnia, kai apoteleÐ akìma Ðswc, to pio asfalèc diade-
domèno kruptosÔsthma dhmosÐou kleidioÔ, kai oi dhmiourgoÐ tou èqoun idrÔsei
etairÐa me thn epwnumÐa RSA Laboratories. FaÐnetai ìmwc ìti ìso epituqhmèno
kai an èqei apodeiqteÐ mèqri t¸ra to RSA, h kruptografÐa den ja stamat sei
se autì.

'Ena meionèkthma tou RSA eÐnai ìti se perib�llonta me periorismènh mn mh
kai upologistik  isqÔ, eÐnai polÔ argì. EpÐshc, apì to 1978 mèqri s mera,
èqei gÐnei arket  prìodoc sthn paragontopoÐhsh, me apotèlesma na prèpei
na brÐskontai ìlo kai megalÔteroi pr¸toi, ¸ste na exasfalÐzetai h asf�leia
tou RSA (poioc na to perÐmene ìti ja jewroÔntan k�pote polÔtimoi oi meg�loi
pr¸toi...). 'Etsi ìlo kai megalÔtero mèroc ìswn asqoloÔntai me thn krup-
tografÐa, strèfei thn prosoq  tou sthn eÔresh enallaktik¸n lÔsewn, pou,
kat� protÐmhsh, na mhn basÐzontai sth jewrÐa arijm¸n. Mia pr¸th prosp�-
jeia ègine me th qr sh NP-hard problhm�twn, ìpwc to Merkle-Hellman K-
napsack. AutoÔ tou eÐdouc ta kruptosust mata gr gora èspasan, kai mèqri
s mera den èqei dojeÐ axiìpisth lÔsh apì aut  thn kateÔjunsh. Mia �llh
prosp�jeia gÐnetai me thn kbantik  kruptografÐa kai thn lattice kruptografÐ-
a.

Sta majhmatik� gÐnontai prosp�jeiec proc thn kateÔjunsh twn elleip-
tik¸n kampul¸n kai thc qr shc dÔskolwn problhm�twn apì th sunduastik 
jewrÐa om�dwn. Se aut  thn kathgorÐa problhm�twn basÐzontai kai ta krup-
tosust mata pou qrhsimopoioÔn om�dec plexÐdwn.

1.3 Yhfiakèc upografèc
Sthn pr�xh, sumbaÐnei, k�poiec forèc, ta sqèdia tou EqjroÔ na mporoÔn
na exuphrethjoÔn qwrÐc autìc na eÐnai anagkasmènoc na �sp�sei� to krup-
tosÔsthma. Gia par�deigma, mia �llou eÐdouc epÐjesh, eÐnai na steÐlei sto
BasÐlh k�poio m numa, isqurizìmenoc ìti eÐnai h AlÐkh, petuqaÐnontac ètsi
k�poia ofèlh. AkoloujeÐ h lÔsh pou prosfèrei h yhfiak  upograf  sth
genik  thc morf .

Oi duo pleurèc orÐzoun duo sÔnola kai duo sunart seic: To M , pou eÐnai
to sÔnolo twn mhnum�twn pou mporoÔn na upografoÔn. To S , ta stoiqeÐ-
a tou opoÐou onom�zoume upografèc, kai ta opoÐa sun jwc eÐnai duadikèc
akoloujÐec kajorismènou m kouc. To metasqhmatismì SA apì to M sto S
pou kaleÐtai metasqhmatismìc upograf c thc AlÐkhc kai ton opoÐo h AlÐkh
krat� krufì. To metasqhmatismì VA apì to M × S sto Al jeia, Yèma,
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pou onom�zetai metasqhmatismìc pistopoÐhshc gia tic upografèc thc AlÐkhc,
koinopoieÐtai kai ton qrhsimopoioÔn oi �lloi gia na pistopoi soun tic up-
ografèc pou b�zei h AlÐkh. K�je zeÔgoc SA kai VA dÐnei èna sq ma yhfiak c
upograf c thc AlÐkhc.

T¸ra, apì th stigm  pou ja orÐsoun ta parap�nw, akoloujoÔn ta ex c
b mata: h AlÐkh, pou jèlei na steÐlei to m numa m, upologÐzei to s = SA(m),
pou lègetai upograf  tou mhnÔmatoc m, kai stèlnei sto BasÐlh to zeÔgoc
(m, s). Apì th meri� tou, o BasÐlhc èqei sta qèria tou th VA, lamb�nei to
(m, s) kai jèlei na epibebai¸sei ìti to èsteile h AlÐkh. ArkeÐ na upologÐsei
to VA(m, s) kai na deqteÐ thn aujentikìthta thc upograf c, an VA(m, s) =
Al jeia,   na thn aporrÐyei an VA(m, s) = Yèma.

'Opwc kai sta kruptosust mata, ètsi kai ed¸ sun jwc oi SA kai VA an k-
oun se oikogèneiec sunart sewn kai k�je mia touc prosdiorÐzetai apì èna
kleidÐ. EpÐshc ja prèpei kai se aut  thn perÐptwsh na ikanopoioÔn k�poiec
profaneÐc proôpojèseic: a) to s na eÐnai gn sia upograf  tou keimènou m
an kai mìno an VA(m, s) = Al jeia, kai b) na eÐnai upologistik� akatìrjwto
gia k�poion �llo, pèran thc AlÐkhc, na brei gia k�poio m numa m èna s tètoio
¸ste VA(m, s) = Al jeia.

1.4 Prwtìkolla TautopoÐhshc
Oi yhfiakèc upografèc, pou eÐdame sthn prohgoÔmenh par�grafo, apoteloÔn
th lÔsh se mia eidik  (Ðswc thn pio shmantik ) perÐptwsh tou probl matoc
tautopoÐhshc enìc pros¸pou. To prìblhma autì emfanÐzetai suqn� sthn
kajhmerin  zw . Gia par�deigma, ìtan jèloume na k�noume an�lhyh qrhm�twn
apì k�poio trapezikì mhq�nhma (ATM)   ìtan jèloume na k�noume login se
k�poio mhq�nhma, apì apìstash. Ta prwtìkolla tautopoÐhshc kaloÔntai na
lÔsoun autì to prìblhma.

Basikì zhtoÔmeno apì èna prwtìkollo tautopoÐhshc eÐnai, ìtan o Eqjrìc
parakoloujeÐ thn AlÐkh na pistopoieÐ thn tautìtht� thc sto BasÐlh, na mhn
mporeÐ sth sunèqeia na peÐsei to BasÐlh ìti eÐnai h AlÐkh. EpÐshc, kalì ja
 tan oÔte o BasÐlhc na mhn mporeÐ na parousiasteÐ wc AlÐkh.

Oi sunj kec epikoinwnÐac mporeÐ na diafèroun apì perÐptwsh se perÐptwsh.
Gia par�deigma, �llote mporeÐ na gÐnetai h epikoinwnÐa se pragmatikì qrìno
kai �llote ìqi, �llote mporeÐ na epitrèpetai h mustikìthta sto kan�li kai
�llote ìqi,   akìma mporeÐ h epikoinwnÐa na mhn eÐnai amfÐdromh, all� monì-
dromh. Wc ek toÔtou, sumbaÐnei ta prwtìkolla tautopoÐhshc na emfanÐzoun
diaforopoi seic wc proc th morf , an�loga me to skopì pou exuphretoÔn.
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2 PlexÐdec

2.1 Genik�
'Otan, sth dekaetÐa tou 1920, mia etairÐa ufantourgÐac (!) par�ggelne ston
germanì algebrÐsta E. Artin na epino sei thn jewrÐa twn plexÐdwn (sÔmfw-
na me to [16]), kaneÐc Ðswc den perÐmene thn exèlixh pou akoloÔjhsan. Den
eÐnai gnwstì to kat� pìso bo jhsan thn ufantourgÐa, br kan ìmwc efar-
mogèc se perioqèc ìpwc h migadik  an�lush, h topologÐa kai, kurÐwc, h jew-
rÐa kìmbwn (m�lista h melèth twn kìmbwn  tan pou od ghse ton Artin stic
plexÐdec). 'Exw apì to q¸ro twn majhmatik¸n, oi plexÐdec èdwsan èna eurÔ
f�sma endiaferìntwn ide¸n kai efarmog¸n, apì th kbantik  fusik , th qhmeÐ-
a, th melèth tou DNA, mèqri se taqudaktulourgik� kìlpa kai se Mexik�nikec
z¸nec! Na shmei¸soume ed¸, ìti h ènnoia thc plexÐdac apasqìlhse pr¸to ton,
sun jh Ôpopto, Gauss, ìtan meletoÔse thn troqi� tou pr¸tou asteroeidoÔc
pou parathr jhke, tou Ceres.

An mh ti �llo, pisteÔetai ìti oi efarmogèc touc den èqoun exantlhjeÐ,
kai exakoloujeÐ na ekdhl¸netai endiafèron gia tic plexÐdec. Qarakthristikì
eÐnai ìti (sÔmfwna me to [18]) apì to 1947 wc to 2002 gÔrw stic 400 ergasÐec
dhmosieÔjhkan gia tic idiìthtec kai tic qr seic touc. Mìlic ta teleutaÐa
lÐga qrìnia ekdhl¸jhke èntono endiafèron apì touc kruptogr�fouc, me thn
elpÐda ìti ja broun kai kruptografikèc efarmogèc, eidikìtera se suskeuèc
me mikr  qwrhtikìthta mn mhc, ìpwc ta kinht� thlèfwna, h opoÐa kajist� tic
sÔgqronec kruptografikèc teqnikèc dÔsqrhstec.

2.2 Perigraf 
TÐ eÐnai ìmwc oi plexÐdec? �Eqoun k�poia sqèsh me thn �llote dhmofil  gu-
naikeÐa plexÐda? H ap�nthsh eÐnai ìti h paradosiak  aut  kìmmwsh eÐnai
mia eidik  perÐptwsh plexÐdac. Ac prospaj soume ìmwc na perigr�youme ta
gewmetrik� antikeÐmena pou ja mac apasqol soun sto ex c.

FantasteÐte duo r�bdouc, orizìntiec, par�llhlec metaxÔ touc, me to epÐpedo
pou orÐzoun na eÐnai k�jeto sto èdafoc. Se k�je mia touc up�rqoun topo-
jethmènoi n g�ntzoi-shmeÐa, ta A1, ..., An sthn p�nw kai ta G1, ..., Gn sthn
k�tw, ètsi ¸ste

| Ai+1 − Ai |= c =| Γi+1 − Γi |
∀i me 0 ≤ i ≤ n − 1, kai ètsi ¸ste to Ai na brÐsketai akrib¸c p�nw apì
to Gi. FantasteÐte t¸ra n klwstèc, me to èna �kro touc demèno se k�poion
apì touc Ai kai to �llo se k�poion apì touc Gi. Diaisjhtik� mil¸ntac, den
jèloume oi klwstèc na mplèkontai me ton eautì touc, oÔte na dhmiourgoÔn
�kìmpous�   �llec parìmoiec katast�seic. Pio austhr�, mporoÔme na poÔme
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(�q�nontas� k�poiec pijanèc morfèc miac plexÐdac) ìti apaitoÔme ta parak�tw
qarakthristik�: a) k�je ènac apì touc Ai kai Gi èqei demènh akrib¸c mi-
a klwst  kai b) k�je epÐpedo k�jeto sto epÐpedo twn r�bdwn, par�llhlo
se autèc kai dierqìmeno an�mesa touc, tèmnei k�je klwst  se akrib¸c èna
shmeÐo. 'Enac tètoioc sqhmatismìc ja lègetai plexÐda se n klwstèc   al-
li¸c n-plexÐda. Duo plexÐdec pou mporoÔn na prokÔyoun h mia apì thn �llh
me apl  metakÐnhsh   auxomeÐwsh tou m kouc twn klwst¸n, dhlad  qwrÐc na
lujeÐ   na kopeÐ kamÐa apì autèc, ja tic jewroÔme Ðdiec kai den ja k�noume
kami� di�krish metaxÔ touc (bl. sq ma 3).

1 2 3 4 5 6 1 2 3 4 5 6 1 2 3 4 5 6

=

Sq ma 3: Ta duo pr¸ta sqèdia apeikonÐzoun duo 6-plexÐdec, Ðdiec metaxÔ touc,
en¸ sto trÐto sqèdio to antikeÐmeno den eÐnai plexÐda.

Orismìc 2.1 'Estw mia n-plexÐda A. Ja lème ìti duo klwstèc diastau-
r¸nontai jetik� sthn A , an aut  pou èrqetai apì dexi� pern� p�nw apì
aut n pou èrqetai apì arister�.

H pr¸th kal  idiìthta twn plexÐdwn eÐnai ìti mporoÔme na orÐsoume kat�
fusikì kai diaisjhtik� apodektì trìpo mia pr�xh pollaplasiasmoÔ an�mesa
se duo plexÐdec me Ðdio arijmì klwst¸n: apl� topojetoÔme thn pr¸th p�nw
apì th deÔterh, xegantz¸noume kai en¸noume ta antikeÐmena eleÔjera �kra
(bl. sq ma 5). Profan¸c autì pou prokÔptei eÐnai epÐshc mia plexÐda se n kl-
wstèc. EÔkola blèpoume epÐshc ìti h pr�xh aut  den eÐnai antimetajetik  (an
kai sto sq ma 5 faÐnetai na eÐnai, lìgo tou ìti oi plexÐdec eÐnai antÐstrofec).

DeÔterh kal  idiìthta twn plexÐdwn eÐnai ìti gia k�je n, to sÔnolo twn
plexÐdwn se n klwstèc apoteleÐ om�da me pr�xh ton pollaplasiasmì pou
mìlic orÐsame. Pr�gmati up�rqei h monadiaÐa plexÐda en, pou apoteleÐtai apì
n par�llhlec katakìrufec klwstèc. Epiplèon gia k�je plexÐda mporoÔme na
sqhmatÐsoume thn antÐstrof  thc, anakl¸ntac thn arqik  wc proc thn k�tw
r�bdo (bl. sq ma 4). Tèloc, h pr�xh eÐnai kleist  kai prosetairistik . H
epibebaÐwsh ìswn apì ta parap�nw qrei�zetai, gÐnetai eÔkola gewmetrik�.
Ja sumbolÐzoume thn om�da twn plexÐdwn se n klwstèc me Bn.
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1 2 3 4 5 61 2 3 4 5 6

Sq ma 4: Duo antÐstrofec. H deÔterh prokÔptei apì thn pr¸th me an�klash
wc proc thn k�tw r�bdo.

2.3 Algebrik  anapar�stash
ProqwroÔme t¸ra sta majhmatik� twn om�dwn plexÐdwn, kai prin ap�ola ja
mac apasqol sei h algebrik  anapar�stash touc. 'Estw n ∈ N . OrÐzoume
n − 1 n-plexÐdec, tic s1, s2, ..., sn−1, tic opoÐec ja onom�zoume stoiqei¸deic
n-plexÐdec, wc ex c: h si eÐnai h n-plexÐda panomoiìtuph me thn tautotik , me
monadik  diafor� ìti h klwst  pou xekin� apì to Ai katal gei sto Gi+1, en¸
aut  pou xekin� apì to Ai+1 katal gei sto Gi, kai diastaur¸nontai jetik�.

O Artin èdeixe [26] ìti k�je n-plexÐda mporeÐ na anaparastajeÐ wc sÔn-
jesh stoiqeiwd¸n n-plexÐdwn kai twn antÐstrofwn touc. Gia par�deigma,
sto sq ma 4 apeikonÐzetai h 6-plexÐda s1s

−1
2 s−1

3 s4s1s3s1s
−1
2 s3s5s1s

−1
4 s5 kai h

antÐstrof  thc. Oi gewmetrikoÐ sullogismoÐ mac odhgoÔn stic parak�tw
tautìthtec:

1. Tetrimmènec sqèseic:
sis

−1
i = s−1

i si = 1

kai
si · 1 = 1 · si = si, (i = 1, 2, 3, .., n− 1)

2. Asjen c antimetajetikìthta:

sisj = sjsi

ìtan
|i− j| ≥ 2, (i = 1, 2, 3, .., n− 1) (1)
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1 2 3 4 5 6

=

1 2 3 4 5 6
1 2 3 4 5 6

=

Sq ma 5: Oi duo antÐstrofec plexÐdec tou sq matoc 4, pollaplasiasmènec me
touc duo dunatoÔc trìpouc. Kai ta duo ginìmena eÐnai Ðdia me thn tautotik .

3. Sqèseic plexÐdwn:

sisi+1si = si+1sisi+1, (i = 1, 2, 3, .., n− 2) (2)

Thn 3 mporoÔme na th doÔme diaisjhtik� wc ex c: oi treic klwstèc pou
emplèkontai sto sqhmatismì twn plexÐdwn, kinoÔntai se 'diaforetik�' epÐpeda,
opìte mporoÔn na metatopÐzontai eÔkola oi diastaur¸seic.

Oi sqèseic autèc apodeiknÔontai gewmetrik� kai mporoÔme na tic qrhsi-
mopoi soume gia thn algebrik  apìdeixh �llwn sqèsewn. AkoloujoÔn merik�
paradeÐgmata:

Par�deigma 2.1

1. sis
−1
j = s−1

j si, ìtan |i− j| ≥ 2

Apìdeixh: sis
−1
j = s−1

j si ⇔ sis
−1
j sj = s−1

j sisj ⇔ si = s−1
j sjsi pou

isqÔei.

2. s−1
i sj = sjs

−1
i , |i− j| ≥ 2

Apìdeixh: s−1
i sj

1.
= (s−1

j si)
−1 = (sisj

−1)−1 = sjs
−1
i
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1 2 5 6

...
...

...
...

1i +i

Sq ma 6: H si sthn B6.

3. s−1
i s−1

j = s−1
j s−1

i , |i− j| ≥ 2

Apìdeixh: s−1
i s−1

j = (sjsi)
−1 = (sisj)

−1 = s−1
j s−1

i

4. s−1
i s−1

i+1s
−1
i = s−1

i+1s
−1
i s−1

i+1

Apìdeixh: s−1
i s−1

i+1s
−1
i = (sisi+1si)

−1 = (si+1sisi+1)
−1 = s−1

i+1s
−1
i s−1

i+1

5. s1s2s1s
−1
2 s−1

1 = s3s1s
−1
3 s−1

1 s2

Apìdeixh: s1s2s1s
−1
2 s−1

1 = s2s1s2s
−1
2 s−1

1 = s2s1s
−1
1 = s2 = s3s

−1
3 s1s

−1
1 s2 =

s3s1s
−1
3 s−1

1 s2

6. sisi+1 6= si+1si, gia n ≥ 3.
Apìdeixh: sisi+1 = si+1si ⇔ si+1sisi+1 = si+1si+1si ⇔ sisi+1si =
si+1si+1si ⇔ sisi+1 = si+1si+1 ⇔ si = si+1, �topo.

To 1936, o Artin apèdeixe epÐshc, ìti k�je isìthta sth jewrÐa plexÐdwn
prokÔptei me sunduasmì tautot twn apì tic kathgorÐec 1 - 3. Mia �llh
apìdeixh mporeÐ na brei kaneÐc sto [28]. Ta parap�nw mac epitrèpoun na
poÔme ìti ta si, i = 1, 2, ..., n− 1 apoteloÔn èna sÔnolo gennhtìrwn thc Bn,
kai na gr�youme:

Bn = 〈s1, s2, ..., sn−1|sisj = sjsi an |i− j| ≥ 2, sisi+1si = si+1sisi+1〉

H perigraf  aut  thc Bn mac odhgeÐ eÔkola se duo sumper�smata. Pr¸to,
h Bn èqei �peira stoiqeÐa, kaj¸c, gia par�deigma, mporoÔme na pollaplasi�-
zoume suneq¸c me to s1 kai na paÐrnoume p�nta k�ti diaforetikì ( si

1 6= sj
1
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1 2 3 4 5 61 2 3 4 5 6

=

Sq ma 7: H s2s4 kai h s4s2 sthn B6.

ìtan i 6= j). PÐsw apì thn apeirÐa twn om�dwn plexÐdwn, krÔbetai to gegonìc
ìti eÐnai eleÔjerec strèyhc (torsion free), dhlad  h Bn( n ∈ N) den è-
qei kanèna stoiqeÐo strèyhc, pou me th seir� tou shmaÐnei ìti den upèrqei
k�poio �llo stoiqeÐo g, pèra apì to e (thn tautotik  plexÐda), tètoio ¸ste
na isqÔei gm = e gia k�poio m ∈ N . DeÔtero, genik� den up�rqei monadikìc
trìpoc na anaparast soume mia plexÐda san mia lèxh apì si. Gia par�deigma,
h pr¸th plexÐda tou sq matoc 3 eÐnai h s1s

−1
2 s−1

3 s4s1s3s1s
−1
2 s5s1s

−1
4 s5, opoÐa,

efarmìzontac k�poiec apì tic parap�nw sqèseic, mporeÐ na grafteÐ kai wc
s1s

−1
2 s−1

3 s4s5s3s
−1
4 s5s

2
1s
−1
2 s1 To pr¸to eÐnai kalì gia thn kruptografÐa, en¸

to deÔtero, pou eÐnai k�pwc enoqlhtikì, melet jhke kai proèkuyan k�poia
sumper�smata sta opoÐa anaferìmaste sth sunèqeia.

Up�rqei ènac trìpoc na qarakthrÐsoume tic om�dec plexÐdwn wc eidik 
perÐptwsh miac eurÔterhc kathgorÐac om�dwn, twn om�dwn Artin:

Orismìc 2.2 'Estw G om�da. Gia ta a, b ∈ G orÐzoume < a, b >q= aba...,
ginìmeno me q par�gontec.

Gia par�deigma < a, b >3= aba, < b, a >4= baba, k.t.l.

Orismìc 2.3 Mia om�da Artin eÐnai mia om�da G h opoÐa epidèqetai èna sÔno-
lo gennhtìrwn {ai}i∈I , me I èna olik� diatetagmèno sÔnolo deikt¸n, kai sqè-
seic thc morf c < aiaj >mij=< ajai >mji , gia k�je i, j sto I kai mij mh
arnhtikoÔc akeraÐouc.

SÔmfwna me ta parap�nw, h om�da plexÐdwn Bn eÐnai mia om�da Artin me
I = {1, ..., n} kai mij = 2 gia |i− j| > 1, mij = 3, alli¸c.
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1 2 3 4 5 61 2 3 4 5 6

=

Sq ma 8: H s3s4s3 kai h s4s3s4 sthn B6.

H anapar�stash BKL

Mia enallaktik  anapar�stash dìjhke apì touc Birman, Ko, kai Lee to
1998 se mia ergasÐa touc [4], ìpou proteÐnoun èna �llo sÔnolo gennhtìrwn.
SÔmfwna me thn prìtas  touc, to sÔnolo twn gennhtìrwn thc Bn apoteleÐtai
apì ìlec tic plexÐdec ats, me 1 ≤ s < t ≤ n (epomènwc proteÐnoun (n−1)(n−2)

2

genn torec), ìpou h plexÐda ats orÐzetai wc ex c: eÐnai panomoiìtuph me thn
tautotik , me mình diafor� ìti h klwst  pou xekin� apì to As katal gei sto
Γt, en¸ aut  pou xekin� apì to At katal gei sto Γs, pern¸ntac p�nw apì
thn prohgoÔmenh. Kai oi duo pernoÔn p�nw apì tuqoÔsec endi�mesec klwstèc
(ja up�rqoun an t > s + 1, bl. sq ma 10).

Oi sqèseic pou sumplhr¸noun thn perigraf  eÐnai oi ex c:

atsarq = arqats an (t− r)(t− q)(s− r)(s− q) > 0 (1)

atsasr = atrats = asratr gia ìla ta t, s, r me n ≥ t > s > r ≥ 1 (2)

H gewmetrik  ermhneÐa thc pr¸thc eÐnai ìti oi ats kai arq antimetatÐjontai an
isqÔei ìti t > s > r > q   t > r > q > s   r > q > t > s   r > t >
s > q. H deÔterh mac lèei ìti mporoÔme na �paÐxoume� me touc genn torec pou
sqhmatÐzontai apì treic klwstèc.

ParathroÔme ìti:

1. To nèo sÔnolo gennhtìrwn apoteleÐ upersÔnolo twn si, me ta si na
apoteloÔn thn eidik  perÐptwsh ìpou t = s + 1, dhlad  si = a(i+1)i.

2. Oi nèoi genn torec dÐnontai, se sqèsh me touc palioÔc, apì tic sqèseic
ats = (st−1st−2...ss+1)ss(st−1st−2...ss+1)

−1.
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Sq ma 9: H s−1
1 s2s5s

−1
4 kai h s5s4

−1s−1
1 s2.

IsodunamÐa twn duo anaparast�sewn

Ja deÐxoume t¸ra ìti h anapar�stash tou Artin kai h BKL-anapar�stash
eÐnai isodÔnamec. Pio sugkekrimèna, èstw

Bn = 〈s1, s2, ..., sn−1 | sisj = sjsi an |i− j| ≥ 2, sisi+1si = si+1sisi+1〉

kai

Ln = 〈ats, 1 ≤ s < t ≤ n | atsarq = arqats an (t− r)(t− q)(s− r)(s− q) > 0,

atsasr = atrats = asratr gia ìla ta t, s, r me n ≥ t > s > r ≥ 1〉
oi duo om�dec pou antistoiqoÔn stic en lìgw anaparast�seic . Ja deÐxoume
ìti eÐnai isìmorfec. Gia na to petÔqoume, ja qrhsimopoi soume èna ergaleÐo
apì th sunduastik  jewrÐa om�dwn (tou kl�dou thc �gebrac, èna apì ta
antikeÐmena tou opoÐou eÐnai kai h anapar�stash miac om�dac, bl. [27]). Gia
to sumbolismì, shmei¸noume ìti S eÐnai to sÔnolo twn gennhtìrwn thc G kai
D eÐnai to sÔnolo twn orizous¸n sqèsewn, ekfrasmènwn sth morf  A = 1,
ìpou A eÐnai mia lèxh apì gr�mmata tou S.

Je¸rhma 2.1 'Estw G = 〈S |D〉 kai H duo om�dec, kai èstw ψ : S → H
mia sun�rthsh. Tìte h ψ epekteÐnetai se èna omomorfismì ψ : G → H an kai
mìno an ψ̃(r) =

H
1, gia ìla ta r ∈ D, ìpou ψ̃ eÐnai h tupik  epèktash thc ψ

se ìlec tic lèxeic apì to S.

15



1 2 3 4 5 6

Sq ma 10: H a52 sthn B6.

Gia tic an�gkec tou jewr matoc, oi anaparast�seic mac gÐnontai

Bn = 〈s1, s2, ..., sn−1 | sisjs
−1
i s−1

j = 1 an |i− j| ≥ 2, sisi+1sis
−1
i+1s

−1
i s−1

i+1 = 1〉

kai

Hn = 〈ats, 1 ≤ s < t ≤ n | atsarqa
−1
ts a−1

rq = 1 an (t−r)(t−q)(s−r)(s−q) > 0,

atsasra
−1
ts a−1

tr = 1 = asratra
−1
ts a−1

tr gia ìla ta t, s, r me n ≥ t > s > r ≥ 1〉
T¸ra, orÐzoume tic φ : {s1, s2, ..., sn−1} → Hn kai ψ : {ats, 1 ≤ s < t ≤ n} →
Bn me φ(si) = a(i+1)i kai ψ(ats) = (st−1st−2...ss+1)ss(st−1st−2...ss+1)

−1.
Gia thn φ upologÐzoume ìti gia k�je i:

• φ̃(sisi+1si s−1
i+1 s−1

i s−1
i+1) = a(i+1)i a(i+2)(i+1) a(i+1)i a−1

(i+2)(i+1) a−1
(i+1)i

a−1
(i+2)(i+1) = a(i+1)i a(i+2)i a(i+2)(i+1) a−1

(i+2)(i+1) a−1
(i+1)i a−1

(i+2)(i+1) = a(i+1)ia(i+2)i

a−1
(i+1)i a−1

(i+2)(i+1) = a(i+2)(i+1)a(i+1)ia
−1
(i+1)i a−1

(i+2)(i+1) = 1.

kai (ìtan |i− j| ≥ 2):

• φ̃(sisjs
−1
i s−1

j ) = a(i+1)is(j+1)js
−1
(i+1)is

−1
(j+1)j = s(j+1)ja(i+1)i s−1

(i+1)is
−1
(j+1)j

= 1.

EpÐshc, gia thn ψ upologÐzoume:
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= =

Sq ma 11: a64a41 = a61a64 = a41a61 .

• Gia t > s > r eÐnai |t − (s − 1)| > 1 , |s − (r − 1)| > 1 opìte
ψ̃(atsasra

−1
ts a−1

tr ) =

(st−1st−2...ss+1) ss (st−1 st−2...ss+1)
−1 (ss−1ss−2...sr+1) sr

(ss−1 ss−2...sr+1)
−1 (st−1 st−2...ss+1) s−1

s (st−1st−2...ss+1)
−1

(st−1st−2...sr+1) s−1
r (st−1st−2...sr+1)

−1 =

(st−1st−2...ss+1) ss (st−1st−2...ss+1)
−1 (st−1st−2...ss+1) (ss−1ss−2...sr+1)

sr (ss−1 ss−2...sr+1)
−1 s−1

s (st−1 st−2...ss+1)
−1 (st−1st−2...sr+1) s−1

r (st−1

st−2...sr+1)
−1 =

(st−1st−2...ss+1) ss (ss−1ss−2...sr+1) sr (ss−1ss−2...sr+1)
−1 s−1

s (st−1 st−2...ss+1)
−1

(st−1st−2...sr+1) s−1
r (st−1 st−2...sr+1)

−1 =

st−1st−2...ss+1 ss ss−1ss−2...sr+1 sr s−1
r+1...s

−1
s−2 s−1

s−1 s−1
s s−1

s+1...s
−1
t−2s

−1
t−1

st−1st−2...sr+1 s−1
r s−1

r+1...s
−1
t−2 s−1

t−1 = 1

An�loga pèrnoume ψ̃(asratra
−1
ts a−1

tr ) = 1

en¸ ìtan (t − r)(t − q)(s − r)(s − q) > 0, isodÔnama t > s > r > q (1)  
t > r > q > s (2)   r > q > t > s (3)   r > t > s > q (4), tìte

• Stic peript¸seic (1) kai (3): ψ̃(atsarqa
−1
ts a−1

rq ) =

st−1 st−2...ss+1 ss s−1
s+1...s

−1
t−2 s−1

t−1 sr−1sr−2...sq+1 sqs
−1
q+1...s

−1
r−2s

−1
r−1 st−1st−2...ss+1s

−1
s

s−1
s+1...s

−1
t−2 s−1

t−1 sr−1sr−2...sq+1 s−1
q s−1

q+1...s
−1
r−2 s−1

r−1 = st−1st−2...ss+1 sss
−1
s+1...s

−1
t−2s

−1
t−1

st−1st−2...ss+1s
−1
s s−1

s+1...s
−1
t−2 s−1

t−1 sr−1sr−2...sq+1 sq s−1
q+1...s

−1
r−2 s−1

r−1 sr−1

sr−2...sq+1 s−1
q s−1

q+1...s
−1
r−2 s−1

r−1 = 1
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• Stic peript¸seic (2) kai (4):UpologÐzoume ìti ψ̃(atsarqa
−1
ts a−1

rq ) = 1.

Epomènwc, sÔmfwna me to je¸rhma, oi φ kai ψ eÐnai omomorfismoÐ. T¸ra,
parathroÔme ìti:

ψ(φ(si)) = φ(a(i+1)i) = si

kai:
ψ(φ(ats)) = ψ(st−1...ss+1sss

−1
s+1...s

−1
t−1) =

at(t−1)...a(s+2)(s+1)a(s+1)sa
−1
(s+2)(s+1)...a

−1
t(t−1) =

at(t−1)...a(s+3)(s+2)a(s+2)sa(s+2)(s+1)a
−1
(s+2)(s+1)a

−1
(s+3)(s+2)...a

−1
t(t−1) =

a(s+3)(s+2)a(s+2)sa
−1
(s+3)(s+2)...a

−1
t(t−1) =

...

= at(t−1)a(t−1)sa
−1
t(t−1) = atsat(t−1)a

−1
t(t−1) = ats

Autì shmaÐnei ìti oi φ kai ψ eÐnai antÐstrofec, kai epomènwc eÐnai kai oi duo
isomorfismoÐ. SumperaÐnoume ìti oi om�dec Sn kai Hn eÐnai isìmorfec, pou
eÐnai kai to zhtoÔmeno.

2.4 PlexÐdec kai PÐnakec
Par� thn dunatìtht� mac gia polÔ kal  diaisjhtik  kai gewmetrik  peri-
graf  twn plexÐdwn, oi gn¸seic mac kai h èreuna pou èqei gÐnei gia autèc eÐnai
el�qistec sugkritik� me �llec om�dec, ìpwc tic om�dec pin�kwn. To er¸thma
tou kat� pìso up�rqei anapar�stash twn plexÐdwn me pÐnakec tèjhke nwrÐc,
tìso lìgo tou endiafèrontoc pou apì mìno tou parousi�zei, ìso kai gia tic
endiafèrousec epipt¸seic pou ja eÐqe mia endeqìmenh katafatik  ap�nthsh.
Epiplèon, an up�rqoun tètoiec anaparast�seic, mac endiafèrei o tÔpoc touc
kai to an eÐnai 1-1 (faithful). Sthn perÐptwsh pou up�rqei mia 1-1 apeikìnish
thc Bn se mia om�da pin�kwn, tìte lème ìti h Bn eÐnai grammik .

H pr¸th prosèggish sto prìblhma ègine to 1935 apì ton W. Burau, o
opoÐoc se mia ergasÐa tou parousÐase thn Burau anapar�stash b kai thn
reduced Burau anapar�stash b'. Kai oi duo èqoun wc pedÐo orismoÔ thn Bn

kai wc pedÐo tim¸n to sÔnolo twn n× n (gia th b) kai (n− 1)× (n− 1) (gia
th b') pin�kwn me stoiqeÐa rhtèc sunart seic. Perigr�fontai wc ex c:

β(si) =




Ii−1

1− t t
1 0

In−i−1




kai
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β′(s1) =



−t 0 0
−1 1 0
0 0 In−3


 ,

β′(si) =




Ii−2

1 −t t
0 −t 0
0 −1 1

In−i−2




, (i 6= 1, n− 1) ,

β′(sn−1) =




In−3 0 0
1 −t

0 0 −t


 .

Apì nwrÐc  tan gnwstì ìti h anapar�stash thc B3 eÐnai 1-1. Gia ta
upìloipa n ìmwc, to er¸thma èmeine anoiktì gia poll� qrìnia. Mìlic to 1991,
o J.Moody apèdeixe ìti den eÐnai 1-1 gia n ≥ 9. Argìtera thn Ðdia qroni�,
oi D.D.Long kai M.Paton, belti¸nontac tic idèec tou Moody, èdeixan ìti den
eÐnai 1-1 gia n ≥ 6. Tèloc, to 1999, o S.Bigelow qrhsimopoÐhse parìmoiec
idèec gia na deÐxei ìti den eÐnai 1-1 oÔte gia n = 5. 'Etsi, se ìti afor� to
sugkekrimèno metasqhmatismì, paramènei anoiqtì to er¸thma gia n = 4.

FaÐnetai ìti h kat�rriyh twn elpÐdwn ìti h Burau anapar�stash ja èdine
th grammikìthta twn om�dwn plexÐdwn, anajèrmane to ereunhtikì endiafèron.
'Etsi, to 1999, o D.Krammer parousÐase mia nèa anapar�stash, thn opoÐ-
a pr¸toc eÐqe melet sei o Lawrence, me th bo jeia thc opoÐac apèdeixe th
grammikìthta thc B4. PolÔ sÔntoma, o Bigelow kai o Krammer, anex�rthta,
apèdeixan ìti o metasqhmatismìc eÐnai 1-1 gia ìla ta n. 'Etsi s mera xèroume
ìti oi Bn eÐnai grammikèc.

Par� to gegonìc ìti h grammikìthta dÐnetai apì thn anapar�stash Kram-
mer, sthn pr�xh qrhsimopoieÐtai h anapar�stash Bureau, epeid  èqei pio eu-
kolìqrhsto tÔpo.

2.5 PlexÐdec kai metajèseic
An diab�zontac mèqri ed¸, sac pèrase me opoiod pote trìpo apì to mualì h
ènnoia thc met�jeshc, tìte h diaÐsjhs  sac brÐsketai se kalì drìmo. Pr�g-
mati, an arijm soume touc g�ntzouc apì arister� proc ta dexi� kai doÔme thn
plexÐda wc èna mhqanismì pou stèlnei ta A1, A2, A3..., An thc p�nw r�bdou,
sta Γα1 , Γα2 , Γα3 ,...,Γαn thc k�tw r�bdou, tìte h sugkekrimènh plexÐda prag-
matopoieÐ th met�jesh a1a2a3...an. 'Etsi den lamb�noume, bèbaia, upìyh mac
ton trìpo pou plèkontai oi klwstèc, kai genik� duo diaforetikèc plexÐdec m-
poroÔn na dÐnoun thn Ðdia met�jesh (gia par�deigma, an se mia tuqaÐa plexÐda
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antikatast ste èna par�gonta si me ton s−1
i , h met�jesh). Apì algebrik 

�poyh, h perigraf  thc Sn prokÔptei apì aut  thc Bn an epiplèon prosjè-
soume tic sqèseic

s2
i = e, i = 1, 2, .., n− 1

(aplèc fainomenik� sqèseic, me meg�lh dÔnamh ìmwc, afoÔ k�noun thn om�da
peperasmènh).

P�ntwc, apì ta parap�nw prokÔptei ènac epÐmorfismìc j apì mia om�da
plexÐdwn Bn sthn antÐstoiqh om�da metajèsewn twn n stoiqeÐwn, thn Sn. O
pur nac tou j ja apoteleÐtai apì ìlec ekeÐnec tic plexÐdec me thn ex c idiìth-
ta: Gia k�je i, h klwst  pou xekin� apì to Ai, katalÐgei sto Γi. Profan¸c
o pur nac autìc perièqei �peirec plèxÐdec. EpÐshc mporoÔme na orÐsoume mia
�llh apeikìnish apì thn om�da metajèsewn Sn sto dunamosÔnolo thc Bn, h
opoÐa antistoiqÐzei k�je met�jesh p sto sÔnolo twn plexÐdwn pou apeikon'-
izontai mèsw thc j sthn p. DiamerÐzetai me autìn ton trìpo to Bn se n!
kl�seic isodunamÐac (ìsa kai ta stoiqeÐa thc Sn). T¸ra, apì k�je tètoia
kl�sh, epilègoume èna antiprìswpo, thn plexÐda pou perièqei mìno jetikèc
diastaur¸seic. Up�rqoun n! tètoiec gia k�je n (mia gia k�je met�jesh), tic
opoÐec onom�zoume metajetikèc plexÐdec kai to sÔnolì touc sumbolÐzetai
me S̃n. (Qarakthristikì touc eÐnai ìti h suntomìterh lèxh apì stoiqei¸deic
plexÐdec pou tic perigr�fei den perièqei kanèna s−1

i , kai ìti k�je zeÔgoc kl-
wst¸n diastaur¸netai to polÔ mia for�, kai aut  jetik�.)

Mia eidik  kathgorÐa metajetik¸n plexÐdwn eÐnai autèc pou antistoiqoÔn
stic metajèseic thc morf c n(n − 1)...(2)1. Onom�zontai jemeli¸deic kai
up�rqei mia gia k�je n, h opoÐa onom�zetai Dn,   apl� D ìtan to n eÐnai pro-
fanèc. H Dn èqei thn idiìthta ìti h D2

n antimetatÐjetai me opoiad pote plexÐ-
da. Pio sugkekrimèna, isqÔei ìti si∆n = ∆nsn−i, opìte si∆

2
n = ∆nsn−i∆n =

∆2
nsi.
Ja qreiastoÔme èna akìmh orismì:

Orismìc 2.4 'Estw B+
n h hmiom�da pou prokÔptei apì thn efarmog  twn

sqèsewn 1-3 thc paragr�fou 2.3 stic si (kai ìqi stic antÐstrofèc touc, bl.
antÐstoiqo orismì 2.6). Ta stoiqeÐa thc B+

n ta lème jetikèc lèxeic. 'Estw
R ∈ Bn, me R = AG. Ja lème ìti h an�lush aut  thc R eÐnai arister�
bebarhmènh an isqÔei

A ∈ S̃n ∧ Γ ∈ B+
n ∧ ∀i[∃P ∈ B+

n (Γ = siP ) → ∃Q ∈ B+
n (A = Qsi)].

An A1, A2 duo metajetikèc plexÐdec, ja lème ìti to ginìmeno A1A2 eÐnai
arister� bebarhmèno an isqÔei ìti

∃Γ1, Γ2 ∈ S̃n(A1A2 = Γ1Γ2) → ∃Z ∈ S̃n(A1 = Γ1Z).
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EÐmaste t¸ra ètoimoi na diatup¸soume k�poia jewr mata gia thn anapar�s-
tash twn plexÐdwn.

Je¸rhma 2.2 Gia k�je W ∈ Bn, up�rqei mia monadik  anapar�stash, h
arister  kanonik  morf , wc W = ∆kA1A2...Ap, k ∈ Z, Ai ∈S̃n\{e, ∆},
ìpou to AiAi+1 eÐnai arister� bebarhmèno. To p ja to lème kanonikì m koc
thc W , kai ja to sumbolÐzoume me len(W ). EpÐshc ja sumbolÐzoume: inf(W ) =
k kai sup(W ) = p + k.

Apìdeixh: To je¸rhma apodeÐqthke apì touc Elrifai kai Morton sto [13]. Gia
thn apìdeix  touc akoloujoÔn ton parak�tw sullogismì, basizìmenoi kai se
paliìtera apotelèsmata:

1. Oi sqèseic sthn anapar�stash tou Artin sqetÐzoun duo jetikèc lèxeic
Ðdiou m kouc. 'Opwc èdeixe o Garside, o fusikìc automorfismìc apì
thn B+

n sthn Bn eÐnai 1 − 1, kai epomènwc, duo lèxeic P kai Q eÐnai
isodÔnamec sthn Bn, an kai mìno an eÐnai isodÔnamec sthn B+

n .

2. Gia mia jetik  lèxh P , to arqikì sÔnolo S(P ) kai to telikì sÔnolo
F (P ) orÐzontai wc

S(P ) = {i|P = siP
′ gia k�poio P ′ ∈ B+

n }
F (P ) = {i|P = Q′si gia k�poio Q′ ∈ B+

n }
Gia èna kanonikì par�gonta A pou antistoiqeÐ se mia met�jesh π ∈ Sn,
eÐnai S(A) = {i|π(i) > π(i + 1)} kai an�loga F (A) = {i|π−1(i) >
π−1(i + 1)}

3. H jemeli¸dhc plexÐda D èqei tic akìloujec duo idiìthtec:

(aþ) Gia k�je 1 ≤ i ≤ n − 1, eÐnai ∆ = siAi = Γisi, gia k�poiec
metajetikèc plexÐdec Ai kai Γi.

(bþ) Gia k�je 1 ≤ i ≤ n− 1, eÐnai si∆ = ∆sn−1.

Gia mia tuqaÐa lèxh W apì si, mporoÔme na antikatast soume k�je
emf�nish enìc si me ton tÔpo ∆−1Γi, apì thn pr¸th idiìthta, kai na
mazèyoume ìla ta ∆−1 sta arister�, qrhsimopoi¸ntac thn th deÔterh
idiìthta, ètsi ¸ste sto tèloc na p�roume thn èkfrash W = ∆vP, P ∈
B+

n , v ∈ Z.

4. Gia k�je jetik  lèxh P , up�rqei mia monadik  an�lush, pou onom�zetai
arister� bebarhmènh an�lush:

P = A1P1, ìpouA1 ∈ S̃n, P1 ∈ B+
n , F (A1) ⊃ S(P1)

21



Epanalamb�nontac thn arister� bebarhmènh an�lush: P = A1P1, P1 =
A2P2, ..., kai katìpin sullègontac ta D sta arister�, paÐrnoume thn
arister  kanonik  morf 

P = ∆tA1A2...Ap, t ∈ Z, Ai ∈ S̃n \ {e, ∆},
ìpou k�je AiAi+1 eÐnai arister� bebarhmèno. Aut  h kanonik  morf 
eÐnai monadik .

5. Sundu�zontac ta 3 kai 4, paÐrnoume thn arister  kanonik  morf  tou
jewr matoc.

Mia basik  tou qrhsimìthta eÐnai ìti mac epitrèpei na kwdikopoi soume
thn W ∈ Bn me thn (p + 1)-�da (k, x1,x2, ..., xp), ìpou x1, x2, ..., xp eÐnai oi
metajèseic pou antistoiqoÔn stic metajetikèc plexÐdec A1, A2, ..., Ap antÐs-
toiqa. AnoÐgei ètsi o drìmoc gia thn upologistik  epexergasÐa twn kampul¸n.
EpÐshc, an èqoume duo plexÐdec v kai w, tic pollaplasi�soume kai katìpin
gr�youme to ginìmeno wv sthn kanonik  tou morf , tìte eÐnai dÔskolo apì
aut  thn kanonik  morf  na broÔme touc par�gontec v kai w. Tètoiou eÐdouc
idiìthtec mporoÔn na fanoÔn qr simec sthn kruptografÐa.

Je¸rhma 2.3 'Estw R mia lèxh apì si me m koc l. Tìte h arister  kanonik 
morf  thc R mporeÐ na upologisteÐ se qrìno O(l2nlogn).

Je¸rhma 2.4 'Estw R= ∆uA1...Ap kai T=∆vΓ1...Γq oi aristerèc kanonikèc
morfèc duo n-plexÐdwn. Tìte mporoÔme na upologÐsoume thn arister  kanonik 
morf  thc RT se qrìno O(pqnlogn).

Je¸rhma 2.5 An R=∆uA1...Ap eÐnai h arister  kanonik  morf  thc R ∈
Bn, tìte mporoÔme na upologÐsoume thn arister  kanonik  morf  thc R−1 se
qrìno O(pn).

Je¸rhma 2.6 To pl joc twn n-plexÐdwn me kanonikì m koc p eÐnai toul�qis-
ton (⌊

n− 1

2

⌋
!

)p

.

2.6 Probl mata stic om�dec plexÐdwn
KleÐnontac to kef�laio autì, ja anaferjoÔme se k�poia endiafèronta prob-
l mata pou parousi�zontai stic om�dec plexÐdwn. Pr¸ta ja d¸soume touc a-
paraÐthtouc orismoÔc, katìpin ja anafèroume sunoptik� k�poia endiafèronta
probl mata pou den ja mac apasqol soun kai tèloc ja mil soume gia ta duo
probl mata pou qrhsimopoioÔntai sthn kruptografÐa.
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Orismìc 2.5 'Estw G mia om�da kai x, y ∈ G. Ta x, y ja lègontai suzug ,
an up�rqei z ∈ G tètoio ¸ste y = zxz−1. Ja gr�foume x ∼ y gia na poÔme
ìti ta x kai y eÐnai suzug .

Orismìc 2.6 'Estw G mia om�da me genn torec g1, ..., gn. Mia lèxh w sth
G eÐnai èna ginìmeno thc morf c gj1

i1
gj2

i2
...gjm

im
, ìpou i1, ..., im ∈ {1, ..., n} kai

j1, ..., jm ∈ {−1, +1}. Me �lla lìgia, eÐnai èna ginìmeno apì genn torec kai
antÐstrofa gennhtìrwn.

'Estw n,m ∈ N me m < n. An se k�je stoiqeÐo thc Bm prosjèsoume
n−m klwstèc sto tèloc, èqoume mia fusik  apeikìnish apì thn Bm sth Bn

pou mac epitrèpei na poÔme ìti h Bm eÐnai upoom�da thc Bn (sumbolÐzoume
me Bm < Bn) kai na k�noume pr�xeic an�mesa sta stoiqeÐa twn duo om�dwn.
Sugkekrimèna, jewroÔme th Bm wc thn upoom�da thc Bn pou par�getai apì
ta s1, s2, ..., sm−1.

Orismìc 2.7 Gia mia n-plexÐda x = DuA1...Ap sthn arister  kanonik  mor-
f , to cycling tou x orÐzetai wc c(x) = DuA2...Apru(A1), ìpou o automor-
fismìc r : Bn → Bn orÐzetai apì th sqèsh r(si) = sn−i gia i = 1, ..., n− 1.

Sto Prìblhma thc p-st c RÐzac, mac dÐnetai èna y ∈ Bn gia to opoÐo
isqÔei y = xp gia k�poia x ∈ Bn kai p ∈ Z kai anazhtoÔme èna tètoio x.

Sto Kuklikì Prìblhma (Cycling Problem) mac dÐnontai èna y ∈ Bn kai
èna r ∈ Z tètoia ¸ste y = cr(x) gia k�poio x ∈ Bn kai prèpei na broÔme èna
tètoio x.

Sto Prìblhma Markov (Markov Problem) mac dÐnetai mia y ∈ Bn h
opoÐa eÐnai suzug c me mia plexÐda thc morf c ws±1

n−1 gia k�poio w ∈ Bn−1.
Skopìc mac eÐnai na broÔme èna z ∈ Bn kai èna x ∈ Bn−1, tètoia ¸ste
zyz−1 = xs±1

n−1.To prìblhma autì sqetÐzetai me th melèth twn kìmbwn.

2.6.1 To Prìblhma thc SuzugÐac

'Otan mil�me gia to Prìblhma SuzugÐac, anaferìmaste sto Prìblhma Apì-
fashc SuzugÐac, up�rqoun ìmwc kai arketèc parallagèc tou:

To Prìblhma thc Apìfashc SuzugÐac (Conjugacy Decision Prob-
lem): Mac dÐnontai duo stoiqeÐa x, y k�poiac Bn kai prèpei na apofasÐsoume
an ta x kai y eÐnai suzug .

An h ap�nthsh eÐnai jetik , tìte prokÔptei eÔloga èna nèo er¸thma, to
Prìblhma thc Anaz thshc Suzugopoiht  (Conjugator Search Prob-
lem): An ta x, y ∈ Bn eÐnai suzug , poio eÐnai to z gia to opoÐo y = zxz−1?
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Autì eÐnai kai èna apì ta duo probl mata pou prèpei na lujoÔn gia thn
efarmog  thc jewrÐac plexÐdwn sthn low dimensional topologÐa.

To (n,m)−Genikeumèno Prìblhma Anaz thshc Suzugopoiht  (Gen-
eralized Conjugator Search Problem), gia m < n: Mac dÐnontai duo stoiqeÐa
a, z thc Bn gia ta opoÐa up�rqei x ∈ Bm tètoio ¸ste z = xax−1 kai stìqoc
mac eÐnai na broÔme èna x me aut  thn idiìthta.

Anaforik� me th suzugÐa, up�rqei akìma èna prìblhma, to Prìblhma
thc AposÔnjeshc SuzugÐac (Conjugacy Decomposition Problem): Mac
dÐnontai duo stoiqeÐa x, y k�poiac Bn tètoia ¸ste y = bxb−1 gia k�poio
b ∈ Bm , m < n kai y�qnoume na broÔme duo a1 kai a2 sth Bm tètoia
¸ste y = a1xa2. Genik� eÐnai pio eÔkolo apì to Genikeumèno Anaz thshc,
all� sto B9 eik�zontai ìti gia k�poiec epilogèc tou x eÐnai isodÔnama.

H melèth twn plexÐdwn sthn kruptografÐa kajièrwse kai duo �llec paral-
lagèc, to k−Tautìqrono Prìblhma Anaz thshc SuzugÐac, to opoÐo ja
doÔme argìtera, kaj¸c kai to Diffie-Helmann-Like Prìblhma SuzugÐac:
Mac dÐnetai mia plexÐda b ∈ Bn kai oi plexÐdec b1 = sbs−1 kai b2 = rbr−1, ìpou
oi s kai r brÐskontai se duo upoom�dec thc Bn pou antimetatÐjontai metaxÔ
touc, kai prèpei na broÔme thn sb2s

−1 (= rb1r
−1).

To Prìblhma SuzugÐac apoteleÐ shmantikì komm�ti thc efarmog c twn
plexÐdwn sthn kruptografÐa, kai wc ek toÔtou h epÐlus  tou parousi�zei
idiaÐtero endiafèron (genik�, ìso pio dÔskolo apodeiqteÐ to prìblhma thc
anaz thshc suzugopoiht , tìso asfalèstera ja eÐnai ta kruptosust mata).
'Eqoun protajeÐ arketèc lÔseic tou:

To 1969, o Garside apèdeixe ìti to Prìblhma Apìfashc Suzugiac eÐnai
epilÔshmo. Gia thn tuqaÐa plexÐda R ìrise to summit sÔnolo: apoteleÐtai
apì ìla ta suzug  thc R pou èqoun maximal inf (bl. je¸rhma 2.2). Gia na
doÔme an duo plexÐdec eÐnai suzugeÐc, arkeÐ na sugkrÐnoume ta summit sÔnol�
touc, �ra to prìblhma metafèretai sthn eÔresh enìc kat�llhlou algorÐjmou
gia ton prosdiorismì tou summit sunìlou.

To 1994, oi E.Elrifai kai H.Morton beltÐwsan thn idèa tou Garside, orÐ-
zontac, gia thn tuqaÐa plexÐda R, to super summit sÔnolo: apoteleÐtai apì
ta suzug  thc R pou èqoun tautìqrona minimal sup kai maximal inf. EÐnai
uposÔnolo tou summit kai eukolìtero na upologisteÐ.

Oi Birman, Ko kai Lee melèthsan tic parap�nw lÔseic mèsa apì th dik 
touc anapar�stash kai th beltÐwsan akìma perissìtero.

Oi lÔseic autèc eÐnai ekjetikèc wc proc to m koc twn lèxewn pou qeirÐ-
zontai.

To 2002 dìjhke apì touc Franco kai Meneses ènac polÔ beltiwmènoc al-
gìrijmoc, tìso jewrhtik� ìso kai praktik�. Ta peiramatik� apotelèsmata
pou parousi�zoun sthn ergasÐa touc deÐqnoun mia arket� entupwsiak  beltÐ-
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wsh. O algìrijmìc touc, ìpwc ja doÔme, èdwse b�sh gia k�poiec epijèseic.
Mia �llh prosèggish eÐnai na lÔsoume to prìblhma èmmesa qrhsimopoi¸n-

tac apeikonÐseic se pÐnakec: metatrèpoume se pÐnakec tic duo plexÐdec pou mac
dÐnoun, kai lÔnoume to prìblhma gia touc pÐnakec pou proèkuyan. H mèjo-
doc aut  den faÐnetai na èqei bohj sei akìma sthn epÐlush tou Probl matoc
EÔreshc Suzugopoiht , èqei d¸sei ìmwc èna arket� kalì algìrijmo gia thn
epÐlush tou Probl matoc Apìfashc SuzugÐac. 'Opwc ja doÔme parak�tw
autì eÐnai arket� shmantikì.

2.6.2 To Prìblhma thc Lèxhc

ToPrìblhma Lèxhc (Word Problem) eÐnai èna prìblhma pou mac apasqoleÐ
genikìtera stic om�dec kai diatup¸netai wc ex c: 'Estw G om�da kai w mia
lèxh sth G. IsqÔei w = IG? Mia �llh diatÔpwsh pou mporeÐ na sunant sei
kaneÐc eÐnai: 'Estw G mia om�da kai w1, w2 duo lèxeic thc G. IsqÔei w1 = w2?

Oi duo autèc diatup¸seic eÐnai isodÔnamec: An mporoÔme na lÔsoume to
deÔtero prìblhma, apl� jètoume w1 = w kai w2 = IG kai paÐrnoume th lÔsh
tou pr¸tou, en¸ an mporoÔme na lÔsoume to pr¸to, jètoume w = w1w

−1
2 kai

paÐrnoume th lÔsh tou deÔterou.
To Prìblhma thc Lèxhc stic om�dec plexÐdwn eÐnai epilÔshmo: H epilush-

mìthta prokÔptei apì to gegonìc ìti up�rqei omomorfismìc apì th Bn sthn
om�da automorfism¸n thc eleÔjerhc om�dac se n genn torec kai apì to ìti
to prìblhma thc lèxhc stic eleÔjerec om�dec eÐnai epilÔshmo.

Autì bèbaia den arkeÐ gia na ikanopoi sei ta an suqa pneÔmata twn ma-
jhmatik¸n pou se autèc tic peript¸seic amèswc jètoun to er¸thma: WraÐa
loipìn, lÔnetai to prìblhma, all� pìso eÔkola kai me poio algìrijmo? To
er¸thma sthn perÐptws  mac to èjese o Artin, melet¸ntac tic plexÐdec.

Mia pr¸th ap�nthsh dìjhke apì ton Ðdio ton Artin to 1925. Melet¸ntac
ton pur na tou epimorfismoÔ j, pou anafèrame parap�nw, apì th Bn sthn
Sn, katèlhxe se mia lÔsh tou probl matoc, pou ap�oti faÐnetai eÐnai ekjetik 
sto m koc thc lèxhc.

Pèrasan arket� qrìnia mèqri na beltiwjeÐ h poluplokìthta thc lÔshc.
Autì ègine to 1992 apì ton Thurston, o opoÐoc, belti¸nontac mia idèa pou
parousÐase o Garside to 1969, katèbase thn poluplokìthta se |W |2nlogn,
gia lèxh m kouc |W |. O Garside eÐqe katafèrei na deÐxei ìti k�je plexÐ-
da mporeÐ na grafeÐ wc ∆kP , ìpou D h jemeli¸dhc plexÐda pou orÐsame, k o
mègistoc akèraioc gia tètoia anapar�stash kai P mia jetik  lèxh. To prìblh-
ma  tan ìti h lèxh aut  den  tan monadik , gegonìc pou den epètrepe sthn
poluplokìthta na pèsei apì to ekjetikì. H beltÐwsh tou Thurston  tan
na deÐxei ìti h P paragontopoieÐtai me monadikì trìpo, ìpwc perigr�foume
sto je¸rhma 2.1. T¸ra, h morf  pou proèkuye eÐnai monadik . Dìjhke
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loipìn mia kanonik  morf , h opoÐa gia thn tuqaÐa plexÐda mporeÐ na brejeÐ
se qrìno |W |2nlogn. 'Etsi, an mac d¸soun duo lèxeic - plexÐdec mporoÔme
na tic fèroume se kanonik  morf  ston parap�nw qrìno, kai katìpin apl� na
elègxoume an oi duo parast�seic pou proèkuyan eÐnai Ðdiec. Autì apoteleÐ
lÔsh tou probl matoc lèxhc se O(|W |2nlogn).

To 1998, oi Birman, Ko kai Lee prìteinan thn anapar�stash pou anafèr-
ame, kai me th bo jei� thc èdwsan mia parìmoia kanonik  morf , h opoÐa gia
thn tuqaÐa plexÐda brÐsketai se qrìno O(|W |2n) kai sunep¸c dÐnei ston Ðdio
qrìno lÔsh gia to Prìblhma Lèxhc. FaÐnetai ìti sthn pr�xh qrhsimopoieÐtai
o algìrijmoc twn Garside-Thurston, gi' autì kai ìtan endiafèrei h ulopoÐhsh
tou algorÐjmou gia metatrop  twn plexÐdwn se kanonik  morf , anafèretai
o qrìnoc |W |2nlogn.

Apì mia �llh optik  gwnÐa, o Dehornoy, prìteine se mia ergasÐa tou
([5]) èna diaforetikì algìrijmo gia thn epÐlush tou Probl matoc Lèxhc.
IsqurÐzetai ìti sthn pr�xh o algìrijmìc tou eÐnai pio gr goroc apì autìn
tou Thurston. AkoloujeÐ mia sÔntomh eisagwg  sth mèjodo tou Dehornoy.

Arqik� dÐnoume duo aparaÐthtouc orismoÔc:

Orismìc 2.8 Mia lèxh stic om�dec plexÐdwn onom�zetai si-qeroÔli (handle)
ìtan eÐnai thc morf c se

ivs−e
i , ìpou to e eÐnai +1   -1 kai h v eÐnai mia lèxh pou

den perièqei gr�mmata thc morf c s±1
k , me k < i − 1   k > i, kai, epiplèon,

eÐte to si+1 eÐte to s−1
i+1 den emfanÐzontai sthn v.

1

...

...

...

...

 i i -1 +1 i  i +2  n

Sq ma 12: 'Ena si-qeroÔli (ta kouti� perièqoun plexÐdec, adi�forec wc proc
th morf ). H proèleush thc onomasÐac tou gÐnetai t¸ra profan c.
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Orismìc 2.9 'Estw ìti h u eÐnai èna si-qeroÔli, u = se
ivs−e

i . OrÐzoume red(u)
na eÐnai h lèxh pou prokÔptei apì th u antikajist¸ntac k�je gr�mma s±1

i+1 me
s−e

i+1s
±1
i se

i+1, kai af nontac ta upìloipa gr�mmata apar�llaqta. An w kai
w′ eÐnai duo lèxeic stic plexÐdec, lème ìti h w′ èqei proèljei apì thn w me
handle-anagwg  (reduction), an mporoÔme na metatrèyoume thn w sthn w′

antikajist¸ntac diadoqik� k�poia qeroÔlia u me tic antÐstoiqec lèxeic red(u).

Me b�sh autoÔc touc orismoÔc apodeiknÔetai h akìloujh prìtash:

Prìtash 2.1 'Estw w mia lèxh stic plexÐdec, m kouc l. Tìte h w eÐnai
Ðsh me thn ken  lèxh e (dhlad  thn tautotik  plexÐda) an kai mìno an h w
an�getai sthn e, an kai mìno an k�je akoloujÐa anagwg¸n pou xekinoÔn me
thn w katal goun sthn e. Epiplèon, k�je akoloujÐa anagwg¸n pou xekin�
apì thn w termatÐzei to argìtero se ekjetikì qrìno.

'Etsi, mia lèxh eÐnai Ðsh me thn ken  an kai mìno an an�getai sthn ken .
H prìtash dÐnei èna kakì �nw fr�gma, all� sthn pr�xh oi algìrijmoi pou

èqoun protajeÐ gia thn ulopoÐhsh thc anagwg c dÐnoun polÔ kal� apotelès-
mata.
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3 PlexÐdec kai KruptografÐa
Poll� apì ìsa proanafèrame gia tic plexÐdec kai tic om�dec touc  tan gnw-
st� gia arket� qrìnia. Pijanì eÐnai ìti k�poioi diaisj�nontan to rìlo pou
mporoÔn na paÐxoun sthn kruptografÐa, tÐpota qeiropiastì den up rqe ìmwc
wc to 1999. Tìte ègine to pr¸to shmantikì b ma apì touc Anshel, Anshel
kai Goldfeld, oi opoÐoi parousÐasan sto [1] èna prwtìkollo gia algebrikì
kajorismì kleidioÔ. To prwtìkollo autì (pou plèon anafèretai wc commu-
tator key agreement protocol) efarmìzetai se algebrikèc domèc genikìtera,
emeÐc ja to doÔme ed¸ sthn exeidikeumènh perÐptwsh pou oi domèc eÐnai om�dec.

3.1 H pr¸th idèa (commutator key agreement proto-
col)

'Estw G mia om�da. 'Opwc sunhjÐzoun, oi  rwec mac jèloun na epikoinwn soun
mustik�, all� to kan�li touc eÐnai anasfalèc. Me b�sh th G, akoloujoÔn
thn parak�tw diadikasÐa:

1. H AlÐkh epilègei mia peperasmèna paragìmenh upoom�da thc G, thn
SA =< x1, x2, ..., xm > (dhlad  thn upoom�da thc G pou par�getai
apì ta x1, x2, ..., xm), en¸ par�llhla o BasÐlhc epilègei mia upoom�da
SB =< y1, y2, ..., yn >. (To b ma autì den eÐnai aparaÐthto na epanalam-
b�netai k�je for�.)

2. Sth sunèqeia, o kajènac touc epilègei èna stoiqeÐo thc upoom�dac tou
kai to krat� mustikì. 'Estw a ∈ SA to stoiqeÐo thc AlÐkhc kai b ∈ SB

to stoiqeÐo tou BasÐlh.

3. Genik�, oi duo autèc om�dec mporoÔn na dhmosieutoÔn, h asf�leia tou
sust matoc den exart�tai apì th mustikìtht� touc. Eidikìtera, o
BasÐlhc stèlnei, mèsw tou anasfaloÔc kanalioÔ, sthn AlÐkh ta y1, y2, ..., yn

kai h AlÐkh ta x1, x2, ..., xm sto BasÐlh.

4. Mìlic h AlÐkh l�bei ta yi, upologÐzei kai stèlnei sto BasÐlh kajèna
apì ta stoiqeÐa k1 = ay1a

−1, k2 = ay2a
−1, ..., kn = ayna

−1. Par�llh-
la, o BasÐlhc upologÐzei kai stèlnei sth AlÐkh kajèna apì ta l1 =
bx1b

−1, l2 = bx2b
−1, ..., lm = bxmb−1. ParathroÔme ed¸, ìti an o Eqjrìc

parakoloujeÐ to kan�li me skopì na upoklèyei ta a kai b, gia na to
petÔqei ja prèpei na eÐnai se jèsh, èqontac ta k1, k2, ...kn kai l1, l2, ..., lm
na lÔsei ta sust mata k1 = ay1a

−1, k2 = ay2a
−1, ..., kn = ayna−1 kai

l1 = ax1a
−1, l2 = ax2a

−1, ..., lm = axma−1 wc proc a kai b antÐstoiqa.
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5. 'Eqontac l�bei ta ay1a
−1, ay2a

−1, ..., ayna−1 kai ax1a
−1, ax2a

−1, ..., axma−1,
mporoÔn na epilèxoun anex�rthta o kajènac opoiod pote stoiqeÐo gA

kai gB thc upoom�dac tou kai na sqhmatÐsoun to suzugèc tou, bgAb−1

kai agBa−1 antÐstoiqa. Gia par�deigma, an h AlÐkh jèlei na upologÐ-
sei to suzugèc tou x = xi1xi2 ...xis , den èqei par� na upologÐsei to
ginìmeno li1li2 ...lis . Eidikìtera, mporoÔn na sqhmatÐsoun ta a∗ = bab−1

kai b∗ = aba−1.

6. Tèloc, h AlÐkh upologÐzei to a(a∗)−1 = aba−1b−1 = [a, b] kai o BasÐlhc
to (b∗)b−1 = aba−1b−1 = [a, b].

Met� kai apì autì, èqoun plèon katal xei se èna koinì stoiqeÐo thc G,
to [a, b], to opoÐo mporoÔn na qrhsimopoi soun wc mustikì kleidÐ. Ed¸ prèpei
na poÔme ìti h graf  tou [a, b] pou o BasÐlhc krat� sta qèria tou endèqetai
na eÐnai diaforetik  apì aut  thc AlÐkhc. Epomènwc an jèloun na moir�-
zontai akrib¸c thn Ðdia lèxh, ja prèpei na èqoun èna trìpo, ¸ste an touc
dÐnoun duo diaforetikèc ekfr�seic tou Ðdiou stoiqeÐou, autoÐ na mporoÔn na
tic metasqhmatÐsoun se mia koin , k�poia prosumfwnhmènh kanonik  morf .

Mia apl  epal jeush ja mac epibebai¸sei ìti ìntwc, gia k�je om�da G, o
algìrijmoc autìc dÐnei to Ðdio kleidÐ sthn AlÐkh kai to BasÐlh. Sthn pr�xh,
ìmwc, autì den arkeÐ. Ja prèpei o algìrijmoc na eÐnai tìso asfal c, ìso
kai eÔkola ulopoi simoc. Autì genik� shmaÐnei ìti ja prèpei oi pr�xeic pou
ekteloÔn h AlÐkh me to BasÐlh na gÐnontai eÔkola, en¸ oi pr�xeic pou ja
prèpei na ektelèsei o Eqjrìc na gÐnontai sqetik� arg�. Ac ton exet�soume
gia na doÔme poia qarakthristik� prèpei na diajètei h om�da ¸ste na eÐnai
�kalìc �.

Katarq n, prèpei h G na èqei peperasmèna paragìmenec upoom�dec. Sth
sunèqeia, èqontac ta a, x ∈ G, ja prèpei na mporoÔme na upologÐsoume gr -
gora to axa−1. Gr gora epÐshc ja prèpei na gÐnetai kai h pr�xh ab dojèntwn
twn a, b. Tèloc, ja prèpei na up�rqei gr goroc trìpoc na grafeÐ mia lèxh
thc G se k�poia kanonik  morf .

Se ìti afor� thn asf�leia t¸ra, ìpwc  dh parathr same, to mìno pou
mporeÐ na k�nei o Eqjrìc gia na sp�sei �mesa thn asf�leia tou algìrijmou,
eÐnai na lÔsei ta sust mata k1 = ay1a

−1, k2 = ay2a
−1, ..., kn = ayna−1 kai

l1 = ax1a
−1, l2 = ax2a

−1, ..., lm = axma−1 wc proc a kai b antÐstoiqa. Ja
prèpei epomènwc, sth G, ta sust mata aut� na lÔnontai sqetik� arg� gia
sqetik� meg�lo arijmì apì a kai b.

To prìblhma autì thc tautìqronhc epÐlushc k exis¸sewn suzugÐac me
koinì a, onom�zetai k-Tautìqrono Prìblhma Anaz thshc Suzugopoi-
ht .
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3.2 GiatÐ oi PlexÐdec?
Ac doÔme t¸ra pwc kai giatÐ to prwtìkollo pou mìlic perigr�yame b�zei tic
om�dec plexÐdwn sto epÐkentro tou endiafèrontoc.

1. Up�rqei mia kanonik  morf , aut  pou orÐsame sto kef�laio twn plexÐd-
wn, h opoÐa prosfèrei duo pleonekt mata: a) epitrèpei, ìpwc eÐdame thn
perigraf  miac plexÐdac apì mia diatetagmènh n-�da, gia k�poio fusikì
n, kai epomènwc ton eÔkolo qeirismì thc plexÐdac me upologist  kai b)
dosmènhc miac lèxhc, h kanonik  thc morf  upologÐzetai gr gora.

2. Up�rqoun gr goroi trìpoi na k�noume tic pr�xeic an�mesa sta stoiqeÐa
miac om�dac plexÐdwn.

3. To Prìblhma thc Anaz thshc Suzugopoiht  eÐnai dÔskolo stic om�dec
plexÐdwn, gegonìc sto opoÐo mporoÔme na basistoÔme gia thn asf�leia
enìc kruptosust matoc. EpÐshc up�rqoun kai �lla dÔskola probl ma-
ta pou epitrèpoun to sqediasmì kai �llwn trapdoor sunart sewn.

4. Kaj¸c to n aux�nei sto Bn, oi upologismoÐ stic plexÐdec gÐnontai pio
dÔskoloi se O(nlogn), en¸ oi upologismoÐ gia to 'sp�simo' twn monì-
dromwn sunart sewn faÐnetai na duskoleÔoun se O(n!). Epomènwc to
n mporeÐ na qrhsimopoihjeÐ wc par�metroc asfaleÐac.

'Etsi, entatikopoi jhke h èreuna gÔrw apì to jèma kai den �rghsan na fanoÔn
ta epìmena apotelèsmata.

3.3 To deÔtero kruptosÔsthma
MerikoÔc m nec met� th dhmosÐeush twn Anshel, Anshel kai Goldfeld, mia om�-
da koreat¸n ereunht¸n, apoteloÔmenh apì touc Ko, Lee, Cheon, Han, Kang,
Park, parousÐase ([6]) sto Crypto 2000 to pr¸to kruptosÔsthma dhmosÐou
kleidioÔ me qr sh om�dwn plexÐdwn.

Orismìc 3.1 'Estw mia Bn me n = l+r. Onom�zoume LBl thn upoom�da thc
Bn, h opoÐa apoteleÐtai apì autèc tic plexÐdec thc Bn pou sqhmatÐzontai mìno
apì tic l pio aristerèc klwstèc (dhlad  oi r pio dexièc klwstèc sqhmatÐzoun
thn tautotik  Ir). An�loga onom�zoume RBr thn upoom�da thc Bn, h opoÐa
apoteleÐtai apì autèc tic plexÐdec thc Bn pou sqhmatÐzontai mìno apì tic r pio
dexièc klwstèc (dhlad  oi l pio dexièc klwstèc sqhmatÐzoun thn Il).

Prìtash 3.1 Gia k�je a ∈ LBl kai k�je b ∈ RBr, isqÔei ab = ba.
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Apìdeixh: EÐnai a ∈ LBl kai b ∈ RBr, �ra ja gr�fontai wc lèxeic apì
ta s1, ..., sl−1 kai sl+1, ..., sl+r antÐstoiqa. Epomènwc ja eÐnai a = si1si2 ...sip ,
me i1, i2, ..., ip ∈ {1, ...l − 1} kai b = sj1sj2 ...sjq , me j1, j2, ..., jq ∈ {l + 1, ...l +
r}. 'Omwc, isqÔei ìti sisj = sjsi gia |i − j| 6= 1, opìte sisj = sjsi gia
k�je i ∈ {1, ...l − 1} kai j ∈ {l + 1, ...l + r}. Autì shmaÐnei ìti prag-
matopoi¸ntac pq diadoqikèc antimetajèseic, mporoÔme na metatrèyoume to
ab = si1si2 ...sipsj1sj2 ...sjq se sj1sj2 ...sjqsi1si2 ...sip = ba.

H idèa touc basÐzetai sthn duskolÐa tou Diffie-Helmann-Like Prob-
l matoc SuzugÐac: Mac dÐnetai mia tri�da (x, y1, y2) apì stoiqeÐa thc Bn,
(n = l + r) tètoia ¸ste y1 = axa−1 kai y2 = bxb−1 gia k�poia krummèna
a ∈ LBl kai b ∈ RBr, kai prèpei na broÔme to by1b

−1 (= ay2a
−1 = abxa−1b−1).

'Opwc anafèroun sto �rjro, den eÐnai gnwstì e�n to Diffie-Helmann-Like
Prìblhma SuzugÐac eÐnai isodÔnamo me to Genikeumèno Prìblhma Anaz thsh-
c Suzugopoiht . MporoÔme na poÔme ìti den eÐnai duskolìterì tou p�ntwc,
afoÔ an lÔsoume to deÔtero mporoÔme na broÔme kateujeÐan ta a kai b tou
pr¸tou kai sunep¸c kai to zhtoÔmenì tou.

Kat� thn ulopoÐhsh tou algorÐjmou ja mac zhthjeÐ na epilèxoume to x,
kai gia thn asf�leia tou ja apaiteÐtai na eÐnai dÔskolo to prìblhma gia to
x pou epilèxame. Qrei�zetai lÐgh prosoq  ed¸, kaj¸c up�rqoun �k�ka� x gia
ta opoÐa to prìblhma mac eÐnai eÔkolo. Mia �kak � plexÐda x èqei to ex c
qarakthristikì: eÐnai thc morf c x1x2z, ìpou x1 ∈ LBl, x2 ∈ RBr kai h z
eÐnai mia (l + r)-plexÐda pou antimetatÐjetai me thn LBl kai me thn RBr. Sthn
perÐptwsh aut , endeqìmenh di�spash thc x stic sunist¸sec tic, x1x2z, ja
isodunamoÔse me eÔresh tou by1b

−1 qwrÐc gn¸sh twn a kai b. Pr�gmati:

by1b
−1 = baxa−1b−1 = bax1x2za

−1b−1 = ax1a
−1bx2b

−1z = y1y2z.

Oi Fenn, Rolfsen kai Zhu èdeixan sto [29] ìti oi l+ r-plexÐdec pou antimetatÐ-
jontai me thn RBr (  thn LBl) eÐnai thc morf c q1z (  q2z antÐstoiqa) modulo
(up to ) pl rwn peristrof¸n ∆2

l kai ∆2
r twn arister¸n l klwst¸n kai twn

dexi¸n r klwst¸n. H pijanìthta, p�ntwc, na epilèxoume tuqaÐa mia tètoia
plexÐda, kanonikoÔ m kouc q, eÐnai mikr , perÐpou (l!r!/(l + r)!)q. Sto ex c,
lègontac �kat�llhlo� x, ja ennooÔme ìti den eÐnai aut c thc morf c.

SÔmfwna me to prwtìkollo pou proteÐnoun, h sumfwnÐa kleidioÔ gÐnetai
me ton parak�tw trìpo:

1. H AlÐkh me to BasÐlh epilègoun duo akèraiouc r kai l kai mia kat�llhlh
plexÐda x ∈ Bl+r, thn opoÐa kai dhmosieÔoun.
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2. Katìpin h AlÐkh epilègei tuqaÐa mia plexÐda a ∈ LBl, upologÐzei to
y1 = axa−1 kai to stèlnei sto BasÐlh. Apì th meri� tou, o BasÐlhc
epilègei tuqaÐa mia plexÐda b ∈ RBr, upologÐzei to y2 = bxb−1 kai to
stèlnei sthn AlÐkh. Autì eÐnai kai to mìno epikÐnduno st�dio, ìpou an-
tall�ssontai stoiqeÐa ikan� na d¸soun k�poia plhroforÐa ston Eqjrì.

3. 'Eqontac ta y2 kai y1, h AlÐkh kai o BasÐlhc upologÐzoun ta K = ay2a
−1

kai K = by1b
−1, antÐstoiqa.

To ìti autèc oi duo lèxeic eÐnai Ðsec prokÔptei lìgw thc dunatìthtac antimet�-
jeshc twn a kai b:

ay2a
−1 = a(bxb−1)a−1 = (ab)x(a−1b−1) =

(ab)x(ba)−1 = (ba)x(ab)−1 = (ba)x(a−1b−1) = b(axa−1)b−1 = by1b
−1.

Epomènwc èqoun kai oi duo t¸ra sthn katoq  touc to koinì kleidÐ K, qwrÐc
na èqoun kan jèsei se kÐnduno th mustikìthta twn a kai b.

Sumbolismìc: H pr�xh x1⊕x2 an�mesa se duo stoiqeÐa x1, x2 tou {0, 1}k,
gnwst  wc xor, dÐnei to apotèlesma x wc ex c: h suntetagmènh i tou x eÐnai 1
an kai mìno an ta yhfÐa twn x1 kai x2 sth jèsh i eÐnai diaforetik�. Profan¸c,
x ⊕ x = 0 kai 0 ⊕ x = x gia k�je x. EpÐshc h ⊕ eÐnai antimetajetik  kai
prosetairistik .

EpÐshc, mporoÔn na antall�xoun me asf�leia ta mhnÔmat� touc me to ex c
sÔsthma:

1. Epilègoun mia hash sun�rthsh H : Bl+r −→ {0, 1}k, apì thn om�da
plexÐdwn touc sto q¸ro mhnum�twn.

2. H AlÐkh epilègei mia �kat�llhlh� (l + r)-plexÐda x ∈ Bl+r kai mia a ∈
LBl. Sth sunèqeia upologÐzei to y = axa−1 kai dhmosieÔei to kleidÐ
(x, y). To mustikì kleidÐ thc eÐnai to a.

3. 'Estw t¸ra ìti o BasÐlhc èqei l�bei to (x, y) kai jèlei na steÐlei èna
m numa m ∈ {0, 1}k sth fÐlh tou. Epilègei tuqaÐa mia b ∈ RBr, up-
ologÐzei ta c = bxb−1 kai d = H(byb−1)⊕m kai stèlnei sthn AlÐkh to
kruptokeÐmeno (c, d).

4. Tèloc, h AlÐkh lamb�nei, mèsw tou anasfaloÔc p�nta kanalioÔ, to
kruptokeÐmeno (c, d), èqontac dhmosieÔsei to kleidÐ (x, y) pou antistoiqeÐ
sto mustikì thc kleidÐ a. Autì pou arkeÐ na k�nei gia na anakt sei to
arqikì keÐmeno m eÐnai na upologÐsei to H(aca−1)⊕ d = m.
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Ac k�noume k�poiec pr�xeic gia na bebaiwjoÔme ìti h AlÐkh ja apokrup-
tograf sei to swstì m numa:

H(aca−1)⊕ d = H(abxb−1a−1)⊕ (H(byb−1)⊕m) =

(H(abxb−1a−1)⊕H(baxa−1b−1))⊕m =

(H(abxb−1a−1)⊕H(abxb−1a−1))⊕m = m.

3.3.1 Jewrhtik  An�lush

Pìso kalì ìmwc eÐnai to kruptosÔsthma; Ja prospaj soume mia jewrhtik 
an�lus  tou, k�nontac k�poiec parathr seic, apì ìpou ja diafanoÔn k�poia
stoiqeÐa.

1. Xekin¸ntac, ac parathr soume ìti oi mìnec eÐsodoi ston algìrijmo tou
kruptosust matoc eÐnai oi treic plexÐdec x, a, b pou epilègoun h AlÐkh
me ton BasÐlh. Epomènwc, autèc ja kajorÐsoun kai tic paramètrouc pou
ja mac apasqol soun. 'Opwc faÐnetai kai apì ta jewr mata thc para-
gr�fou 2.5, ìtan mac dÐnoun mia plexÐda x ∈ Bn se kanonik  arister 
morf , autì pou mac endiafèrei eÐnai to kanonikì m koc len(x) thc x,
kaj¸c kai to n. Autèc ja eÐnai kai oi par�metroi pou ja mac apasqol -
soun sthn an�lush. Gia eukolÐa, ja upojèsoume ìti l = r = n

2
kai ìti

len(x) = len(a) = len(b) = p.

2. T¸ra, èstw ìti èqoume mia met�jesh n stoiqeÐwn kai jèloume na thn
anaparast soume me mia duadik  akoloujÐa (akoloujÐa apì bits). Pìso
ja eÐnai to m koc thc? Epeid  up�rqoun n! metajèseic twn n stoiqeÐwn,
mporoÔme na antistoiqÐsoume k�je met�jesh me èna arijmì apì to 0 wc
to n! − 1 (gia par�deigma, diat�ssont�c tic lexikografik�). 'Ara gia
k�je n-met�jesh ja qreiasteÐ ènac arijmìc to polÔ n!, pou eÐnai thc
t�xhc tou exp(nlogn), epomènwc ja eÐnai arket  mia duadik  akoloujÐa
m kouc to polÔ nlogn. SumperaÐnoume t¸ra ìti an jel soume na ana-
parast soume se duadik  morf  mia n-plexÐda me kanonikì m koc p, ja
qreiastoÔme mia akoloujÐa m kouc to polÔ pnlogn.

3. An èqoume duo plexÐdec y1, y2 ∈ Bn, tìte len(y1y2) ≤ len(y1) + len(y2),
en¸ an y1 ∈ LBl kai y2 ∈ RBr, tìte len(y1y2) = max{len(y1), len(y2)}
(to deÔtero isqÔei diìti oi metajèseic pou emfanÐzontai sth mia plexÐda
droun anex�rthta apì tic metajèseic pou emfanÐzontai sthn �llh. E-
pomènwc mporoÔme na sumpt soume duo metajèseic (mia apì k�je plexÐ-
da) se mia, gr�font�c tic wc met�jesh-ginìmeno. P.q. sth B6, an mia
met�jesh thc arister c plexÐdac eÐnai (123) kai mia met�jesh thc dexi�c
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eÐnai (465), tìte mia met�jesh tou ginomènou mporeÐ na eÐnai (123)(465)
) .

4. Apì thn parat rhsh 2, to mègejoc tou mustikoÔ kleidioÔ a eÐnai pl(logl)
  alli¸c p(n

2
)log(n

2
), to opoÐo eÐnai thc t�xhc tou 1

2
pnlogn.

5. To m koc tou dhmosÐou kleidioÔ y = axa−1 ja eÐnai, apì thn parat rhsh
3, len(y) = len(axa−1) ≤ len(ax) + len(a−1) ≤ len(a) + len(x) +
len(a−1) ≤ 3p. An�loga, gia to m koc tou byb−1, p�li apì thn parat rhsh
3 ja èqoume len(byb−1) = len(baxa−1b−1) = len((ba)x(a−1b−1)) ≤
len(ba) + len(x) + len(a−1b−1) ≤ 3p. Epomènwc, to mègejoc thc ana-
par�stashc tou kajenìc tou kajenìc touc ja eÐnai 3pnlogn.

6. 'Opwc prokÔptei apì to Je¸rhma 2.5, to pl joc twn n-plexÐdwn me
kanonikì m koc p eÐnai toul�qiston (bn−1

2
c!)2p   alli¸c to ekjetikì tou

log(bn−1
2
c!)2p   alli¸c 2plog(bn−1

2
c!). To teleutaÐo eÐnai thc t�xhc tou

2plog(n
2
!) pou eÐnai thc t�xhc tou 2pn

2
log n

2
to opoÐo me th seir� tou

eÐnai thc t�xhc tou pnlogn. 'Etsi, mporoÔme na poÔme ìti to m koc
thc duadik c anapar�stashc tou H(abxa−1b−1) ja eÐnai thc t�xhc tou
pnlogn (autì prokÔptei me to Ðdio skeptikì thc parat rhshc 2). T¸ra,
to m koc tou kruptokeimènou ja eÐnai Ðso me to m koc tou c sun to m koc
tou d dhlad  to m koc tou bxb−1 sun to m koc tou H(byb−1)⊕m. Apì
ta parap�nw kai apì thn parat rhsh 5, to mègejoc tou kruptokeimènou
ja eÐnai to polÔ 4pnlogn. Autì metafr�zetai sto ìti me th qr sh autoÔ
tou kruptosust matoc, to kruptokeÐmeno ja megejÔnetai se sqèsh me
to arqikì kat� èna par�gonta to polÔ 4.

7. Me dedomèno ìti h hash sun�rthsh H upologÐzetai gr gora, ìlo to
b�roc twn upologism¸n sto kruptosÔsthma pèftei ston upologismì twn
suzug¸n plexÐdwn apì tic arqikèc. 'Opwc prokÔptei apì to Je¸rhma
2.2 kai apì tic prohgoÔmenec parathr seic, o pio argìc apì autoÔc
touc upologismoÔc ja gÐnetai se O(p2nlogn), tìso sthn kruptogr�fhsh
ìso kai sthn apokruptogr�fhsh. Epomènwc, mporoÔme na poÔme ìti
h taqÔthta kruptogr�fhshc kai apokruptogr�fhshc tou sust matoc
eÐnai O(p2nlogn).

8. H duskolÐa thc �meshc epÐjeshc (brute force attack) gia na upologÐsoume
to a apì to axa−1 (dhlad  na lÔsoume to prìblhma thc suzugÐac), eÐnai
an�logo proc to (l!)p = (n

2
!)p, pou eÐnai thc t�xhc tou exp(1

2
pnlogn).
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AkoloujeÐ ènac sunoptikìc pÐnakac me ta qarakthristik�:

Mplok arqikoÔ keimènou pnlogn bits
Mplok kruptokeimènou 4pnnlogn bits

TaqÔthta kruptogr�fhshc O(p2nlogn) pr�xeic
TaqÔthta apokruptogr�fhshc O(p2nlogn) pr�xeic

Epèktash mhnÔmatoc 4-1
M koc idiotikoÔ kleidioÔ 1

2
pnlogn bits

M koc dhmosÐou kleidoÔ 3pnlogn bits
DuskolÐa thc �meshc epÐjeshc

(
n
2
!
)p ∼ exp

(
1
2
pn log n

)

3.4 'Ena Prwtìkollo Omadik c SumfwnÐac KleidioÔ
Empneusmènoi apì to prwtìkollo sumfwnÐac kleidioÔ pou prìteinan o Ko kai
oi sunerg�tec tou gia to kruptosÔsthm� touc, oi Lee, Lee kai Lee parousÐ-
asan fètoc (2003), me to [22] mia genÐkeus  tou, èna prwtìkollo omadik c
sumfwnÐac kleidioÔ. Prìkeitai gia èna prwtìkollo pou dÐnei th dunatìthta
na sumfwn soun èna koinì kleidÐ parap�nw apì duo �toma, mia om�da atìmwn.

Prin to perigr�youme ja d¸soume k�poiouc orismoÔc kai sumbolismoÔc.

Orismìc 3.2 1. Ja lème ìti èna prwtìkollo sumfwnÐac kleidioÔ parèqei
apokleistik  aujentikopoÐhsh kleidioÔ (implicit key authentica-
tion) (tou B proc ton A), an parèqei ston A th bebaiìthta ìti kaneÐc
�lloc plhn tou B den mporeÐ na m�jei thn tim  enìc sugkekrimènou klei-
dioÔ. 'Ena tètoio prwtìkollo lègetai authenticated key agreement
protocol.

2. Ja lème ìti parèqei epibebaÐwsh kleidioÔ, an parèqei ston A th be-
baiìthta ìti k�je sumballìmenoc sth diadikasÐa èqei telik� sthn kato-
q  tou èna sugkekrimèno kleidÐ.

3. Ja lème ìti parèqei akeraiìthta kleidioÔ, an parèqei ston A th be-
baiìthta ìti gia th dhmiourgÐa tou kleidioÔ pou èqei sta qèria tou èqoun
sumb�lei oi epijumhtoÐ sundialegìmenoi kai mìno.

4. Ja lème ìti èqei perfect forward secrecy an h endeqìmenh apok�luy-
h (compromise) twn kleidi¸n diarkeÐac den epifèrei apok�luyh twn
proswrin¸n kleidi¸n (session keys).

35



5. Tèloc, ja lègetai eu�lwto se epÐjesh gnwstoÔ kleidioÔ, an h
apok�luyh prohgoÔmenwn proswrin¸n kleidi¸n, epitrèpei ston Eqjrì
na apokalÔyei mellontik� proswrin� kleidi�   na prospoihjeÐ ìti eÐnai
k�poioc apì touc sumballìmenouc sto prwtìkollo.

Kat� thn perigraf  ja qrhsimopoi soume ton parak�tw sumbolismì:

1. n: o arijmìc twn mel¸n thc om�dac

2. Mi: to i-sto mèloc thc om�dac

3. Bli : H upoom�da thc Bl pou proèrqetai apì to plèximo li suneqìmenwn
klwst¸n, apì thn (l1+...+li−1+1)-ost  mèqri thn (l1+...+li−1+li)-ost 
(epekteÐnoume ton orismì twn RBr kai LBl). Ja eÐnai l1 + ... + ln = l.
Epiplèon, oi Bli antimetatÐjontai.

4. xi: to mustikì kleidÐ diarkeÐac tou Mi sthn Bli .

5. ri: to tuqaÐo mustikì kleidÐ tou Mi sthn Bli .

6. Sn: to omadikì kleidÐ pou moir�zontai kai ta n mèlh.

Ac doÔme t¸ra pwc douleÔei to authenticated prwtìkollo omadik c sum-
fwnÐac kleidioÔ (A−GKA) twn tri¸n Lee.

1. Oi sunallassìmenoi epilègoun mia kat�llhlh plexÐda a ∈ Bl, o kajènac
xeqwrist� epilègei th mustik  tou xi kai katìpin upologÐzei to xiaxi−1.
Oi dhmìsiec timèc tou sust matoc eÐnai oi l1, ..., ln, x1ax−1

1 ...xnax−1
n .

2. To deÔtero b ma apoteleÐtai apì n gÔrouc: Ston i-sto gÔro (gia i apì
1 wc n− 1), o Mi epilègei mia tuqaÐa ri ∈ Bli kai stèlnei ston i + 1 tic
lèxeic {ri...r̃j...r1ar−1

1 ...r̃−1
j ...r−1

i |j = 1, ..., i} (to ∼ p�nw apì to tuqìn
rk shmaÐnei ìti to rk den emfanÐzetai sth sugkekrimènh par�stash), kai
thn riri−1...r1ar−1

1 ...r−1
i−1r

−1
i .

Sto n-stì gÔro, o Mn epilègei èna tuqaÐo rn ∈ Bln , upologÐzei ta
kin = xnxiax−1

i xn−1 gia k�je i ∈ {1, ..., n− 1} kai stèlnei se k�je Mi

to
σi = kinrn...r̃i...r1ar−1

1 ...r̃−1
i ...r1

nk−1
in .

3. 'Otan o Mi lamb�nei to si, upologÐzei to kin kai to Sn(Mi)=rik
−1
in sikinr

−1
i .

T¸ra, to koinì kleidÐ twn Mi eÐnai to Sn(Mi) = rik
−1
in sikinr

−1
i = rirn...r̃i...r1ar−1

1 ...r̃−1
i ...r1

nr−1
i

= rn...ri...r1ar−1
1 ...r−1

i ...r1
n . To Ðdio upologÐzei kai o Mn.

'Opwc apodeiknÔoun sthn ergasÐa touc, isqÔei to ex c
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Je¸rhma 3.1 To A−GKA eÐnai authenticated prwtìkollo sumfwnÐac kleid-
ioÔ, parèqei perfect forward security kai eÐnai anjektikì stic epijèseic gnwstoÔ
kleidioÔ.

3.5 Yhfiakèc Upografèc
To 2002 dhmosieÔthke mia ergasÐa apì touc Ko, Choi, Cho kai Lee, sthn
opoÐa proteÐnoun èna nèo sq ma yhfiak c upograf c, to conjugacy signature
scheme, ìpwc to onom�zoun.

Gia th jemelÐws  tou eis�goun duo nèec parallagèc tou probl matoc
suzugÐac:

Matching Conjugate Search Problem, MCSP: Se mia om�da G, mac
dÐnetai èna zeug�ri suzug¸n x ∈ G kai x′ ∈ G gia ta opoÐa to prìblhma
anaz thshc suzugÐac eÐnai dÔskolo, kai èna y ∈ G. Y�qnoume na broÔme èna
y′ ∈ G, tètoio ¸ste y ∼ y′ kai xy ∼ x′y′

Matching Triple Search Problem, MTSP: Se mia om�da G, mac
dÐnetai èna zeug�ri suzug¸n x ∈ G kai x′ ∈ G gia ta opoÐa to prìblhma
anaz thshc suzugÐac eÐnai dÔskolo kai èna y ∈ G. Y�qnoume mia tri�da
(α, β, γ) ∈ G×G×G tètoia ¸ste α ∼ x, β ∼ γ ∼ y, αβ ∼ xy kai αγ ∼ x′y.
Katìpin, apodeiknÔoun to parak�tw je¸rhma:

Je¸rhma 3.2 Se mia mh antimetajetik  om�da G, to MCSP eÐnai eÔkolo
(feasible) an kai mìno an to MTSP eÐnai eÔkolo.

H basik  touc idèa, gia th jemelÐwsh tou sq matoc, eÐnai na qrhsimopoi -
soun to gegonìc ìti up�rqei èna meg�lo upologistikì kenì an�mesa sta duo
basik� probl mata suzugÐac: Gia thn EÔresh SuzugÐac den up�rqei gr goroc
algìrijmoc, en¸ gia thn Apìfash SuzugÐac up�rqei.

Gia ton algìrijmo upograf c epilègoume mia hash sun�rthsh h : {0, 1}∗ →
G. 'Opwc sun jwc, h AlÐkh jèlei na steÐlei èna upogegrammèno m numa sto
BasÐlh. Gia th dhmiourgÐa twn kleidi¸n kai thn upograf  tou m k�nei ta
ex c:

1. Epilègei èna zeug�ri suzug¸n stoiqeÐwn (x, x′) gia to opoÐo to prìblhma
anaz thshc suzugÐac eÐnai dÔskolo.

2. DhmosieÔei to (x, x′) kai krat� san mustikì kleidÐ to a gia to opoÐo
x′ = a−1xa.

3. Epilègei tuqaÐa èna b ∈ G kai katìpin jètei α = b−1xb kai y = h(m||α).
San upograf  s stèlnei thn tri�da s = (α, β, γ), ìpou β = b−1yb kai
γ = b−1aya−1b.
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T¸ra, o BasÐlhc apodèqetai thn upograf  s an kai mìno an α ∼ x, β ∼ γ ∼
y, αβ ∼ xy kai αγ ∼ x′y.

ParathreÐste ìti mèqri t¸ra den èqei gÐnei anafor� se om�dec plexÐdwn.
O algìrijmoc autìc eÐnai h basik  idèa, h opoÐa mporeÐ na efarmosteÐ se k�je
om�da ìpou den up�rqei gr goroc algìrijmoc gia thn EÔresh SuzugÐac, en¸
gia thn Apìfash SuzugÐac up�rqei. Gia thn efarmog  tou algorÐjmou stic
om�dec plexÐdwn, k�noun k�poiec parathr seic gia thn asf�lei� tou, kai ton
metatrèpoun kat�llhla ¸ste na th belti¸soun.

O algìrijmoc pou proteÐnoun gia na elègxei o BasÐlhc tic apaitoÔmenec
suzugÐec eÐnai pijanotikìc kai onom�zetai test twn poluwnÔmwn Alexander.
BasÐzetai sth sÔgkrish twn plexÐdwn, mèsw twn eikìnwn touc, ìpwc autèc
prokÔptoun apì th apeikìnish Burau, kai sugkekrimèna sth sÔgkrish twn
poluwnÔmwn Alexander twn duo plexÐdwn. (Ta polu¸numa Alexander orÐzon-
tai wc ex c: èstw Φ(b) h eikìna thc b mèsw thc apeikìnishc Burau, tìte to
polu¸numo Alexander thc b eÐnai to Pb(t) = det(Φ(b) − I).) Elègqei pijan-
otik� thn isìthta twn poluwnÔmwn, sugkrÐnontac tic timèc touc se di�fora
shmeÐa, kai apodèqetai th suzugÐa an kai mìno an ta brei Ðsa. H pijanìthta
apotuqÐac tou algorÐjmou mporeÐ na gÐnei ìso mikr  jèloume me thn kat�llhlh
epilog  paramètrwn. H taqÔtht� tou eÐnai O(lrn3), ìpou l to kanonikì m koc
thc megalÔterhc plexÐdac kai r to pl joc twn dokim¸n pou ekteleÐ (aÔxhsh
tou r mei¸nei ekjetik� thn pijanìthta l�jouc tou algorÐjmou).

3.6 Prwtìkolla TautopoÐhshc
Ta pr¸ta prwtìkolla tautopoÐhshc parousi�sthkan to 2002, apì touc Sib-
ert, Dehornoy, kai Girault. Sthn ergasÐa touc parousi�zoun trÐa prwtìkol-
la:

To prwtìkollo I eÐnai empneusmèno apì to kruptosÔsthma thc para-
gr�fou 3.3, basÐzetai sth duskolÐa tou Diffie-Helmann-Like Probl matoc
SuzugÐac kai qrhsimopoieÐ tic upoom�dec LBl kai RBr pou orÐsame. EÐnai
sqediasmèno gia �rtio n kai gia l = r = 1/2.

To prwtìkollo I apoteleÐtai apì ta akìlouja b mata:

1. H AlÐkh kai o BasÐlhc epilègoun mia plexÐda b sthn Bn gia thn opoÐa
to Diffie-Helmann-Like Prìblhma SuzugÐac eÐnai dÔskolo.

2. H AlÐkh epilègei mia mustik  plexÐda s sthn LBn/2, pou apoteleÐ to
mustikì kleidÐ thc, kai dhmosieÔei to b′ = sbs−1. To dhmìsio kleidÐ eÐnai
to (b, b′).

3. O BasÐlhc epilègei mia plexÐda r ∈ RBn/2, kai stèlnei sthn AlÐkh wc
er¸thsh-prìklhsh thn x = rbr−1.
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4. H AlÐkh stèlnei sto BasÐlh wc ap�nthsh thn y = H(sxs−1), kai o
BasÐlhc dèqetai thn tautopoÐhsh an kai mìno an y = H(rbr−1).

ApodeiknÔoun ìti:

Prìtash 3.2 To prwtìkollo I eÐnai mia perfectly honest-verifier zero knowl-
edge interactive proof of knowledge tou s.

To prwtìkollo II basÐzetai sto Prìblhma Anaz thshc SuzugÐac kai peri-
gr�fetai wc ex c:

1. H AlÐkh kai o BasÐlhc epilègoun mia plexÐda b sthn Bn gia thn opoÐa
to Diffie-Helmann-Like Prìblhma SuzugÐac eÐnai dÔskolo.

2. H AlÐkh epilègei mia mustik  plexÐda s sthn Bn, pou apoteleÐ to mustikì
kleidÐ thc, kai dhmosieÔei to b′ = sbs−1. To dhmìsio kleidÐ eÐnai to (b, b′).

3. H AlÐkh epilègei mia tuqaÐa plexÐda r kai stèlnei sto BasÐlh th x =
rbr−1.

4. O BasÐlhc stèlnei èna tuqaÐo bit e sthn AlÐkh.

5. a. Gia e=0, h AlÐkh stèlnei sto BasÐlh thn y = r kai autìc elègqei
e�n x = yby−1.
b. Gia e=1, h AlÐkh stèlnei sto BasÐlh thn y = rs−1 kai autìc elègqei
e�n x = yb′y−1.

6. EkteloÔme ta b mata 2-4 k forèc, ìpou k èna polu¸numo tou m kouc
twn lèxewn (braid specifiers) twn plexÐdwn.

Gia to II apodeiknÔoun thn

Prìtash 3.3 'Opote h katanom  pijanìthtac thc r sto b ma 3 eÐnai right-
invariant, to prwtìkollo II eÐnai mia zero knowledge interactive proof of
knowledge tou s.

To prwtìkollo autì mporeÐ na efarmosteÐ gia opoiad pote om�da sthn opoÐa
to prìblhma anaz thshc suzugÐac eÐnai dÔskolo.

To III eÐnai parìmoio me to II, all� epiplèon perièqei kai to prìblhma thc
rÐzac.

3.7 Epijèseic sthn kruptografÐa plexÐdwn
Ja anafèroume tic basikìterec prosp�jeiec epÐjeshc pou èqoun gÐnei kai ja
perigr�youme duo apì autèc.
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3.7.1 EpÐjesh M kouc sto Prìblhma SuzugÐac

H idèa gia autoÔ tou eÐdouc thn epÐjesh, parousi�sthke apì touc J.Hughes kai
A. Tannenbaum, se èna �rjro touc ([9]), to 2000. StoqeÔei sto prìblhma thc
suzugÐac, kai sugkekrimèna sth morf  me thn opoÐa emfanÐzetai sto Commu-
tator key-agreement protocol, dhlad  to k-Tautìqrono Prìblhma SuzugÐac.
Wc ek toÔtou, autì eÐnai kai to kruptosÔsthma pou kurÐwc pl qjhke.

H epÐjesh basÐzetai sto gegonìc ìti stic plexÐdec up�rqei mia kanonik 
morf , me b�sh thn opoÐa mporeÐ na oristeÐ mia sun�rthsh m kouc (ex ou kai
to ìnoma thc). H idèa eÐnai apl : Xèroume ta dhmìsia xi kai li = bxib

−1,
kai ja jèlame na broÔme to b. Ja qrhsimopoi soume to gegonìc ìti ìtan
èqoume mia sun�rthsh m kouc, l, kat� kanìna ja isqÔei ìti l(xi) < l(bxib

−1),
kai sthn ousÐa ja prospaj soume na apokalÔyoume èna-èna touc par�gontec
tou b. 'Estw ìti eÐnai b = g1...gk, ìpou gi ∈ {y1, ...yn, y−1

1 , ..., y−1
n }. OrÐzoume

mia grammik  di�taxh se ìlec tic pijanèc n-�dec apì m kh, kai epilègoume to
g ∈ {y1, ...yn, y−1

1 , ..., y−1
n } gia to opoÐo to 〈l(gb−1x1bg

−1), ..., l(gb−1xnbg−1)〉
elaqistopoieÐtai, me b�sh th di�taxh pou orÐsame. Me k�poia mh mhdenik 
pijanìthta, to g ja eÐnai Ðso me to g1,   to b mporeÐ na grafteÐ wc ginìmeno
apì k   ligìterouc genn torec, me pr¸to to g. 'Etsi, to g−1b isoÔtai me èna
ginìmeno mikrìterou m kouc, kai diadoqikèc tètoiec apaloifèc ja mac d¸soun,
telik�, ìla ta gi.

Basikì kleidÐ gia thn epÐjesh, eÐnai h kat�llhlh epilog  thc sun�rthsh-
c m kouc, l, gia thn opoÐa h ergasÐa den perieÐqe k�poia melèth. Mia pio
oloklhrwmènh ergasÐa parousi�sthke to 2002 apì touc Garber, Kaplan, Te-
icher, Tsaban kai Vishne. EkeÐ, oi suggrafeÐc proteÐnoun treic upoy fiec
sunart seic m kouc, oi duo ek twn opoÐwn nèec, kai k�noun mia ekten  peira-
matik  melèth thc apotelesmatikìthtac thc k�je miac touc. EpÐshc, proteÐ-
noun trìpouc gia th beltÐwsh tou algìrijmou thc epÐjeshc.

Se mia ananewmènh èkdosh tou Commutator key-agreement protocol ([2]),
oi Anshel, Anshel, Fisher kai Goldfeld prìteinan to 2001, thn prosj kh enìc
Exagwgèa Kleidi¸n (Key Extractor). Prìkeitai gia mia sun�rthsh, h opoÐ-
a se k�je plexÐda thc Bn (kai eidikìtera aut  sthn opoÐa katal goun h
AlÐkh me to BasÐlh) antistoiqÐzei èna zeug�ri, apoteloÔmeno apì mia met�jesh
kai èna pÐnaka me stoiqeÐa apì èna peperasmèno s¸ma. 'Omwc, thn epìmen-
h qroni�, oi Lee kai Lee dhmosÐeusan mia epÐjesh ([11]), h opoÐa entopÐzei
k�poiec adunamÐec ston Exagwgèa Kleidi¸n.

3.7.2 Epijèseic me to Summit sÔnolo.

Me b�sh ton algìrijmo twn Franco kai Meneses gia thn epÐlush tou probl -
matoc suzugÐac, oi Lee kai Lee prìteinan kai mia epÐjesh sto basikì prìblhma
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tou Ðdiou kruptosust matoc. Ton algìrijmì touc beltÐwse lÐgo argìtera o
Meneses. Met� apì aut  thn epÐjesh, h asf�leia tou Commutator key-
agreement protocol, mei¸netai pio polÔ.

3.7.3 Epijèseic probol c

H filosofÐa autoÔ tou tÔpou twn epijèsewn eÐnai na aposp�soun plhro-
forÐec, prob�llontac tic om�dec plexÐdwn stic om�dec phlÐka touc. Apì mình
thc mia tètoia epÐjesh den eÐnai idiaÐtera apotelesmatik  en�ntia se upolo-
gistik� probl mata, mporeÐ na eÐnai apotelesmatik , ìmwc, ìtan prìkeitai gia
prìblhma apìfashc. Me mia epÐjesh probol c ([30]), oi Gennaro kai Mic-
ciancio èplhxan mia yeudotuqaÐa genn tria pou eÐqan proteÐnei oi Lee, Lee kai
Hahn ([7]). Tètoiou tÔpou eÐnai kai h epÐjesh pou dhmosÐeusan prìsfata oi
Hofheinz kai Steinwandt ([25]).

3.7.4 Epijèseic Anapar�stashc

H pio dhmofil c Ðswc kathgorÐa epijèsewn, perilamb�nei epijèseic pou bas'-
izontai sthn anapar�stash twn plexÐdwn apì pÐnakec, kai katìpin sthn epÐ-
jesh me th bo jeia twn gnwst¸n idiot twn twn pin�kwn. Ja epiqeir soume
na perigr�youme mia apì autèc, th grammik  algebrik  epÐjesh tou Hughes
sto Commutator key-agreement protocol.

H grammik  algebrik  epÐjesh tou Hughes

H epÐjesh aut  parousi�sthke apì ton Hughes sto [10], kai apeuj netai
sto commutator key agreement protocol. Shmantikì qarakthristikì thc eÐ-
nai ìti to krÐsimo epiqeÐrhm� thc den eÐnai jewrhtikì. AntÐjeta, basÐzetai
se empeirikèc parathr seic. H basik  idèa eÐnai ìti mporeÐ k�poioc na up-
ologÐsei, tic perissìterec forèc, ta a kai b (kai kat� epèktash to [a, b]),
me to na apeikonÐsei se om�dec pin�kwn, mèsw tou metasqhmatismoÔ Bureau,
tic upoom�adec kai tic suzugeÐc touc, na upologÐsei touc suzugopoihtèc me
grammik  �lgebra, kai katìpin na gurÐsei sthn arqik  morf . Ac doÔme ìmwc
analutikìtera to skeptikì tou Hughes. 'Estw ìti briskìmaste sth Bn kai
èstw s = si1 ...sim mia lèxh thc. UpologÐzoume ton pÐnaka β(s), dhlad  thn
eikìna thc s mèsw tou metasqhmatismoÔ Bereau. Autì pou parathreÐ eÐnai ìti
mporoÔme na �diab�soume� eÔkola ta sij apì ton β(s): 'Estw i h mikrìter  apì
ìlec tic st lec stic opoÐec emfanÐzetai h mikrìterh, se olìklhro ton pÐnaka,
jetik  dÔnamh tou t. Tìte eÐte sin = si, eÐte h graf  aut  thc s mporeÐ na
metatrapeÐ, mèsw twn sisj = sjsi an |i − j| > 2 kai sisi+1si = si+1sisi+1, se
mia isodÔnamh graf , pou ja èqei san teleutaÐo ìro to si. Me afethrÐa aut 
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thn parat rhsh, prìteine ta parak�tw b mata gia thn apìdosh miac plexÐdac,
dosmènhc sth Bereau morf  thc, se lèxh apì genn torec:

1. Brec thn pr¸th st lh i me th megalÔterh jetik  dÔnamh

2. An i = n, tìte apotuqÐa.

3. PollaplasÐase apì arister� me s−1
i .

4. Epanèlabe ta b mata 1-3 mèqri na mhn up�rqoun pia jetikoÐ ekjètec.

5. An o pÐnakac eÐnai o monadiaÐoc, tìte epituqÐa.

6. An h lÐsta twn pijan¸n stoiqeÐwn eÐnai polÔ meg�lh, tìte apotuqÐa.

7. Antèstreye ton pÐnaka kai th lÐsta twn apomakrusmènwn gennhtìrwn
kai epanèlabe ta b mata 1-6.

Gia na dei pìso apodotikìc eÐnai o algìrijmoc, ton ètrexe se 50 lèxeic,
apì tic opoÐec oi 48, dhlad  posostì 96%, anakt jhke swst�. JewreÐ kalì
autì to posostì, kai qrhsimopoieÐ th mèjodo gia na diamorf¸sei thn epÐjes 
tou, h opoÐa leitourgeÐ wc ex c:

'Estw ìti jèlei na brei to stoiqeÐo a thc AlÐkhc. 'Eqoun dhmosieuteÐ ta
y1, y2, ..., yn apì to BasÐlh, kai ta k1 = ay1a

−1, k2 = ay2a
−1, ..., kn = ayna

−1

apì thn AlÐkh. BrÐskei thn Bereau morf  kajemi�c apì autèc tic 2n lèxeic,
kai me grammik  �lgebra lÔnei to sÔsthma kia = ayi, i = 1, ...n. Gia thn
epÐlush apodeiknÔei pr¸ta ta ex c duo l mmata:

L mma 3.1 K�je pÐnakac sthn eikìna miac om�dac plexÐdwn, mèsw tou metasqh-
matismoÔ Bereau, èqei st lec pou ìlec ajroÐzontai sto 1.

L mma 3.2 K�je pÐnakac [aij] sthn eikìna miac om�dac plexÐdwn, mèsw tou

metasqhmatismoÔ Bereau, ikanopoieÐ th sunj kh
n∑

i=1

aijt
i = tj(gia j = 1, ..., n).

Epiplèon k�nei kai k�poiec parathr seic gia th beltÐwsh thc taqÔthtac
epÐlushc tou sust matoc, pou eÐnai kai h basik  adunamÐa thc epÐjeshc.

Telikì sumpèrasma tou Hughes eÐnai ìti mia kl�sh kleidi¸n eÐnai euprìs-
blhth sthn epÐjesh, opìte oi sunist¸menec apì touc dhmiourgoÔc par�metroi
(sto [1]) ja prèpei na epanaprosdioristoÔn.
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4 To kruptosÔsthma plexÐdwn kai oi ... �lloi
M pwc ìla ìsa eÐpame mèqri t¸ra den axÐzoun? M pwc h ìlh istorÐa prìkeitai
apl� gia sapounìfouskec? M pwc akìma kai an telik� to kruptosÔsthma
plexÐdwn katafèrei na apodeiqteÐ asfalèc, meÐnei telik� sto r�fi?

Se autì to kef�laio ja parousi�soume touc basikoÔc antagwnistèc tou,
kai tic sugkrÐseic pou èqoun gÐnei.

4.1 Oi ... �lloi
Prìkeitai, bèbaia, gia ta upìloipa axiìloga kruptosust mata dhmosÐou klei-
dioÔ, trÐa ston arijmì. Pr¸to kai kalÔtero, o �basili�c � tou q¸rou, to RSA.
'Eqoume  dh anaferjeÐ se autì, ja prosjèsoume mìno ìti to sÔnhjec mège-
joc kleidi¸n pou qrhsimopoioÔntai sto RSA eÐnai 1024 bits. Ja apotelèsei
kat� k�poio trìpo to mètro sÔgkrishc se ìsa anaferjoÔn. To deÔtero eÐnai
pio kainoÔrio, den eÐnai tìso eurèwc diadedomèno ìso to RSA, èqei gÐnei ìmwc
arket  melèth p�nw tou. Prìkeitai gia to ECC, to kruptosÔsthma elleip-
tik¸n kampul¸n. To trÐto eÐnai èna kainoÔrio kruptosÔsthma, ìpwc kai to
kruptosÔsthma plexÐdwn, kai to ìnoma tou eÐnai NTRU.

4.1.1 To ECC

To ECC basÐzetai sth duskolÐa tou probl matoc diakritoÔ logarÐjmou stic
elleiptikèc kampÔlec. Ta mèqri t¸ra dedomèna deÐqnoun ìti pleonekteÐ apènan-
ti sto RSA, kurÐwc lìgw taqÔthtac kai mikrìterwn apait sewn mn mhc.

Gia thn efarmog , h AlÐkh kai o BasÐlhc epilègoun mia elleiptik  kampÔlh
E p�nw apì k�poio s¸ma, kai èna shmeÐo Q thc kampÔlhc. Den touc endiafèrei
h mustikìthta twn parap�nw.

Gia th dhmiourgÐa tou kleidioÔ, H AlÐkh epilègei mustik� èna tuqaÐo
akèraio kA kai upologÐzei to shmeÐo PA = kAQ, to opoÐo stèlnei sto BasÐl-
h. ParomoÐwc, o BasÐlhc epilègei mustik� èna tuqaÐo kB, upologÐzei to
PB = kBQ, kai to stèlnei sthn AlÐkh. To koinì kleidÐ eÐnai to P = kAkBQ.
'Estw t¸ra ìti h AlÐkh jèlei na tou steÐlei èna m numa M , pou eÐnai èna
shmeÐo thc elleiptik c kampÔlhc. Epilègei èna tuqaÐo l ∈ Zn kai upologÐzei
tic timèc S1 = lPB kai S2 = M + lP . To kruptografhmèno keÐmeno ja eÐnai
to zeÔgoc twn shmeÐwn thc elleiptik c kampÔlhc (S1, S2). 'Otan o BasÐlhc
l�bei to m numa (S1, S2), anakt� to M upologÐzontac to S2 − kAS1 = M .

Qondrik� upologÐzetai ìti h asf�leia tou ECC me kleidi� twn 112 bit
eÐnai ìsh kai tou RSA me kleidi� 512 bit, tou ECC me kleidi� twn 168 bit
eÐnai ìsh kai tou RSA me kleidi� 1024 bit kai tou ECC me kleidi� twn 196 bit
eÐnai ìsh kai tou RSA me kleidi� megèjouc 2048 bit.
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4.1.2 To NTRU

To NTRU parousi�sthke arqik� apì ton Jeffrey Hoffstein sto CRYPTO
'96, dhmosieÔthke to 1998 sto [24] kai apì tic 24 IoulÐou tou 2000 apoteleÐ
patènta thc NTRU Cryptosystems, Inc. QrhsimopoieÐ �lgebra poluwnÔmwn
gia thn kruptogr�fhsh kai stoiqei¸dh jewrÐa pijanot twn gia thn apokrup-
togr�fhsh. H asf�lei� tou basÐzetai sthn anexarthsÐa thc anagwg c mod-
ulo p, kaj¸c kai sto peiramatik� parathrhmèno gegonìc, ìti sta perissìtera
lattices eÐnai dÔskolo na brei kaneÐc polÔ mikr� dianÔsmata. H kruptogr�fhsh
  h apokruptogr�fhsh enìc mplok keimènou m kouc N , apaiteÐ qrìno O(N),
en¸ gia to Ðdio keÐmeno, ta kleidi� ja èqoun m koc O(N).

4.2 Ta sugkritik� test
Genik� eÐnai arket� dÔskolo na sugkrÐnei kaneÐc aut� ta kruptosust mata,
kaj¸c parousi�zontai k�poia probl mata. To RSA èqei melethjeÐ polÔ kai
xèroume kal� ta epÐpeda asfaleÐac tou. EpÐshc, oi algìrijmoi ulopoÐhs c
tou èqoun beltistopoihjeÐ polÔ. Gia to ECC èqoun melethjeÐ kal� ta epÐpe-
da asfaleÐac, den èqei gÐnei ìmwc kal  beltistopoÐhsh twn algorÐjmwn tou.
Ta �lla duo eÐnai kainoÔria kai mporoÔme na d¸soume mìno proseggistikèc
timèc. To apotèlesma eÐnai na mhn eÐnai apìluta �dÐkaiec � oi par�metroi sta
test. 'Allo prìblhma eÐnai to ìti to mègejoc tou mplok sto kruptosÔsth-
ma plexÐdwn exart�tai apì th hush sun�rthsh. Parìla aut�, mporoÔme na
p�roume mia genik  eikìna.

SÔgkrish 1

Ta apotelèsmata pou ja parajèsoume ed¸, parousi�zontai sto [20] apì touc
Karu kai Loikkanen, to 2001. Autì shmaÐnei ìti k�poia pr�gmata mporeÐ
na èqoun all�xei sta endi�mesa duo qrìnia. H ulopoÐhsh twn algorÐjmwn
ègine me C++ kai oi apait seic se mn mh krat jhkan qamhlèc. Oi suggrafeÐc
jewroÔn ìti to NTRU 263 kai to kruptosÔsthma plexÐdwn (BCG) me n = 48
kai kanonik� m kh len(a) = len(b) = len(x) = 2, dÐnoun asf�leia an�logh
aut c tou RSA 1024. Ta test gia to ECC kai to NTRU èginan se èna Celeron
500MHz pou ètreqe Linux, gia to kruptosÔsthma plexÐdwn se èna Celeron
533MHz, en¸ gia RSA 1024 se èna PentiumII 400MHz me Windows NT. Ta
apotelèsmata faÐnontai ston parak�tw pÐnaka:
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RSA1024 ECC168 NTRU263 BGC

Epèktash mhnÔmatoc
Mplok arqikoÔ keimènou (bits)

DhmosÐo kleidÐ (bits)
DhmiourgÐa kleidioÔ (ms)

Kruptogr�fhsh (ms)
Apokruptogr�fhsh (ms)

1− 1 2− 1 4, 5− 1 4− 1
1024 160 416 1088
1024 169 1841 1000
1432 65 19, 8 8, 5
4, 28 140 1, 9 29, 8
48, 5 67 3, 5 14, 9

SÔgkrish 2
Ta apotelèsmata ed¸ qronologoÔntai epÐshc apì to 2001. Den up�rqoun pol-
lèc leptomèreiec, apl¸c ja anafèroume thn proèleush twn apotelesm�twn:
gia to RSA kai to ECC apì thn istoselÐda Weidai benchmark se Celeron
850MHz, gia to NTRU apì thn istoselÐda tou NTRU kai gia to kruptosÔsth-
ma plexÐdwn apì ton Dr. Cha se PentiumIII 866MHz. Ta apotelèsmata
faÐnontai ston parak�tw pÐnaka (ta apotelèsmata tou pr¸tou se millisec-
ond/pr�xh, gia to kruptosÔsthma plexÐdwn n=100,p=15,):

RSA1024 ECC168 NTRU263 BGC
Kruptogr�fhsh (ms/op) 0,32 14,27 0,27 13,4

Kruptogr�fhsh (Kbyte/sec) 396 1,472 996,79 146,53
Apokruptogr�fhsh (ms/op) 10,23 25,72 0,64 10,4

Apokruptogr�fhsh (Kbyte/sec) 12,52 0,817 425,80 188,13

45



EpÐlogoc
EÐdame, alloÔ sunoptik� kai alloÔ analutik� k�poia apì ta shmantikìtera
b mata pou èqoun gÐnei gÔrw apì th qr sh twn om�dwn plexÐdwn sthn krup-
tografÐa. O q¸roc eÐnai zestìc: ìso gr�fontan aut  h ergasÐa, arket� nèec
ergasÐec parousi�sthkan. EpÐshc ta pr�gmata eÐnai k�pwc reust�: parousi�-
zontai apìyeic kai upèr all� kai kat� thc qr shc twn plexÐdwn. K�poia apì
aut� pou dhmosieÔontai s mera eÐnai pijanì na apodeiqjoÔn l�joc aÔrio. EÐ-
nai m�llon nwrÐc gia sumper�smata, ja euqhjoÔme ìmwc na bgoun alhjinèc oi
problèyeic twn aisiìdoxwn. O qrìnoc ja deÐxei.

46



Anaforèc
[1] An algebraic method for public-key cryptography, I. Anshel, M. An-

shel & D. Goldfeld, Math. Research Letters 6 (1999) 287-291.

[2] New key agreement schemes in braid group cryptography, I. Anshel,
M. Anshel, B. Fisher & D. Goldfeld, RSA 2001.

[3] Theory of braids, E. Artin, Ann of Math. 48 (1947) 101-126

[4] A new approach to the word problem in the braid groups, J. Birman,
K.H. Ko & S.J. Lee Advances in Math 139-2 (1998) 322-353.

[5] A fast method for comparing braids, P. Dehornoy, Advances in Math.
125 (1997) 200-235.

[6] New public-key cryptosystem using braid groups, K.H. Ko, S.J. Lee,
J.H. Cheon, J.W. Han, J.S. Kang & C. Park, Crypto 2000 166-184.

[7] Pseudorandomness from braid groups, E.K. Lee, S.J. Lee & S.G.
Hahn, Crypto 2001.

[8] Algorithms for positive braids, E.A. Elrifai & H.P. Morton, Quart. J,
Math. 20 (1994) 479-497.

[9] Length-based attacks for certain group based encryption rewriting sys-
tems, J. Hughes, A. Tannenbaum, 2000 (Published in SECI 02).

[10] A Linear Algebraic Attack on the AAFG1 Braid Group Cryptosys-
tem, Jim Hughes, ACISP 2002.

[11] Potential Weaknesses of the Commutator Key Agreement Protocol
Based on Braid Groups, Sang Jin Lee, Eonkyung Lee, EUROCRYPT
2002.

[12] Reaction Attacks on Public Key Cryptosystems Based on the Word
Problem, Maria Isabel Gonzalez Vasco & Rainer Steinwandt, eprint
2002/139.

[13] Length-based conjugacy search in the Braid group, D. Garber, S. Ka-
plan, M. Teicher, B. Tsaban, U. Vishne, math.GR/0209267.

[14] Entity Authentication Schemes Using Braid Word Reduction, H. Sib-
ert, P. Dehornoy and M. Girault, eprint 2002/187.

47



[15] Assessing security of some group based cryptosystems, Vladimir Sh-
pilrain, eprint 2003/123.

[16] PlexÐdec kai kìmboi, Alexey Sosinsky, Quantum, M�rtioc -AprÐlioc
1995

[17] Algorithmic problems in the braid group, Elie Feder, 2003 (disserta-
tion)

[18] Cryptosystem using braids, S. Lemieux, P. Yap, 2002.

[19] Overview of the cryptosystems using braid groups, S. Lee, E. Lee,
2001

[20] Practical comparison of Fast Public-key Cryptosystems (Priit Karu,
Jonne Loikkanen, 2001)

[21] Handbook of Applied Cryptography, A. Menezes, P. van Oorschot and
S. Vanstone, CRC Press, Inc. 1997

[22] An Authenticated Group Key Agreement Protocol on Braid groups,H-
K. Lee, H-S. Lee, Y-R. Lee

[23] New Signature Scheme Using Conjugasy Problem, K.Ko, D. Choi,
M. Cho J. Lee, e-print, 2002

[24] NTRU: A ring based public key cryptosystem, J. Hoffstein, J. Pipher,
J. Silverman, Lecture Notes in Computer Science 1423, 267-288,
1998.

[25] A Practical Attack on Some Braid Group Based Cryptographic Prim-
itives, D. Hofheinz, R. Steinwandt, PKC 2003.

[26] Theorie der Zopfe, E. Artin, Hamburger Abhandlungen, vol.4

[27] Combinatorial Group Theory, C. Miller, 2002

[28] The algebraical braid group, F. Bohnenblust, An. of Math. vol. 48,
1947

[29] Centralizers in the braid group and singular braid monoid, R. Fenn,
D. Rolfsen, J. Zhu, Enseign. Math. (2) 42 ((1996), no. 1-2, 75-96.

[30] Cryptanalysis of a pseudorandom generator based on braid groups,
R. Gennaro, D. Micciancio.

48


